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Abstract 
 

Most watermarking methods introduced that require concealment is less 
detectable or undetectable, while others exist that are based on the types of 
concealment that do not require an indiscernibility. It is within this framework and 
to ensure the security, at storage and transmission of digital data, we propose in 
this work, a new crypto-watermarking method using symmetrical injection of 
noise on architecture of multilayer neural networks performed to compression 
images. Our crypto-watermarking algorithm provides a good compression ratio 
and a progressive transmission, which reduces the bandwidth. As regards the time 
necessary for the operations of dissimilation, it may vary depending on the degree 
of security.  
 
Keywords: Artificial Neural Networks Multi-Layer Perceptron (ANN-MP), noise 
injection, watermarking, crypto-watermarking. 
 
1 Introduction 
 
   The Artificial Neural Networks (ANN) are tools for machine learning with a 
new approach information processing. The Multi-Layer Perceptron (MLP) is a 
neural network that uses a forward propagation type supervised learning to learn 
to perform a task. The compression of a set of data is the process of reducing the 
size of this body while preserving the integrity of that data. Cryptography is about 
the set of techniques to conceal the meaning of a message [12]. 
 
Supported by the Hassan II Academy of Science and Technology of Morocco. 



5514              Y. Benlcouiri, M. C. Ismaili, A. Azizi and M. Benabdellah 
  
 
Standard encryption algorithms are not suited to the particular case of image data. 
The ideal would be applied to the images of asymmetric encryption systems in 
order not to have to transfer key. Due to the partial knowledge of the key (public 
key), the asymmetric systems require the use of large numbers above 512 bits. 
Therefore, as part of a secure transfer of images, the encryption of images is not 
feasible with for example the RSA algorithm. The use of symmetric algorithms 
requires having to transfer the secret key to the receiver. Conventional methods of 
image encryption require the transfer of the secret key by another channel or other 
means of communication [7, 13]. 
Cryptography technology remains essential to, first, protect the confidentiality of 
information transmitted over networks or stored on data servers and, secondly, 
ensure the integrity of a document or to prove the authenticity of a transaction. It 
applies mathematical concepts and introduces paradigms computer to withstand 
potential attacks from attackers or to prove an almost sure, that a procedure is 
incorruptible. The primary function of cryptography is to propose algorithms for 
encryption and electronic signature. In principle, the algorithm is standardized and 
known to all. The secret lies in the secret key. These algorithms are installed 
entities in personal trust (smart cards), or safes software computer servers [5, 8]. 
The watermarking of image may also be a solution for secure image transfer. The 
purpose of the watermarking is inserted information in the image so invisible and 
indelible. The insertion of the message can be performed in space or frequency, or 
in a combination of both areas [9, 14]. 
In [15], the authors present a method of joint quantization and watermarking 
based on trellis coded quantization (QCT). This technique has been integrated in 
the JPEG2000 encoder. Specifically, they sought to carry out joint compression 
and watermarking using the QCT by performing simultaneous quantification and 
integration of the brand during compression. The extraction process of the mark 
can be implemented either during or after decompression thereof. The results 
obtained showed that this pattern spouse resists compression with JPEG2000 
compression rate variation without degrading the quality of the decompressed 
image. 
In [12], the compression and the data encryption are two technologies whose 
importance is growing exponentially in a myriad of applications. In addition, the 
excessive use of computer networks for data transfer must obviously obey to a 
double objective: the reduction of the volume of data in order to clutter the 
maximum possible public networks of communication and the confidentiality in 
order to ensure an optimum level of security. In this sense, and in order to ensure 
the optimization and securing of the transmission and storage of still images, we 
propose a new hybrid approach for crypto-compression which applies an 
encryption based on the AES algorithm on the parameters of the compression by 
network of neuron multi layer. Our crypto-compression method has shown to be  
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effective on the compression ratio, thus provides as well as the visual quality of 
reconstructed images. The principal advantages of our approach are the flexibility 
and the reduction of the processing time, which is proportional to the number of 
the dominant coefficients used after compression by ANNs, at the time of the 
operations of encryption and decryption. Indeed, by our method, one can vary the 
processing time according to the desired degree of safety. 
In this paper, our work is based on a technique of hiding by noise injection to 
make the watermarking and the cryptography on architecture multilayer neural 
networks used for compressing still images. Application of Artificial Neural 
Networks Multilayer Perceptron (ANN-MP) to image compression seems to be 
well suited to achieve our crypto-watermarking, because we gives the possibility 
of pre-processing the input model to produce simpler models with fewer 
components. 
On the other hand, the secret communication of information between two parties 
in a computer system operates under several forms, and different encryption 
approaches by injection noise classics have all tendencies to achieve encryption 
techniques whose values and locations are random noise. 
In what follows, we will discuss, initially, the still image compression by neural 
networks. Then, we will describe the process of a watermarking injection of noise 
on compression architecture ANN-MP. Then we will describe in detail the 
principles of our method and the results obtained after application. We conclude 
our article by introducing some perspectives. 
 
 
2çMethods  
 

2.1 Compression by RNA 
The main idea of neural networks is that one gives a single unit, a neuron, which 
is able to perform some basic calculations. Then connected them a significant 
number of these units and trying to determine the computational power of the 
network thus obtained. It is important to note that these neurons manipulate 
numeric data and not symbolic [2]. 
Level image compression, there were already a number of comprehensive 
application of ANN and many algorithms learning and different architectures 
were used. 
We will use a system (Encoder / Decoder), which consists of two parts:  

 A compressor network consists of the input layer and of the hidden 
layer,  
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 And a decompression network which represents the sequence of 
the neural network (see Figure 1). The compression ratio is 
designated by the ratio of the number of neurons in the hidden 
layer and that of the input layer [3]. 

 

 

Figure 1.  : Diagram of the neural network for compression and decompression. 

iX : The input of the cell i,  
iX : The output of cell i,  

jh : The state of cell i in the hidden layer,  
ijW : The weight matrix between the input layer and the hidden layer, 
'
jiW : The matrix of weight between the hidden layer and output layer. 

Learning can be considered the problem of updating the weights of connections 
within the network, to succeed the task it is requested. It is the main characteristic 
of ANN, it can be done in different ways and with different rules and aims to 
adjust the connection weights so that the data presented to the input layer will be 
almost the same as those resulting from the layer output [1]. 
Using the back propagation algorithm using the sigmoid activation function as 
follows: 
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on training images divided into fixed-size block, we proceed as follows: [12] 

 Repeat for each block  

1. Affect iX  (data block) to cells in the input layer 
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2. As the square error is greater than the desired threshold on the outputs 

obtained from the inputs,  
• Calculate hi (the states of neurons in the hidden layer)  
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Then iX  (the states of neurons in the output layer). 

                                  

'

( )

i j ji

i i

X a W

a f X

= ×

=

∑

 
• Calculate the error in units of cells in the output layer: 

       
' ( )i i ierr f Xδ = ×  

 then those of the hidden layer : 
' '( ) ( )j ji i j

i
W f hδ δ= × ×∑

 
• Update weights on the output units and those of hidden units 
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Δ = ×∂ ×
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            Until the end. 

 End Repeat 
 

2.2 Crypto-watermarking noise injection 
The term watermarking is used to describe what can help to differentiate copies of 
a file or the original signal in most cases in an imperceptible. The principle of 
watermarking invisible is that any attempt to erase the lead to one degradation of 
the file contents quality. Nevertheless, the longevity of Stéganographie proves that 
despite his weakness, she guarantees a minimum security [4]. While cryptography 
is needed on the use of keys for symmetric and asymmetric encrypt the message 
to transmit or store front to hide it, but it's not an obligation. The interest in 
cryptography noise injection is that the message looks like a sequence of numbers 
whose location and values are random, which can not be detected by statistical 
methods. This is the desired functionality when doing of Stéganographie, but with 
stealth [6, 10]. 
Cryptography and Stéganographie are two disciplines independent, it is possible 
to married by blurring the meaning of the message and concealing the existence of 
the latter in a information field adjacent. In this case, Stéganographie is not the 
last step of the encoding [12]. 
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The complementarities of these security techniques probably stems from the 
fundamental weakness of Stéganographie. In Indeed, its use offers little security. 
If the message is searched and the letter is found, the content of the secret 
communication is immediately revealed [11]. 
This mode of communication is with the encryption mechanisms, an essential and 
effective means to preserve the secret of a missive. 
 
 
3 Proposed method 
 
   Object is to find architecture of ANN-MP to achieve the compression on the 
one hand and on the other hand the crypto-watermarking. In data compression, the 
ANN-MP makes a self-association on its hidden layer having a number of central 
neurons below the input layer, allowing the data reduction. To achieve the 
crypto-watermarking, our method consists in introducing into this architecture 
compression PMC, neurons hardeners to inject noise while pulling part of the side 
information. For this we precede in two phases, the first is used to generate an 
ANN-MP adapted to compression, while the second is used to inject noise bearing 
cells. We have defined a secret key cryptosystem to derive the encryption module 
and the decryption module of the ANN-MP architecture. 
 

3.1 Phase (I) 
•  Choose an architecture for our ANN-MP (N0 = number of input layer and 

output, N1 = number of hidden layer). 

•  Apply the learning algorithm on our architecture chosen (Figure 1) for the 
adjustment of connection weights between neurons. 

 

3.2 Phase (II) 
•  Choose a number N 'of soaker neuron depending on the degree of security 

desired. 

•  Inject these neurons at the hidden layer of our ANN-MP. 

• Link these neurons to other neurons with weights and Yij Y'ij randomly 
between Min{Wij}  and Max{Wij} in corresponding to the architecture 
of the ANN-MP so that the weights of these neurons that do not disrupt the 
added part compressor of the selected network and do not interact in any 
way on the results provided to the output layer. 
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Figure 2.  Diagram of the neural network after injection of cells bearing noise. 

3.3 Crypto-watermarking keys : 
The result of the decomposition of the ANN-MP noisy described above plays 

the role of key encryption and decryption 

 

Figure 3.  Diagram of the dissumilation keys ; the compressor section and the 
decompressor section. 
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 Crypto-watermarking key after image compression: 
 
The crypto-watermarking key concerns the new section of compression (see 
diagram above) which we present the image to encrypt block by block of size N0 
(the number of input layer). The encrypted message is obtained on the hidden 
layer of size N1+N’. 
 
 

 Crypto-watermarking key for image reconstruction: 
 
The reverse crypto-watermarking key for the new decompression portion as 
shown in the diagram above, which encryption results are presented to the 
network block of size N1+N’ '(the number of hidden layers of the new network). 
Thus the results on the output layer with a length N0 resume their sites block by 
block for reconstruction perfect image. 
Our method is ready to use for storage or transmission according to need and 
respect the compromise on the architecture ANN-MP between the number of 
neurons in the hidden layer and those of the input layer. 
 
 
 
4 Application and results 
 
 
   To apply our algorithm, we begin by setting the weight of an ANN-MP to the 
image compression whose architecture has a size equal 8×8 = 64 neurons on the 
input and the output layer, and 8 on the hidden layer neurons (N0 = 64; N1 = 8). 
Then we will inject eight different locations on neurons of the hidden layer (N’ = 
8) who will play the role of cells bearing noise while connecting them to the upper 
layers and neurons lower following the laws of multilayer perceptrons, where 

ijY new weights from the hidden layer to the input layer are taken randomly in the 

interval [Min{ ijW }, Max{ ijW }] and 
'

ijY  those going to the output layer are all 
zero. 
After fixing the ANN-MP compression architecture, we present below the results 
obtained after applying our method on Barney and Lena images, presented in gray 
scale with a size equal 128×128 pixels. 
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Original image 

Berney 
(128*128pixels) 

Image Berney 
presented a 

crypto-watermarking 
(128*128pixels) 

Reconstructed 
image Berney 

(128*128pixels) 

  
Original image 

Lena 
(128*128pixels) 

Image Lena 
presented a 

crypto-watermarking 
(128*128pixels) 

Reconstructed 
image Lena  

(128*128pixels) 

Figure 4.  Results obtained after applying our method on images Barney (1) and 
Lena (2). 

 
The following table shows the overall results: 
 

Image S.O.I 
(Ko) E.O.I S.R.I 

(Ko) E.R.I P.S.N.R

Barney 18,9 7.4006 3,01 7.2821 29.7170

Lena 19,1 7.5748 2,95 7.5218 26.2505

Figure 5.  Comparison between the original image (Image Barney and Image 
Lena) and the reconstructed image (Image Barney and Image Lena). (S.O.I: Size 

of the Original Image. P.S.N.R: distortion measure. E.O.I: Entropy of the Original 
Image. E.R.I: Entropy of the Reconstructed Image. S.R.I: Size of the 

Reconstructed Image. 

 
The neural networks compression provides a compression ratio quite interesting 
even if it is costly in terms of time required to adjust the weights appropriate to 
the neural networks that are responsible for the visual quality of the image  
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processing, as well as part of the compression asymmetric compression 
coefficients are not those of the decompression and the codomain presented on the 
hidden layer can be demonstrably injective. 
Moreover, our algorithm provides a transmission with interlace (progressive 
transmission), which reduces the burden of bandwidth. 
As regards the time necessary for the operations of dissimilation, it may vary 
depending on the degree of security. 
Text of Section 2.  
 
 
5 Conclusion 
 
In this paper, we presented an algorithm for symmetric crypto-watermarking of 
digital still images, operating on stream of pixels based on the architecture 
ANN-MP compression. The architecture of the ANN-MP we facilitate the 
injection of noise in the cryptogram, whose values depend on the clear message, 
which can limit the effectiveness of certain methods try to check the influence of 
changes in the plaintext message on the cipher text. Experience has shown that 
even the person figure the original image will not be able to predict the location of 
noise, over the permutation of the elements in level of each block means that our 
method is more efficient and very important to absorb some forms of attacks that 
are based on detecting the length of the key and its composition, and other attacks 
that take modern stochastic increasingly valuable in cryptanalysis. We plan to use 
the wavelet networks for a new application of crypto-watermarking. 
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