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Abstract 
 

When encryption grey-scale images are stored using a lossless format (e.g. not 
JPEG), and a fixed key for a symmetric cryptosystem is used, edges may reveal 
due areas of the same colour in the image, thus giving some information about the 
original image. This is particularly problematic when the image contains only two 
colours, black and white being the worst case scenario. The former problem may 
be solved using an asymmetric system, but the time employed in its operation is a 
relevant detrimental factor. However, using the JV Theorem along with Triple-
DES | with the modification that a variable permutation is used on the input string 
for the third round of the encryption process first cycle― the output is a grey-
scale image whose tones present a uniform distribution, according to a chi-square 
goodness-of-fit test. Also, it is shown that the use of variable permutation 
strengthens the Triple-DES cryptosystem. On the other hand, since the images are 
being encrypted using a symmetric cypher algorithm, the processing time is less 
than that of any known asymmetric algorithm. Furthermore, a criterion for 
computing the amount of permutations is provided. 
 
Keywords. JV Theorem, Chi-square goodness-of-fit test, Triple-DES, Image 
Encryption, Variable permutations 
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1. Introduction 
 
In the present work, a variation of the standard Triple-DES is used. In the 
encryption process of this modified Triple-DES, in the �� � �� and  �� � �� 

option [1]. 
The initial permutation ―according to the international norm― is not used at the 
beginning of the cipher process [5]. Instead a variable permutation is applied to 
the input of the third round of the first encryption cycle and its inverse at the end 
of the cypher process. 
 
The former is noted as	�	
,	�,���; where � is the above mentioned permutation 
over a 64 bits long string, ��; �� are two 64 bits long keys, and � is a 64 bits long 
plaintext string. 
 
It is also noteworthy that there are images that present areas of the same colour. 
When such an area is ciphered using fixed keys and permutation, it gives the same 
grey-scale value for the whole area, which gives rise to distinct edges, thus 
allowing the emergence in the encrypted image of useful information regarding 
the original image. One way of avoiding this situation is encrypting the image 
using a number of different variable permutations in order to obtain a different 
grey-scale tone. 
 
In order to determine how much the distribution of the grey-scale values on the 
output image resembles a random distribution, Chi-square (χ2) goodness-of-fit test 
is used [15]. This is done in a particular case considering a grey-scale image 
containing only two colour values (black and white), also proposing a criterion to 
compute the number of permutation to be used. 
 
The variable permutations used here are obtained using the JV theorem algorithm 
[14], parting from a number 1≤ � ≤ 64! -1, which is selected randomly. The 
histogram of the grey tones of an encrypted image is presented, for a particular 
instance of keys and permutation, in order to illustrate how such distribution 
approaches a uniform distribution. In this regard, the χ2 goodness-of-fit test gives 
a criterion to decide when an encrypted image should be rejected for not 
complying with a given degree of randomness. For this a Normal distribution is 
used to approximate the χ2 [15]. 
 
Additionally, an algorithm is provided to reduce the time used to calculate the 
permutations. That is, the permutation associated to � with 1≤ � ≤ 64! -1 is found, 
and the other permutations are obtained from this without computing the divisions 
on the larger factorial (e.g. 63!, 62!, and also so on) [14]. 
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2. Modified Triple-DES Goodness-of-Fit Test 
 
Let us begin the current section by answering the question: why should a variable 
permutation is applied to the input of the third round of the first encryption cycle 
on the modified Triple-DES algorithm? 
 
It is clear that for a grey-scale image, each pixel is represented by one byte, thus 
each 64 bits data block contains 8 pixels. Then, a binary image― where each 
pixel has one of only two values: white and black, represented by 0 and 1― the 
encryption process may have as input 64 bits long strings such as 000.....0 or 
111.....1. In this regard, any initial permutation, whichever it is, would not modify 
such strings at all. It follows that the first round in which the left and the right 
blocks are mixed is after the second round: that is, the input to the third round. On 
the other hand, it is easy to notice that the variable permutation does not need to 
be applied to the input string to the third round: in fact, it could be applied to the 
input of the fourth, fifth, or even the 16-th round of the first cycle. Then, why use 
it specifically on the third round? Simply, because by being the first round with a 
mix of zeroes and ones, any modification caused by the permutation of this round 
will have the most rounds after it to mix the information. Recall that the Feistel 
function [4], along with the keys program and the permutations, are responsible 
for the task of data mixing in each round. 
 
The kind of grey-scale images most troublesome to encrypt for a symmetric 
cryptosystem with fixed keys and permutation are precisely images with only two 
colours (i.e. black and white). This difficulty is due to the emergence of edges and 
areas with uniform tones in the encrypted image, which gives away useful 
information. Thus, the current work uses such an image for the experimental tests, 
where the background is white; there is a black rectangle along with some black 
characters. The image used is 598 pixels wide and 488 pixels high, as shown in 
figure 1. 
 
In the rest of the paper, any image is understood to be encrypted if the goodness-
of-fit test for the histogram of the potentially encrypted image accepts the null 
hypothesis; where said null hypothesis states that the frequencies of the different 
grey tones of the image fit a uniform distribution, against the test hypothesis 
which states the contrary. 
 
In any problem of hypothesis testing, there are two kinds of error: that which is 
incurred when the null hypothesis is rejected while being true (Type I) and when 
the null hypothesis is accepted while being false (Type II) [15]. 
 



2932                                                                              V. M. SILVA-GARCÍA et al 
 
 
The error of interest (to be controlled) is the type I error, for which there are some 
standard values 0.1, 0.05 or 0.01. If the value α = 0.1 is taken for this error, it 
means that greater evidence is required to accept the null hypothesis, according to 
the data, than if any of the others values is taken. This last statement is based on 
the following arguments. 
 

 
Figure 1: Binary image used in experiments, of dimensions 598x488 pixels 

 
Notice that the quality of the encrypted image is strongly related to how much its 
histogram fits a horizontal rect line. This can be verified with the χ2 goodness-of-
fit test: 
 

(2.1)   χ2 = ∑ ����	����

��
���
���  

 
with k - 1 degrees of freedom, where oi, ei are the i-th observed and expected 
values, respectively. A small value of χ2 indicates a good fit between the observed 
and the expected data values. For this particular instance, such a small χ2 means 
that the histogram is quite close to having a uniform distribution of values. ―In 
this sense, it is said that the case of α = 0.1 requires more evidence of the  



Image encryption                                                                                               2933 
 
 
histogram being quite similar to a horizontal line than for the cases of α = 0.05 or 
0.01, for the null hypothesis to be accepted. 
 
Thus, in order to accept or reject the null hypothesis, the value of the limit number 
of the right tail of the χ2 distribution associated to α = 0.1, 0.05 or 0.01 is taken as 
a reference. If the computed value for χ2 (according to equation 2.1) is greater 
than this limit value, the null hypothesis is rejected. 
 
Since the grey tones considered in the histogram are 256, it follows that the 
degree of freedom for the χ2 distribution is k -1 = 256 - 1 = 255. On the other 

hand, the Normal distribution ―with µ = 255 and σ = �2�255�� 	― is a good 
approximation to the χ2 distribution with 255 degrees of freedom thanks to the 
Central Limit Theorem [8]. Thus, the limit values for which any greater value of 
the computed χ2 will make the null hypothesis be rejected are: 284.13, 292.26 and 
307.61 for each value of α equal to 0.1, 0.05 and 0.01, respectively. 
 
In order to analyze the worst case scenarios for this application, let us consider 
some background concepts first. Thus, according to [14], any integer number 1≤ 
m ≤ 64! -1 may be written as follows: 
 
(2.2)   � �	 !�63!� %	 ��62!� % ⋯ '��1!� %	 '��0!�   
 
where  '� � 0 and 0 ≤  � ≤ 63 - * for 0 ≤ * ≤ 63. These Ci allow us to find the 
permutation associated to m. Assuming that the increments are of the order of 1061 
(which is close to 48!), then one permutation and the next will have differences in 
positions 16 to 63 [14], where the initial position is 0 at the left end. 
On the other hand, let’s suppose that the values taken by each bit ―0 or 1― are 
taken independently from each other, regardless of their positions, and are 
equiprobables (i.e. they can be either 0 or 1, both values with probability of 1/2). 
Then, the probability of all positions � to 63 being equal (i.e. either all these 
positions are zero or all positions are one) can be computed according to the 
Bernoulli model [13]: 
 

(2.3)   2[�1 2+ �'��,] 
 
 
for 0 ≤ � ≤ 15. 
 
Notice that positions 0 to � may have any value, given that the values of such 
positions for a given permutation and the following are equal. 
 
Now, since the worst situation happens when the permutations applied to the input 
string to the third round causes no changes to the string, these kinds of situations  
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are those we want to avoid. Since such lack of changes happens when the input 
string is made up only by zeroes, or only by ones. Considering the former 
discussion, the probability computation for 64 bits strings of the former -�. …; -, , 
1, …1 where -� = 0,1 and 0 ≤ � ≤ 15 is as follows: 
 

(2.4)   [∑ .,�/�
1
2+ ���1 2+ �,����,

��! ]�1 2+ �'��, = �1 2+ �'��, 
 

Now, in order to compute the probability of the events 11....1 and y011...1 where 
both strings are 64 bits long and y0 = 0,1; if both probabilities are added, an 
amount larger than 0 must be subtracted, since the intersection of both events is 
not empty. However, the addition of both probabilities becomes an upper bound. 
In this sense, the probability of such a worst case scenario happening is less than 
  

(2.5)   ∑ 20.1 2+ /
'��,

1,��2
,�!  ≈ 1.42 (10)-14 

 
Thus, the worst case scenario for the proposed cryptosystem (regarding the input 
to the third round of the first cycle) happens when the input string to the third 
round consists of only zeroes (000...0) or only ones (111...1) from position 16 to 
position 63, or from position 15 to 63, and so on until from position 0 to 63. Such 
situations may happen with a probability of less than―1.42x10-14. 
 
 
3. Algorithm for Reducing Permutations Computing Time 
 
Given that the proposed modifications to the Triple-DES needs to calculate a large 
number of permutations, it is desirable to make the time necessary for such 
computations as small as possible. Preferably, we would like to have a procedure 
to reduce the amount of time or bit operations needed, when compared to the 
original algorithm (as introduced in [14]). This time reduction may be 
accomplished based on the fact that, as mentioned before, any integer 1≤ m ≤ 64! -
1 can be written as shown in equation 2.2, which leads to the permutation 
associated to m [14]. Such permutations are obtained from an integer � (such that 
1≤ � ≤ 64! -1) and the increment ∆, which has been chosen to be 1061 < 48!. Thus, 
the number x + ∆ is associated to a permutation which is equal to that of number � 
up to position 63 - 48 = 15, which means that the differences between both 
permutations appear in position 16 to 63. 
 
The increment value ∆ is chosen as 1061 for a particular reason: a smaller value 
increases the probability of a worst case scenario happening (see equation 2.5), 
while a larger value increases the encryption time. Given this trade-off, in the 
current work the proposed increment is 1061. Furthermore, the increments c∆ with 
c = 1; 2,… must comply with the following condition: 
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(3.1)    � % 3∆ < 64! – 1 
 
Then, the algorithm to find a permutation given that � and ∆ are known is the 
following. 
 
1. - The value of x is expressed (according to equation 2.2) as: 
 
(3.2)   � � 	 !�63!� %	 ��62!� % ⋯ '��1!� %	 '��0!�   
 
where   '� � 	0  
 
2. - The permutations	π!, π�,…, π'� is built according to the values  !,  �, …, 
 '� following  the algorithm introduced in [14]. 
3. The value 6� ε	Z is found, such that 6� > ∆ and is the smallest integer which 
holds to the former condition. 
 
4. - The permutations associated to � and � % ∆ have the following array in 
common: 
 
(3.3)    π!, π�,…, π'��9
 
 
5. - The difference is computed: 
 
(3.4)   -� = (� % 3∆) - [ !�63!� %	 ��62!� % ⋯ '��9
�6�!�] 
 
6. - New constants are calculated from	-�, such that: 
 
(3.5)   -� =  �'��9
�:�

´ �6� < 1�! %  �'��9
�:�
´ �6� < 2�! %⋯%  '�´ �1�! %

 '�´ �0�! 
 
where	 '�´ � 0. 
 
7. - Taking into account that the permutation is cut at π'��9
 and that in the 
process to obtain the rest of the permutation values we still have the array 
�001, �011, … , �06� < 11. Then, considering that array, the	�0*1, and the constants 
 �´ from step 6, the rest of the permutations associated to � % ∆ is found: 
π�'��9
�:�
> , π�'��9
�:�

> , …, π'�>  [14]. 
 
In order to better illustrate how this algorithm works, let us analyze the following 
example of permutation. Assuming that we are working with strings of 8  
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positions― i.e. 0, 1,..., 7― and that �	 = 20531, ∆ = 100; then we follow the 
algorithm: 
 
1. - The number � is expressed as: 
 
(3.6)  � � 	4�7!� % 	0�6!� % 3�5!� % 0�4!� % 1�3!� % 2�2!� % �1!� %
0�0!�  
 
2. - Considering that	 ! � 4;	 � � 0;  � � 3;  � � 0;  A � 1;  2 � 2;  ' � 1; 
 B � 0		the associated permutation is: 4 0 5 1 3 7 6 2. 
 
3. - The smallest integer 6�	 such that 6�! > 100 is: 6� = 5. 
4. - Permutation associated to numbers 20531 and 20531+100 have the following 
array in common:	π! � 4; π� � 0 y πB�2 � 5. 
 
5. - The difference -� is computed: 
(3.7)    -� � 	20631 <	 !�7!� %	 ��6!� %  B�2�5!� � 111 
 
6. - Considering that	-� � 111, the constants  �B�2�:�

´ � 	 �	´ 	and	 A	´ ,  2	´ ,  '	´  are 

computed; as mentioned before,  B	´ � 0. Thus:	 �	´ � 4;  A´ � 2;  2	´ � 1; and 
 '	´ � 1.  
 
7. - According to [14], the �0*1 values are:	�001 � 1; �011 � 2; �021 � 3; 
�031 � 6 and �05 < 1 � 41 � 7. Considering the constants found in the step 6; 
the permutation is therefore: 4 0 5 7 3 2 6 1. 
 
Now, let us find how many bit operations are saved by using the proposed 
algorithm [11]. Given the most operations needed to transform a number into its 
corresponding permutation are divisions [14], an approximation to the difference 
on the bit operations saving will be done considering only divisions. Additionally, 
recall that if the number � ε	Z is represented with C bits, and D ε	Z with 6 bits, 
with	�	 E 	D, then the amount of bit operations needed to compute the quotient 
and remainder when � is divided by � is estimated as F�C6� [11]. 
 
Thus, when a number of 1089 ≈ 64! - 1 ―which can be represented as a 296 bit 
long string― is transformed into a permutation, the amount of bit operations does 
not exceed 2962(63) = 5519808 [13]. The former situation happens because 63 
divisions must be done, considering that both numerator and denominator for 
these divisions are of the order of 2296. Meanwhile, a number of 1061 ≈ 48! – 1 
may be represented with a string 201 bits long and needs no more than 2012(47) = 
1898847 bit operation to be converted into a permutation. Now, by diving these 
results we have that 5519808 / 1898847 ≈ 2.9, which indicates that by following  
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the proposed algorithm, the bit operations incurred by divisions becomes almost 
one third of the amount of bit operations needed otherwise. 
 

 
 
4. Experimental Results 
 
As a preliminary step to the experimental results obtained and their discussion, let 
us find out how many permutations are needed given the proposed algorithm. 
First, the authors consider that a different permutation should be applied to each 
64 bits block of data in the image to be encrypted, in order to make the tones 
distribution in the encrypted data blocks as close to random as possible. In this 
instance, each 64 bits data block includes 8 pixels, thus making the amount of 
permutations needed very straightforward to calculate, as│HI	J*��6K 8⁄ │. 
Therefore, for the case of the image presented in figure 1, the amount of 
permutations is 36478. 
 
As mentioned before, the proposal of this paper enables us to measure how much 
the distribution of grey levels of the encrypted image approaches a uniform 
distribution. This in turn allows us to determine how likely it is an image 
encrypted following the proposed system is rejected (i.e. the null hypotheses of 
the goodness-of-fit test is reject), given the thresholds found for each level of type 
I error. 
 
For this, 45000 element of the 4-tuple ��, ��, ��, ∆� were chosen pseudo-
randomly [6], where � is a permutation of the order of 1080, ��, �� are 64 keys 
bits each, ∆	is the increment between permutations of the order 1061. Remember, 
the amount │HI	J*��6K 8⁄ │ = 36478 is fixed. The obtained percentages of 
rejection are shown in table 1. Notice that these results are presented in intervals 
of 15000; this is done in order to illustrate the stability of the reported 
percentages. 
 
Type I Error 

Level 
Threshold for 

Rejection 
15000 runs 30000 runs 45000 runs 

0.1 284.13 9.40% 9.61% 9.64 % 
0.05 292.23 5.23% 5.31% 5.26 % 
0.01 307.61 1.39% 1.34% 1.37 % 

 
Table 1: Reject rate percentages for intervals of 15000 runs. 

 
Notice however, that the reject percentages bear no relation to the levels of 
probability of type I error. On the other hand, if the random variable of accepting  
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or rejecting the null hypothesis is considered to be a Bernoulli variable [13] (i.e. 
� � 1  for rejection and � � 0 for acceptance), and its probability distribution is 
such that P (� � 1) = J and P (� � 0 =	1 < J�, then the random variable 
 
(4.1)   - � 	∑ �� D⁄��N

��!  
 
has a standard deviation equal to 
 

4.2)    �J�1 < J� D⁄�  
 
Now, if the reject rates shown in table 1 for 	D � 45000 are considered as 
estimator of	J, for the different levels of type I error, then the corresponding 
confidence intervals may be computed [15]. For instance, for a confidence level of 
99% (i.e. O 3 times the standard deviation for each case), the corresponding 
intervals are shown in table 2. 
 

Type I Error Level Probability J Confidence Interval 
0.1 0.0964 0.0964 O 0.0034 

0.05 0.0526 0.0526 O 0.001 
0.01 0.0137 0.0137 O 0.0005 

 
 

Table 2: Confidence intervals for reject rate percentage with n = 45000 
 

Below is an example of the encryption processed, run on the image shown in 
figure 1; this example includes the encrypted image and its corresponding 
histogram for a given 4-tuple. 
 
� = 89915445645790121264579012126475888888889999956457901218991179 
       995621458709153705 
�� = 0330000000000003 
�� = 732456189abcdff2 
∆ = 3745012738810468536049153820452119930465723418450236784901257 
 
Notice that given the length of the numeric values assigned to P and 4, none of 
these numbers fit into the line. Thus, they appear in two lines to ease their 
readability, although the two lines correspond to one number, in both cases.  
 
The amount of permutation needed is 36478; and these for values χ2 = 284.69. 
 
The resulting encrypted image is presented in figure 2, while its corresponding 
histogram (with all grey-level values, from 0 to 255) is shown in figure 3. 
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At the beginning of this paper, it was mentioned that the inclusion of a variable 
permutations to the modified Triple-DES system increases its strength against 
attacks. However, is not the object of the current research to specify the 
magnitude of such strengthening? Yet, it is safe to presume the following the 
proposed system (i.e. variable permutation of the order of 1080, an increment 
between permutations ∆ of 1061, a pair of keys 	��, ��; and the amount of 
permutations used expressed as �│HI	J*��6K 8⁄ │). 
 

 
 

Figure 2: Image of figure 1 after encryption with parameters of the example. 
 
When such an encrypted image is to be decrypted, knowing	∆, the pair of 
keys	��, ��; and the amount of permutations used, if only the previous 
permutation is changed then the result will not be the original image. This means 
that knowing the pair of keys	��, ��, as well as ∆ and the amount of permutations 
is not enough to decrypt the image: more information is needed. In this sense, it is 
said that Triple-DES is strengthened by including variable permutations. 
 
On the other hand, the time needed to encrypt the image of figure 1 according to 
the former example is approximately 4 seconds. This is not a particularly onerous 
time, considering that it was run as ad-hoc program developed in C++, on a single 
core Pentium IV© system with 2GB of RAM memory. 
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Regarding what other researchers have reported in contemporary scientific 
literature, both [16] and [10] the present system focused on encrypting images, but 
gave no indication of their robustness or the complexity of a brute force attack on 
such cryptosystem. In the case of the current work, the proposed cryptosystem has 
a complexity against brute-force attacks of at least 2112. Additionally, since our 
system is symmetric, it is faster than most known asymmetric cryptosystems, such 
as RSA, ElGamal or Elliptic Curves [3]. 
 

 
 

Figure 3: Histogram of the encrypted image in figure 2. 
 
 
5. Conclusions 

 
In the current work, a symmetrical cryptosystem is presented: The modified 
Triple-DES, which is able to encrypt images in less time than most well-known 
asymmetric cryptosystems. Additionally, a quality criterion for the encrypted 
images is given: the χ2 goodness-of-fit test is used to determine how evenly spread 
the histogram of the encrypted image is, along all grey-level values. Then, the 
reject rates for the null hypothesis are calculated for different levels of type I 
error. Also, a practical example is given of how the proposed system works. 
 
Regarding the different kinds of attacks the proposed cryptosystem may be 
subjected to, given that we have an unknown permutation on the input to the third  
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round and its inverse at the end of the cypher process, the temptation of a linear or 
differential attack is removed [12,2]. On the other hand, the proposed system has a 
computational complexity of 2112 and there is no computer yet able to try all its 
keys, such as what happens to DES [7]. 
Furthermore, it would not be too complicated to extend the proposals of this paper 
to Advanced-Encryption-Standard [9], since the variable permutation could be 
interleaved in some of the intermediate rounds. 
 
Finally, even though a considerable number of permutations are used to encrypt 
an image (i.e. 36478 for the image of the example), the amount of time required 
for such a process is not prohibitive ―it takes approximately 4 seconds for said 
image―, thanks to the algorithm introduced here to reduce to 1 3⁄  the amount of 
bit operations used to compute permutations. 
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