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Abstract 

 

Due to the ever expansion of technology and the development of the world wide 

web over the recent decades we have access to a large amount of resources and can 

share information with different people regardless of the distance that separates us. 

These advancements have different consequences such as the transmission of 

information in a correct way, the security that must be assured in this type of 

transmissions and the speed with which they are transferred. It is here that 

cryptography plays an important role in everyday life, allowing communication to 

interact to its fullest with the surrounding environment without fearing from 

outsiders’ attacks thanks to the security provided by encrypting plain messages. 

Cryptography is the technique that protects documents and data. It uses numbers 

and codes to write secret information in documents and confidential data that need 

to circulate in the network. To this date, there are different cryptographic 

techniques, such as RSA, quantum, asymmetric; they have are all in advanced 

research and development stages. This paper aims to discuss the advantages and 

disadvantages of using these new types of mathematical methods underlying in 

computer security and generating a computational model based on a mathematical  
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model, ensuring a high level of security, complexity, ease of implementation and 

more. 
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1 Introduction 
 

The use of fractal and chaos has clear advantages; only a few parameters would 

need to be stored, and this type of password is very robust to attacks for two reasons: 

In first place, if the attacking side has managed to get parts of the password (or 

almost all the password) but one small digit is missing or incorrect, the fractal image 

changes drastically and the attacker has no way of extrapolating the rest of the 

password. In second place, a brute force attack will not work since a fractal 

password requires plenty of time to be generated, especially in a finite space. 

Fractal: It is a figure that may be spatial or flat, formed by infinite components. Its 

main feature is that is appearance and the way that is distributed statistically do not 

vary even if the adopted scale is modified for observation. Fractals are classified as 

geometrical (due to their irregularity they do not belong into traditional geometry) 

and have an essential structure that is reiterated on different scales [1].  

Pablo Gutiérrez and Ewaldo Hott [2] state a relationship between chaos and fractals 

since “fractals are a graphical representation of chaos”. Fractals have some 

properties and the ones that interest the most are the following: 

1. They have chaotic behavior 

2. They have a fractionary infinite dimension. 

3. They are self-similar 

4. They can be represented with a simple algorithm 

 

2 Background 
 

The expert in Mathematics Benoît Mandelbrot was responsible for developing in 

1975 the concept of fractal that comes from the Latin fractus (which can be 

translated as “broken”). According to Mandelbrot, fractals can have three different 

kinds of self-similarity which means that they have the same structure than the total 

set: 

- Exact self-similarity: The fractal is identical at any scale. 

- Quasi self-similarity: With a change on the scale, the copies of sets are very 

similar but not identical. 

- Statistic self-similarity: The fractal must have statistical or numerical 

dimensions that are conserved with variation of scale [1]. 

 

Due to Mandelbrot’s work, there is a decisive change in the study of fractals which 

gives birth to fractal geometry. The result is that fractals cannot be strictly 

considered as existing in one, two or an integer number of dimensions, but must be 

manipulated mathematically as if they had a fractionary dimension. 



 

 

Encryption through the use of fractals                                                                  1031 

 

 

On a security level, to resist common attacks, the crypto-system designed must have 

the following basic cryptographic properties: confusion and diffusion. The purpose 

of the first property is to complicate as much as possible the relationship between 

the password and the ciphered text. The second property refers to reordering o 

extending the message bits in such way that the influence of the individual bits of 

text or password is extended over the ciphered text as much as possible. 

From the mathematical point of view, we can find other theories applied to 

cryptography such as RSA, elliptic curve-based RSA, crypto-systems with elliptic 

and hyper-elliptic curves which will be summarized here. 

Beginning with RSA, we find that in 1976 Rivest, Shamir and Adleman 

implemented for the first time the idea of cryptography with public password 

introduced by Diffie and Hellman in 1976. The RSA crypto-system has a pair of 

numbers (e, N) for public password with the following conditions [3]: 

 

 N = p.q where p and q are two prime numbers. 

 The number e satisfies gcd (e, φ (N)) = 1 (gcd stands for greatest common 

divisor) where φ (N) is the number of integers that are lower than N and 

prime with it (Euler φ function). 

 

Moving on to elliptical curve cryptography (ECC, which is an asymmetrical 

variation or public key based on elliptic curve Mathematics. The authors state that 

ECC can be faster and use shorter passwords than other methods. Asymmetric or 

public password cryptography systems use two different passwords, one of them 

may be public and the other one is private. The possession of the public password 

does not give enough information to determine the private password. These types 

of systems are based on the difficulty of finding a solution to certain mathematical 

problems. One of these problems is the discrete logarithm which consists on finding 

b given 𝑎c= 𝑏 when a and c are known values may have an exponential complexity 

for certain large finite groups. In contrast, the discrete exponentiation may be 

evaluated efficiently using binary exponentiation for example [4]. 

Another pertinent article is the one from H.S. Kwok, Wallace K.S. Tang [5], where 

a ciphering system is proposed based on chaos with a ciphering flow structure with 

the purpose of delivering a high performance. The main core of the ciphering 

system is a pseudo-random current generator of passwords based on a chaotic map 

cascade, serving to the purpose of generating random combinations and sequences.  

An image is converted into a binary data flow. When masking these data with a 

random password flow generated by a pseudo-random generator of password arrays 

based on chaos (PRKG), the corresponding ciphered image is formed. 

The fractal algorithm is capable of resisting known attacks due to the open password 

space and the big password size. The cumulative and truncation errors that 

accompany the numerical solution of the non-lineal system pose a difficulty in 

obtaining imprecise decimal numbers through the algorithm. This is all based on 

fractal properties that assure a sufficient level of randomness security and 

randomization in the crypto-system [6]. 
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Following Nadia M.G.’s work, we find a performance comparison that is performed 

in terms of their evaluation parameters, the password space and the password size 

between fractal, DSA and RSA. The conclusion is that the proposed scheme based 

on fractal function resulted in a better performance in comparison to the other 

methods in terms of execution times in the same environments. This is an expected 

result since the time necessary to calculate the decimal number is lower than the 

time it takes for integer numbers [6]. 

 

3 Methodology 
 

To develop this project, several sources have been explored seeking information 

about ciphering based on fractals (SCF) and chaos. The conclusion is to gather 

various aspects from them with the purpose of generating a high quality SCF. Some 

preliminary definitions are necessary before detailing the SCF method.  

 

Definition 1: We define Ω as the set of characters (a, b,…z, A, B, …, Z, 0, 1, …, 

9,+, -, ,*,/,<,>,#,ϒ,?,%,$,{,},coma, dot, [,],(,)}; where ϒ is the blank space and Ω* 

is the set of all strings over Ω. 

 

Definition 2: A SCF (Ԑ) is a **function where 

Ԑ: Ω*              Ω* 

𝑥 → 𝑥𝑐 
x ∈ Ω* and 𝑥𝑐 is called the ciphering string of X. 

 

Taking these definitions, we can define the following flagship: 

 

Flagship 1: The SCF presented is limited to work only on sets of characters Ω. 

 

The input alphabet is considered a flagship since it indicates the order that the input 

texts must follow for the SCF; if a character does not belong to this set, the behavior 

of SCF must not have been determined. With our two first definitions, we can 

describe the internal functioning of the SCF. The following algorithm has been 

coded for that purpose. 

 

Algorithm 1 (SCF) (Ԑ): Given a string 𝑥 ∈ Ω* with j characters, it will be processed 

as follows: 

1. Generating the ciphering matrix. 

2. Ciphering the message 

a) Taking the next character of the string, 𝛼i 

b) Selecting a random integer number within the domain [a, b], φi  

c) Evaluate ƒencp (𝛼i; φi) obtaining 𝜇i. 

d) Store φi, 𝛼i, 𝜇i. 

e) If there are still characters remaining go back to 1, or else, transmit. 

When analyzing our algorithm over string x we will have the following settings for 

inputs and outputs. 
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From the first algorithm, we can introduce certain questions:  

 What is the ciphering matrix? 

 Who are the minimum and maximum of the domain? 

 What is ƒencp (𝛼, φ)? 

 What is 𝑥𝑐? 

 

We will now answer these questions. 

 

Ciphering matrix and encryption function 𝑓encryp 

 

Definition 3: A ciphering matrix is a N × N matrix that stores all characters Ω. 

 

To generate such matrix, it is necessary to discuss the Baker transformation over 

the unitary square. Using Jiri’s work[7], we find the general version of this 

transformation. The Baker map divides the unitary square into two columns: the 

first column [0,1/2) × [0,1) is extended over the horizontal and contracted over the 

vertical converting into row [0,1/2) × [0,1/2) and the second column λ [λ1/2,1) × 

[0,1) is similarly transformed into row [0,1) × [1/2,1). 

 

Definition 4: General Baker transformation. 

 

Given unitary square U, the Baker transformation is stated as: 

 

T (𝑥, 𝑦) = (
1

𝑃𝑖
(𝑥 -𝐹𝑖); 𝑃i𝑦 + 𝐹i) 

 

where (𝑥, 𝑦) ∈ [𝐹i; 𝐹i + 𝑃i) × [0, 1) 

 

Definition 5: Discrete Baker transformation. 

 

Given a set N = {0, 1, 2...n-1} of integer numbers and a set λ = {λ1, λ2…λk} of 

integer numbers that satisfies the following: 

 

 λ1 + λ2 +…+ λk = n.     

 λ1 | n ∀ 𝑖 ∈ {1,2,..., k} 

 

The discrete Baker transformation is defined as: 

 

BNλ (𝑥, 𝑦) = (𝑛 − 𝜎i−⌊
𝑛−(𝑥+1)

𝑞𝑖
⌋ − 1,

𝑦−𝜎𝑖

𝑞𝑖
+ [𝑛 − (𝑥 + 1)]𝑚𝑜𝑑 𝑞𝑖) 

 

where 𝜎i ≔ 0 𝑦 𝜎i ≔  𝜆1+ …+  𝜆i-1 for 1≤ 𝑖 < 𝑘,  
 

and 𝑞𝑖 ∶=  
𝑛

𝜆i
 𝑦 ∈ 𝑁 × [ 𝜎i, 𝜎i + 𝜆i) 

 

 



 

 

1034                                                                              Santiago Márquez Ortiz et al.                         
 

 

 
 

Fig. 1.  Baker transformation. Source: [6] 

 

Transformation BN, λ   permutes the matrix as follows. Given a square matrix of N 

dimensions, it is divided into | 𝜆 | matrixes of size N × 𝜆, which are each one divided 

into 𝜆I matrixes of dimension 
𝑁

𝜆i
× 𝜆i  with N elements called boxes. Jiri [6] proposes 

is to perform a column-wise transformation similar to the Baker map. In the 

example, for an 8 × 8 sized matrix and supposing a set 𝜆= {1, 2, 4, 1} we have:  

 

 
 

Fig. 2. Settings for a ciphering matrix. Source: Authors 

 

Once transformation B8, λ is done, we have: 

 

 

 
 

Fig. 3. Settings for ciphering matrix B8, λ. Source: Authors 

 

To generate a ciphering matrix, we use the notion of iterated function that consists 

on evaluating k-times the function over itself 𝑓k = 𝑓…. 𝑓; For example: 

 

(k=3) 𝑓3 = 𝑓 (𝑓 (𝑓 (𝑥))). 
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The ciphering matrix is generated with these steps: 

 The value of u is generated with the input message. 

 

𝑢:=(𝛼1∗ (1 𝑚𝑜𝑑 𝑞) + 𝛼2∗ (2 𝑚𝑜𝑑 𝑞) +…+ 𝛼j (𝑛 𝑚𝑜𝑑 𝑞)) 𝑚𝑜𝑑 𝑗 where 𝑞 ≈ 18 ∗
𝑁. 

 

 The Baker transformation Bu 
N, λ is evaluated over itself u times. 

 

For the ciphering function 𝑓encrypt, the values for 𝛼, ∅ and 𝑝 are required which 

correspond to the character to cipher, the iteration counter and the number of 

iterations over character 𝛼. 
 

The ciphering algorithm p will be determined by the position of the character 𝛼 in 

the ciphering matrix. Each new position 𝑥1 will be given by the Collatz fractal 

equation: 

 

 

𝑥1 = {  

𝑥

2
,            𝑖𝑓 𝑥 𝑖𝑠 𝑒𝑣𝑒𝑛

3𝑥 + 1, 𝑖𝑓 𝑥 𝑖𝑠 𝑜𝑑𝑑
 

 

where 𝑥1 is the 𝑥 𝑜𝑟 𝑦 coordinate of 𝛼 in the ciphering matrix. 

 

The value p is random, chosen in the [0, 81) range and represents the number of 

iterations that will be performed on character 𝛼 which will be necessary for the 

deciphering function. After every iteration the value of ∅ (always starting in 0) will 

be raised by 1, the algorithm will stop when ∅ and 𝑝 are equal. 

 

To assure that the value does not exit the dimension of our new matrix, the 

following modification will be set: 

 

 

𝑥1 = {

𝑥

2
 𝑚𝑜𝑑 9,  𝑖𝑓 𝑥 𝑖𝑠 𝑒𝑣𝑒𝑛

(3𝑥 + 1) 𝑚𝑜𝑑 9,  𝑖𝑓 𝑥 𝑖𝑠 𝑜𝑑𝑑
 

 

The module in base 9 allows each coordinate to always be inside our ciphering 

matrix. 

 

Message transmission 

 

As the encryption function, the final transition of the message represents one of the 

critical points for SCF. When taking on this task, two questions arise: 

 What information to transmit? 

 How can the transmitted information affect the security and validity of the 

SCF? 
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The final message contains: 

 

 Ciphering matrix 

 Ciphering string of 𝑥 (𝑥𝑐) 
 

The ciphered string 𝑥 (𝑥𝑐) will be set as: 

 

 
 

Fig. 4. Ciphered string setting. Source: Authors 

 

This means that the characters and its passwords will be transmitted in an alternated 

manner. The passwords will be given as a character of the matrix. 

 

Flagship 2: To know 𝑥 from 𝑥𝑐 it is necessary to know the ciphering matrix. 

 

This result is important to evaluate the security of SCF. When attacking a system, 

the first thing to keep in mind is using brute force which would imply proceeding 

as follows: 

Given𝑥𝑐, test all the possible combinations for the ciphering matrix where the attack 

is executed in a time of order (ℎ ∗ 𝑏)! where h and b are the ciphering matrix’s rows 

and columns. 

The importance of 𝜇 is trivial since there is no message without this character. 

Additionally, the importance of the password is describing the behavior of the 

ciphering function and the fractal properties, if the value of this password was not 

available. The reverse transformation could not be applied.   

 

Algorithm for deciphering. 

 

To decipher the string an algorithm is used where two characters are necessary: 

𝜇 and 𝜑 that represent the ciphered character and the number of iterations 

respectively. We will use a counter named cont = 1 which will indicate if it is in an 

even or odd position. This fact modifies how 𝜇 is read: 

 

𝜇, 𝜑  if 𝑐𝑜𝑛𝑡 is even 

𝜑, 𝜇 if 𝑐𝑜𝑛𝑡 is odd 

 

It is noteworthy that cont increases by one unit for every two characters. 𝜑 is located 

in the ciphering matrix and its value is deciphered with this equation: 

 

𝑝𝑜𝑠 = (𝑥 ∗ 𝑛) + 𝑦 
 

Where n is the dimension of the matrix, which will be 𝑛 = 9 in this case. Knowing  
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the numerical value of 𝜑, 𝜇 is then deciphered iterating the number of 

corresponding times using the following equation: 

 

 

𝜇Decrypted =

{
  
 

  
 

0 𝑖𝑓 𝜇 = 0
2 ∗ 𝑖𝑓 0 < 𝜇 < 4
3 𝑖𝑓 𝜇 = 5
8 𝑖𝑓 𝜇 = 6

𝜇+8

3
 𝑖𝑓 𝜇 = 7

6 𝑖𝑓 𝜇 = 8

 

 

The three especial cases 5, 6 and 8 that were casted are considered. Such operation 

is performed 𝜑 times for every pair of coordinates (x, y). Finally, the message (that 

must coincide with the original one) will be transmitted. 

 

4 Design 
 

The implementation of fractal-based encryption was developed in C++ using GNU-

Linux environment. The program contains all the information previously discussed. 

It takes as inputs two documents which are the message (input.txt) and the initial 

program configuration (confg.txt). The latter file includes the alphabet and the size 

of the matrix to express. The program will not express nor show anything. The 

inputs are the ones discussed previously and the respective outputs will be put into 

a file called output.txt whose generation will be explained posteriorly. 

 

The program body deals on one hand with reading the initial configuration, reading 

the message and generating the ciphering matrix and message ciphering. On the 

other hand, the program generates the passwords for the Baker transformation and 

evaluates the discrete Baker transformation over Bu 
N, λ (𝑥, 𝑦). 

 

After applying the Baker transformation and generating the passwords for the 

ciphering matrix, a new blank matrix is created where the Baker transformation will 

be put. It will replace the old matrix and generate a delete order of the passwords. 

Moving on to the ciphering with Collatz fractal (where it is validated that the 

character is within the accepted symbols), the code locates itself in the position of 

the character to be ciphered and calculates the new position that it will take in the 

ciphering matrix. 

 

5 Results 
 

To execute the program we enter the Terminal, navigate to the directory that 

contains the SCF executable and run the ./SCF program. This takes the inputs and 

generates the ciphering matrix which can be seen in the output.txt file. 
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For the deciphering program the executable/DSCF is used. It takes the output.txt 

file as input and then generates a file named result.txt where the original message 

can be found. 

 

 

 
 

Fig. 5. Input message. Source: Authors 

 

 
 

Fig. 6. Initial setting of the program. Source: Authors 
 

6 Results in Comparison to Related Work 
 

When seeing how the authors implement crypto-systems based on chaos and fractal 

theory, we can see that it is a wide field of study with multiple development forms 

in the cryptography area. 

 

We can conclude that both the related work and the work detailed here take 

advantage of the fractals’ benefit and the high level of security that they offer. 

Without the correct password and ciphering matrix, an image and a message that 

are completely different from the original ones will be obtained. Another 

consideration is that fractal-based ciphering has lower generation and execution 

times than other techniques such as RSA. 

 

The symmetric cryptography presents a great advantage in terms of the calculation 

times which are evidently shorter in symmetric systems than in asymmetric ones. 

Given the comparison of password generation times, encryption times and 

ciphering times, fractal-based ciphering is more efficient than RSA. 

To demonstrate it, we measured the execution time of the fractal algorithm and 

compared it with an RSA encryption algorithm. We can observe that the execution 

time of the fractal method is better than the RSA methods as the related work 

confirmed. 
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Fig. 7. Execution time of the RSA program. Source: Authors 

 

 
 

Fig. 8. Execution time of the fractal method. Source: Authors 

 

7 Conclusions 
 

With the development of this work, it can be concluded that developing a SCF for 

everyday use is complex and requires a deep level of research in Mathematics 

subjects such as fractals and chaotic bodies. We can also consider that a crucial 

safety factor in a SCF is its chaotic behavior since the complexity required to 

decipher its message is too high, rendering the brute force attacks useless. 
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