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Abstract

This paper proposes a new authentication key agreement protocol
based on elliptic curve for wireless mobile networks that provides secure
mutual authentication and key agreement with key confirmation. The
proposed protocol achieves many of desirable security requirements and
performances compared with the related key agreement protocols.
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1 Introduction

Due to limitations in power consumption, bandwidth and computation, an
authentication key agreement protocol based on elliptic curve cryptography
[1, 2] can be used in the wireless mobile networks. In 2005, Sui et al. [3] pro-
posed an elliptic curve based password authenticated key agreement (in short,
EC-PAKA) protocol. In 2007, Lu et al. [4] proposed an enhanced EC-PAKA
protocol to against the off-line password guessing attack. In 2008, Chang-
Chang [5] pointed out that Lu et al..’s enhanced EC-PAKA protocol cannot
withstand the parallel guessing attack and then proposed security improve-
ments on the Lu et al.’s EC-PAKA protocol for wireless mobile networks. In
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2012, Ahn-Yoon [6], however, showed that Chang-Chang’s enhanced protocol
is still vulnerable to off-line password guessing attacks.

To avoid the weakness existing in Chang-Chang’s enhanced protocol, this
paper proposes a robust password authenticated key agreement protocol based
on elliptic curve (in short, REC-PAKA) for wireless mobile networks. The pro-
posed REC-PAKA protocol achieves many of desirable security requirements
and performances compared with the related EC-PAKA protocols.

The rest of this article is organized as follows. The proposed REC-PAKA
protocol is given in Section 2. Next, the security of the proposed REC-PAKA
protocol is analyzed in Section 3. Finally, section 4 makes concluding remarks.

2 Proposed REC-PAKA protocol

This section proposes the REC-PAKA protocol for wireless mobile networks.
The following notations are used throughout this paper.

• Alice(A), Bob(B): Two communication users;

• E: An elliptic curve defined over a finite field A with large group order;

• n: A secure large prime number;

• P : A point in E with large order n;

• D: A uniformly distributed dictionary of size |D|;

• S: A low-entropy password shared between Alice and Bob, which is
randomly chosen from D;

• t: The value t is derived from the password S in a predetermined way,
which is uniformly distributed in Z∗

n;

• H(·): A secure one-way hash function;

• ||: Concatenation of messages;

Fig. 1 depicts the proposed REC-PAKA protocol, which works as follows:

Step 1. A → B: {A,QA1, QA2}
A first chooses a random number dA ∈ [1, n − 1], and then computes
the followings:

QA1 = (dA + t)P (1)

QA2 = d2AP (2)

Finally, A sends the message {A,QA1, QA2} to B.
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Alice (A) Bob (B)
(S, t) (S, t)

Choose random dA ∈ [1, n− 1]
Compute QA1 = (dA + t)P
Compute QA2 = d2AP

{A,QA1, QA2}−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→
Choose random dB1, dB2 ∈ [1, n− 1]

Compute Y = QA1 − tP = dAP
Compute QB1 = dB1P + dB2Y

Compute KB = dB1Y + dB2QA2

Compute HB = H(A||B||QA1||QA2||QB1||KB)
{B,HB, QB1}←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

Compute KA = dAQB1 = dB1dAP + dB2d
2
AP

Verify H(A||B||QA1||QB1||KA)
?
=HB

Compute HA = H(B||A||QB1||QA1||QA2||KA)
{A,HA}−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→
Verify H(B||A||QB1||QA1||QA2||KB)

?
=HA

Session key sk = H(KA) = H(KB)

Figure 1: Proposed REC-PAKA protocol for wireless mobile networks

Step 2. B → A: {B,HB, QB1}
Upon receiving the message {A,QA1, QA2}, B also chooses two random
numbers dB1, dB2 ∈ [1, n− 1], and then computes the followings:

Y = QA1 − tP = dAP (3)

QB1 = dB1P + dB2Y (4)

KB = dB1Y + dB2QA2 (5)

HB = H(A||B||QA1||QA2||QB1||KB) (6)

Finally, B sends {B,HB, QB1} and to A.

Step 3. A → B: {A,HA}
Upon receiving the message {B,HB, QB1}, A computes

KA = dAQB1 = dB1dAP + dB2d
2
AP (7)
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and then checks whether the equality

H(A||B||QA1||QA2||QB1||KA)
?
=HB (8)

holds or not. If it holds, A computes and sends

HA = H(B||A||QB1||QA1||QA2||dAP ) (9)

to B.

Step 4. Upon receiving the message {A,HA}, B checks whether the equality

H(B||A||QB1||QA1||QA2||KB)
?
=HA (10)

holds or not.

Finally, A and B agree on the common session key sk = H(KA) = H(KB).
Both sides will agree on the session key sk if all communication steps are
executed correctly. Once the REC-PAKA protocol run completes successfully,
both parties may use sk to encrypt their subsequent session traffic in order to
create a confidential communication channel.

3 Security Analysis

This section analyzes the security of the proposed REC-PAKA protocol.

3.1 Replay attack

Suppose an attacker Eve intercepts {A,QA1, QA2} from Alice in Step 1 and re-
plays it to impersonate Alice. However, Eve cannot compute a correct session
key KA and deliver it to Bob in Step 3 unless he/she can correctly guess the
secret value t to obtain dAP and guess the right dB1 and dB2 from QB1. When
Eve tries to guess dA from dAP or dB1 and dB2 from QB1, he/she will face
the Elliptic Curve Discrete Logarithm Problem(ECDLP). On the other hand,
suppose Eve intercepts {B,HB, QB1} from Bob in Step 2 and replays it to
impersonate Bob. For the same reason, if Eve cannot gain the correct dA from
QA1, Alice will find out that HB is not equivalent to his/her computed hash
value. Then, Bob will not send {A,HA} back to Eve in Step 3. Therefore, the
proposed REC-PAKA protocol can withstand the replay attack.
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3.2 Password guessing attacks

An on-line password guessing attack cannot succeed since Bob can choose
appropriate trail intervals. On the other hand, in an off-line password guessing
attack, Eve can try to find out a weak password by repeatedly guessing possible
passwords and verifying the correctness of the guesses based on information
obtained in an off-line manner. In the proposed REC-PAKA protocol, Eve
can gain the knowledge of QA1 = (dA + t)P , QB1 = dB1P + dB2Y , HB and HA

in Steps 1, 2, and 3, respectively. To obtain the password S (or t) of Alice, Eve
first guesses password S∗ (or t∗) and then finds d∗AP = QA1 − t∗P . By using
d∗AP and QB1, Eve will try to compute the session key sk = H(KA) = H(KB).
However, Eve has to break the Elliptic Curve Discrete Logarithm Problem and
Elliptic Curve Diffie-Hellman Problem to find the keying material sk from d∗AP
and QB1 to verify his/her guess. But, Eve cannot gain the session key without
d∗A of d∗AP and dB1 (or dB2) of QB1. Therefore, the proposed REC-PAKA
protocol can withstand the password guessing attacks.

3.3 Forgery attack

Without knowing the secret value t, Eve cannot make the forged message
{A,QA1, QA2} to cheat Bob. Without knowing the session key KB, Eve can-
not make the forged message {B,HB, QB1} to cheat Alice. Without knowing
the session key KA, Eve cannot make the forged message {A,HA} to cheat
Alice. Therefore, the proposed REC-PAKA protocol can withstand the forgery
attack.

3.4 Known-key security

In view of the randomness of dA, dB1, and dB2 in the proposed REC-PAKA
protocol, session keys in different key agreements are independent.. Thus, the
knowledge of previous session keys does not help Eve to obtain any future
session keys. Hence, the proposed REC-PAKA has the property of known-key
security.

3.5 Perfect forward secrecy

Perfect forward secrecy means that if long-term private keys of one or more
entities are compromised, the secrecy of previous session keys established by
honest entities is not affected. If the user’s password S is compromised, it does
not allow an attacker Eve to determine the session key sk for past sessions and
decrypt them, since Eve is still faced with the Elliptic Curve Diffie-Hellman
Problem(ECDHP). Hence, the proposed ERC-PAKA has the property of per-
fect forward secrecy.
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3.6 Mutual authentication

Mutual authentication means that both the user and server are authenticated
to each other within the same protocol, while explicit key authentication is the
property obtained when both implicit key authentication and key confirmation
hold. As such, the proposed scheme uses the Elliptic Curve Diffie-Hellman key
exchange algorithm to provide mutual authentication, then the key is explicitly
authenticated by a mutual confirmation fresh session key KA (or KB). Hence,
the proposed REC-PAKA provides mutual authentication.

4 Conclusions

This paper proposed a robust password authenticated key agreement proto-
col based on elliptic curve for wireless mobile networks that provides secure
mutual authentication and key agreement with key confirmation. The pro-
posed REC-PAKA protocol achieves many of desirable security requirements
and performances. As a result, the proposed REC-PAKA protocol provides
more security which can be executed securely than other previously proposed
related protocols.
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