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Algebraic Analysis of Shrinking Generator
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Abstract

Algebraic attack is a recently proposed method to analyze the secu-
rity strength of stream ciphers. This paper provides an comprehensive
analysis of the security strength of shrinking generator against the al-
gebraic attack. In our analysis, it will be shown that if the generator
is not implemented carefully then it would be highly vulnerable against
the algebraic attack.
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1 Introduction

Stream ciphers play a significant role to ensure the confidentiality in a data
communication system. It has been widely used to ensure the confidentiality
of various data communication system, mainly because of its simplicity and
high efficiency. In order to guarantee the security strength of stream cipher,
the cipher should be analyzed in terms of all the known attacks. In literature,
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there are several analyzing and attacking methods to determine the security
strength of a stream cipher. These attack methods tries to recover the secret
key of the cipher with least possible number of operation. Algebraic attack
is one such method to determine the secret key of the stream cipher, which
has recently been shown to be very powerful against certain stream ciphers.
Recently, algebraic attack has gained attention from the cryptographic com-
munity due to the development of algorithm for solving non-linear system of
equations.
The idea of the algebraic attack is to recover the secret key of the cipher by
solving an overdefined system of multivariate equations. In feedback shift reg-
ister (FSR) based stream cipher, each of the FSRs are initially loaded with a
secret value. Usually, these initial values of the FSRs form the secret key of the
cipher. The size of the secret key is usually defined by the total internal state
size of the cipher. The basic concept of algebraic attack on such FSR based
stream cipher is to recover the initial internal state of the cipher by solving a
system of nonlinear equation. Based on the nonlinear combining function the
attacker generates sufficient number of nonlinear equations which is defined
as a system of equation and these nonlinear equations are then solved in an
efficient way to determine the internal state of the FSR. Although the idea
of this algebraic attack is not new, it did not receive much attention due to
unavailability of algorithms for solving such system of multivariate equations
until Shamir et. al. introduced a method for solving overdefined system of
multivariate equations [1]. Following this, the algebraic attack was first ap-
plied by Courtois [2] against the public key cryptography and then to block
ciphers by Courtois and Pieprzyk [3]. Since then, many well-known feedback
shift register based stream cipher which were previously considered as secured,
has been broken down by algebraic attack. Algebraic attack on stream cipher
includes attacks on stream cipher with linear feedback [4, 5], attacks on com-
biner with memory [6]. As a recently developed attack, lots of stream ciphers
security has not been analyzed yet in terms of the algebraic attack. Motivat-
ing through this, in this paper we have analyzed the security strength of the
shrinking generator against the algebraic attack.
The rest of the paper is organized as follows. Section 2 provides a general
overview of the shrinking generator. In section 3, detailed framework for al-
gebraic attack against the shrinking generator is presented. This section also
discusses the feasibility of algebraic attack against the shrinking generator.
Finally, section 4 concludes the paper with some recommendation to ensure
the security of the cipher against algebraic attack.
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2 Overview of Shrinking Generator

Shrinking generator has been proposed by Coppersmith et. al. [7] in 1993 and
is considered to be a promising candidate for high speed encryption application
due to its simplicity and provable properties [8]. In shrinking generator two
LFSRs are used where one of the LFSR works as a control LFSR to select
among the bits of the other LFSR. Let, the two LFSRs are defined as LFSR A
and LFSR B. And the output of LFSR A and LFSR B at time t is defined by
at

i and bt
i respectively. Figure 1 illustrates the basic working principle of the

shrinking generator.

Figure 1: Working Principle of Shrinking Generator

As illustrated in Figure 1, the control LFSR A is used to select a portion
of the output of LFSR B to determine the output keystream bits. At time t
if the output bit of LFSR A is 1 then the output keystream bit will be same
as the output bit of LFSR B. On the other hand, if the output bit of LFSR
A at time t is 0, then the output bit from the LFSR B will be discarded. For
the keystream generation it is assumed that primitive polynomial is used for
defining the feedback connection so that the generated sequence of the LFSR
can have a maximum length period.

3 Algebraic Analysis of Shrinking Generator

In this section, we provide a framework for algebraic attack on the shrinking
generator. In our analysis, we will discuss about how to generate a system of
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equations relating the output keystream and the internal state of the generator.
Also the feasibility of algebraic attack on such a generator will be discussed.
The steps involved in the algebraic attack can mainly divided into two sections:
Equation generation and Solving the generated system of equations.

3.1 Equation Generation

Based on the construction of the shrinking generator, the output function of
the shrinking generator can be written as follows

zt =

{
bt
i at

i = 1
Discarded at

i = 0
(1)

Following the above function, the output bit of the generator at time t can
be written as

zt = bt
i.a

t
i ⊕ bt

i−1.(a
t
i ⊕ 1).at

i−1 ⊕ bt
i−2.(a

t
i ⊕ 1).(at

i−1 ⊕ 1).at
i−2 ⊕ ...... ⊕

+bt
1.(a

t
i ⊕ 1).(at

i−1 ⊕ 1).(at
i−2 ⊕ 1)...at

1 (2)

It can be seen, that a valid general relationship has been formed between
the output keystream bits and the internal state of the shrinking generator.
Based on the above relationship a system of equations can be set up to form
an algebraic attack against the generator.

3.2 Solving the Generated System of Equations

Once a relationship has been formed between the internal state and the output
keystream bits of the cipher, the next step is to generate a system of equations
based on the relationship and then solve those equations by inserting a number
of observed keystream bits into the corresponding identifier. However, the
degree of the equation should be low to mount a practical algebraic attack. As
it can be seen, for the case of shrinking generator the degree of the equations
can rise up to the total internal state size of the cipher. Although, the LFSRs
are regularly clocked, however; due to the irregular computation of the output
keystream bits the generated system of equations will have a very high degree.
For a standard algebraic attack on such generator with LFSR length of la
and lb, the degree of the generated equations will be la + 1 with maximum
monomials of

M =
la+1∑
i=1

(
la + lb

i

)
(3)
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Such an attack will have an attack complexity of approximately M3. Clearly,
trying to recover the internal state of such cipher will require much more com-
plexity compare to the exhaustive search in the internal state of the cipher.
It is worth to mention that due to the structure of the cipher not all the
monomials will appear in the system of equation. With a careful observation,
for shrinking generator the actual number of monomial, M ′ appearing in the
generated system of equation can be computed as

M ′ =

(
la
1

)
.
la+1∑
i=1

(
lb
i

)
(4)

Therefore, for this attack to be applied successfully against the shrinking
generator with less complexity compare to the exhaustive key search on the
internal state of the cipher, it must satisfy the following equation

{(
la
1

)
.

(
la+1∑
i=1

(
lb
i

))}3

< (2la − 1).(2lb − 1) (5)

Although , the actual number of monomial is less as described by the above
equation, however; still it will require much more number of operations to solve
such a system of equation because of the high degree of the equation. In or-
der to mount a feasible algebraic attack we need to find low degree relations
between the internal state and the output keystream bits of the shrinking
generator. In the following, we discuss about the possibility of reducing the
degree of the generated system of equations by guessing the bits of the con-
trolling LFSR.
It is obvious that if the contents of the control LFSR are guessed then the out-
put keystream bits of the shrinking generator can be represented as a system
of linear equations. In this method, the output keystream bit at time t will be
the same as the output of the LFSR B given that at the same time instance the
output of the control LFSR A is a bit 1. Therefore, guessing the internal initial
state of the LFSR A will reveal which of the output from LFSR initial internal
state will be discarded from the output. Assuming, both of the LFSR feed-
back connection is known publicly, the attacker will guess the internal initial
state of the LFSR A and will generate its subsequent output up to the length
of lb. Following, this by inserting a number of observed keystream bits into
the corresponding identifier, approximately half of the internal state of LFSR
B (when the corresponding output bit of LFSR A is 1) can be determined.
Assuming the connection polynomial of LFSR B is also publicly known; an
attacker can obtain the remaining internal state bit of LFSR B by solving a
system of linear equations defined by its feedback polynomial. For such an
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attack the total attack complexity will be (2la −1).(lb)
ω, where 2.807 ≤ ω ≤ 3.

Therefore to prevent such an attack the author has recommended keeping the
feedback connection of LFSR B to be secret.
However, even if the feedback connection of LFSR B is kept secret, assuming
the connection of LFSR A is known an attacker can obtain approximately half
of the contents of the initial internal state by the above mentioned method.
In such scenario, the rest of the internal state can be obtained by exhaustive
search on all the possible number of feedback connection Lb and the rest of
the internal state of LFSR B. The complexity of such an attack will be ap-
proximately Lb.(2

la −1).(2lb/2). In another scenario, let’s consider the feedback
connection of control LFSR A is kept secret while the connection polynomial
of LFSR B is publicly known. For such a scenario, to recover the secret key one
need to try all the possible feedback connection La along with the exhaustive
search on the internal state of LFSR A. complexity of such an attack will be
approximately La.(2

la − 1).(2lb/2). Similarly, if both of the LFSRs feedback
connection polynomial is kept secret then the total attack complexity will be
La.Lb.(2

la −1).(2lb/2). However, for a reasonable size of LFSR length the above
mentioned attack procedure will also require more complexity compare to the
exhaustive search. In general, an algebraic attack against the shrinking gen-
erator will be much worse compare to the exhaustive search on the internal
state of the cipher unless both of the feedback connection polynomial is pub-
licly known. The complexity of the attack can be made more complex if the
feedback connections for the LFSRs are also used as a part of the key where
the connections are varied over time.

4 Conclusion

This paper presents an algebraic analysis of the shrinking generator. Based on
the analysis shown, it is found that although the generator has a high algebraic
degree due to the irregular computation of the output keystream bits. And thus
making it infeasible to mount a successful algebraic attack on the generator.
It is also shown that an algebraic attack with a guessing approach can be very
feasible for such kind of generator if the feedback polynomial of the generator
is publicly known. Therefore, the feedback connections of the generator is
recommended to kept secret.
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