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Abstract

CLEFIA , a 128-bit block cipher designed using Diffusion Switching
Mechanism (DSM) , was proposed by Sony Corporation in 2007. The
attainment of some properties such as completeness, strict avalanche
criterion and randomness cause the invigoration of confusion and dif-
fusion properties in block ciphers. In this paper, we evaluate CLEFIA
by considering these three important properties. For the case of 128-bit
key, it supplies the first two criteria with at least assurance factor 97%.
This paper shows also some statistical simulation results of block cipher
CLEFIA.
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1 Introduction

The design of cryptosystem with perfect security has practical problems. Cryp-
tographers say: ”a cryptosystem has practical (computational) security when-
ever we cannot analysis it by existing facilities”, namely, it should be able
to resist against attacks till requirement time. So, the designers endeavor for
make possible complexity between components of key, plaintext and cipher-
text.
Shannon focused on two important properties in cryptosystems, Diffusion and
Confusion [3]. He says ”although the transformations fi : i ∈ [1, ..., k] are
simple transformations but we can create new transformation with combining
of them as f1of2o...ofk ” . It’s called Mixing Transformation.
The completeness [2], avalanche [4] and randomness [6] are three important
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properties. These properties have basic role in strengthen of confusion, diffu-
sion and attainment of security for block ciphers.
In this paper, we evaluate the CLEFIA block cipher with mentioned proper-
ties. This article is organized as follows: Section 2 provides a short introduc-
tion to CLEFIA block cipher in particular. Sections 3,4 and 5 elaborate on
three important properties; completeness, avalanche and randomness. In these
sections, also evaluation procedures are explained.

2 CLEFIA

CLEFIA is a block cipher with block length of 128 bits and key lengths of
128, 192 and 256 bits[8]. CLEFIA uses a 4-branch and an 8-branch Type-2
generalized Feistel network. For d 32-bit input Xi and output Yi(0 ≤ i ≤ d),
and dr/2 32-bit round keys RKi(0 ≤ i ≤ dr/2) , GFN4,r is defined as follows,

GFN4,r :

⎧⎪⎨
⎪⎩

{{0, 1}32}2r × {{0, 1}32}4 −→ {{0, 1}32}4

(RK0(32), ..., RK2k−1(32), X0(32), ..., X3,(32)) −→ Y0(32), ..., Y3(32)

The data processing part of CLEFIA consists of ENCr for encryption and
DECr for decryption. ENCr and DECr use a 4-branch generalized Feistel
structure GFN4,r with two parallel F functions (F0, F1) per round. The en-
cryption function ENCr generates 128-bit ciphertext from 128-bit plaintext,
2r 32-bit round keys (RK0(32), ..., RK2r−1(32)) , and four 32-bit whitening keys
(WK0, ..., WK3).
Let P, C ∈ {0, 1}r be plaintext and ciphertext, let Pi, Ci ∈ {0, 1}32

(0 ≤ i ≤ 4) are divided plaintext and ciphertext where P = P0 |P1 |P2 |P3
and C = C0 |C1 |C2 |C3 , and let WK0, WK1, WK2, WK3 ∈ {0, 1}32 are
whitening keys and RKi ∈ {0, 1}32 (0 ≤ i ≤ 2r) are round keys provided
by the key scheduling part. Then, r-round encryption function ENCr is de-
fined as follows:

ENCr :

⎧⎪⎪⎪⎨
⎪⎪⎪⎩

{{0, 1}32}4 × {{0, 1}32}2r × {0, 1}32}4 −→ {{0, 1}32}4

(WK0(32), ..., WK3(32), RK0(32), ...RK2r−1,(32), P0(32), ..., P3(32))
−→ C0(32), ..., C3(32)

The decryption function DECr is the inverse function of ENCr which is
defined by using GFNd,r−1. The inverse function GFNd,r−1 are realized by
changing the order of RKi and the direction of word rotation. The structure
of the encryption function ENCr is shown in Fig.1.
The number of rounds, r, is 18, 22 and 26 for 128-bit, 192-bit and 256-bit keys,
respectively.
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Figure 1: ENCr function of CLEFIA

It employs two different 32-bit F-functions F0 and F1 which input/output
are defined as follows:

F0, F1 :

⎧⎪⎨
⎪⎩

{0, 1}32 × {0, 1}32 −→ {0, 1}32

(RK32, x(32)) −→ y(32)

The structures of F0 and F1 are shown in Fig.2.

S0 and S1 are non-linear 8-bit S-boxes. Two matrices M0 and M1 are
defined as:

M0=

⎛
⎜⎜⎜⎝

0X01 0X02 0X04 0X06
0X02 0X01 0X06 0X04
0X04 0X06 0X01 0X02
0X06 0X04 0X02 0X01

⎞
⎟⎟⎟⎠ ,M1=

⎛
⎜⎜⎜⎝

0X01 0X08 0X02 0X0a
0X08 0X01 0X0a 0X02
0X02 0X0a 0X01 0X08
0X0a 0X02 0X08 0X01

⎞
⎟⎟⎟⎠

The multiplications between these matrices and vectors are performed in
GF (28) defined by the primitive polynomial z8 + z4 + z3 + z2 + 1 [7].
Key Scheduling Part supports 128, 192 and 256-bit keys and output whitening
keys WKi(0 ≤ i ≤ 4) and round keys RKj(0 ≤ j ≤ 2r) for the data processing
part.
Let K be a k-bit key, where k is 128,192 or 256. The key scheduling part is
divided into the following two sub-parts. (1) Generating an intermediate key
L from K, and (2) Expanding K and L to generate WKi and RKj . [8]
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Figure 2: Functions F0 and F1

3 Completeness

Definition 3.1 A boolean function is said to be complete if the value of
each output bit depends on all input bits. The function f : {0, 1}n → {0, 1}n

is said ”Complete” if ∀i, j ∈ {1, ..., k} , it exists two n-bit vector X1, X2 such
that X1 and X2 have difference only in i-th bit, f(X1) and f(X2) are different
at least in j-th bit. A S-box is called complete if its transformation function
be complete. A cipher algorithm is said complete whenever for all keys, its
transformation function be complete. This is a desirable property to have in
cryptography, so that if one bit of the input is changed, every bit of the output
has an average of 50% probability of changing.

Corollary 3.2 Evaluation procedure
For completeness test of function f : {0, 1}n → {0, 1}n , let Dn×n denote the
Correlation Matrix which D(i,j) is defined as the correlation of j-th bit from
output to i-th bit from input. For accomplishment of evaluation, first we set
initial value 0 for all elements of correlation matrix, then for completing this
matrix, some inputs are chosen from {0, 1}n , randomly. For each optional
input X , let the n-bit sequence Xi has difference with X only in i-th bit
and Y = f(X) and Yi = f(Xi), if Y and Yj has difference only in j-th bit,
then we set D(i,j)=1 , for each i. We stop these operations whenever the
correlation matrix becomes complete. If the all elements of correlation matrix
are equal ”1”, then f is complete, otherwise wt(D)/n2 denotes the percent of
completeness, where wt(...) is the numbers of ”1” in matrix.
For doing this, we write a correlation matrix which the number of rows is the
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number of bits of input/key and the number of columns is the number of bits
of output for CLEFIA. This table is completed by making of input-output. If
the element (i,j)-th is ”1” , it means that j-th bit of output depend upon i-th
bit of input/key. [7]
The high correlation of input/key to output causes which, with some encrypted
patterns, Completeness table is perfect. Thus since all elements of table are 1,
CLEFIA supplies the completeness.

4 Avalanche

Definition 4.1 The avalanche effect is evident if, when an input is changed
slightly, the output changes significantly (e.g., half the output bits flip). In
the block ciphers, such a small change in either the key or the plaintext should
cause a drastic change in the ciphertext.
If a block cipher does not exhibit the avalanche effect to a significant degree,
then it has weak randomization, and thus a cryptanalyst can make predictions
about the input, being given only the output. This property has close rela-
tion with diffusion. It’s proven that increment of diffusion property and also,
using of scattered linear transformations causes the increment of avalanche in
structure. [4]

Corollary 4.2 Evaluation procedure
For doing this evaluation, we write a avalanche matrix which the number of
rows are the number of bits of input/key and the number of columns are the
number of bits of output[4]. The element (i,j)-th of this matrix denotes the
number of times which the changing of i-th bit from input/key causes the
changing of j-th bit from output. The elements of this matrix are completed
by using either plaintext-ciphertext with fixed key,all bits are zero, or key-
ciphertext with plaintext,all bits are zero. If each element from this table is
equal with half of evaluated pairs, then algorithm supplies the property of
avalanche and if the average value of table is equal 1/2, so it supplies the
property of avalanche.
This property is accepted with α% as assurance factor if the elements of table
are settle in this interval: The number of pairs ×(1 ± (1 − α))

In ideal case, we expect that in half of instances, the changing of each bit
from input/key causes the changing of each bit from output. We are done
the evaluation with assurance factor of 99%, since the occurrence of error is
natural in random sequences.
Here, the number of evaluated sequences is 20,000. So, if each of elements
satisfy in interval of [9900, 10100], then it’s accepted.
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For facility, we subtract the ideal number of expecting in correlation matrix
from their quantities. We make difference table which the number of rows are
the number of bits of input/key and the number of columns are the number of
bits of output. The criterion of acceptance is setting in interval of ±100. This
criterion is computable with using the assurance factor (a.f.) and the number
of assessable sequences, as it follows:
Maximum distance= [±(1 − a.f.) × (Number of evaluated sequences/2)]

In our work, the avalanche of input to output and also 128-bit key and 256-
bit key to output are evaluated, as results illustrated in table(1). In this
evaluation, e.g. 128-bit, total number of refusal sequences is 10142 which it is
15% from total of sequences, and the greatest element in difference matrix is
in No. row=197 and No. column=1, which it is equal with 290. So the least
of assurance is: 1 − 290/10000 = 0.971
It means that in CLEFIA with 128-bit key, the changing of each bit of key,
with least of assurance 97.1%, is propagated in all bits of output.

Number of
key bits

Percent
of Refusal
Sequences

Number of
Refusal Se-
quences

Least assur-
ance(%)

Max.distance
from Ideal

256 15 5063 97.1 286
128 15 10142 97.1 290

Table (1) : The results of evaluation for avalanche in CLEFIA
with using 20000 samples

5 Randomness

Randomness is an important and often overlooked topic in security [1,6].
This property causes the cryptosystem resistance against chosen plaintext at-
tack. For doing this, we prepared some tools such as CryptX and NIST [6].
In these tools, some statistical tests are noticed like Frequency, Serial, Poker,
Correlation, Maurer, Linear complexity and so on [5]. These tests designed for
examination about randomizing of outputs. The statistical test investigates to
existence of special weaknesses in algorithm. If an algorithm is accepted in all
of statistical tests, then it doesn’t have known weaknesses.
For evaluating of CLEFIA, we used the tools of CryptX and NIST for 500sam-
ples of 360000bits. The results are shown in table(2).
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TEST Percent of
accepted
sequences

Percent of
doubtful
sequences

Percent
of refusal
sequences

Frequency 89.8 5.2 5
Serial 89.0 5.8 5.2
Poker(3) 91.8 3.6 4.6
Poker(4) 90.0 4.6 5.4
Poker(5) 87.6 5.6 6.8
Poker(6) 90.4 5.8 3.8
Correlation(16) 93.4 6.4 0.2
Correlation(64) 91.2 8.8 0
Correlation(128) 89.2 10.8 0
Maurer(5) 98 0 2
Maurer(6) 99.4 0 0.6
Maurer(7) 96.2 0 3.8
Period 100 0 0

Table (2) : The evaluating results of randomness in CLEFIA
with using of 500 samples

6 Main Results

A state-of-the-art block cipher is designed so that it can withstand much more
powerful attacks, and it is specified that CLEFIA can pass all black-box sta-
tistical tests with acceptable percent. The review of CLEFIA specified which
this algorithm is prepared by the property of completeness. CLEFIA,also has
suitable avalanche with using 128-bit key and 256-bit key.
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