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Abstract

This paper introduces mainly the concept of public key cryptosys-
tem, whose security is based on double generalized discrete logarithm
problem with distinct discrete exponents in the multiplicative group
of finite fields. We show that the proposed public key cryptosystem
based on double generalized discrete logarithm problem, provides more
security because of double computation comparing with the generalized
discrete logarithm problem. Hence the adversary has to solve distinct
discrete logarithm problems simultaneously in order to recover a corre-
sponding plaintext from the received cipertext. Therefore, this scheme
is expected to gain a higher level of security. We next show that, the
newly developed scheme is efficient with respect to encryption and de-
cryption and the validity of this algorithm is proven by applying to
message that are text and returning the original message in numerical
examples.
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1 Introduction and Preliminaries

In 1976 Diffie and Hellman first proposed a key exchange secure scheme [2]
which is called discrete logarithm problem (DLP).Whether a cryptosystem is
secure depend on the DLP is hard to solve [10].DLP is one of the essential
problems in the cryptography field. A lot of cryptosystem based on DLP have
been proposed to construct a public key infrastructure (PKI) system, such
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as Diffie and Hellman transfer cryptogram protocol, Okamoto conference-key
sharing scheme [11], ElGamal Public key cryptosystem [1] and so on.

At present, the DLP is divided into two types, one is multiplicative group
in the finite field, such as cyclic multiplicative group of the prime field and the
other is the group of point on an elliptic curve over a finite field [12,13] or the
group of point on a hyper elliptic curve [14] over finite field. This paper only
study multiplicative group, to the DLP of the multiplicative group, there are
two types:

• GDLP: Given a cyclic group G of order n , a primitive root g of the
group element y , the problem is to find an integer x such that y ≡ gx

with 0 ≤ x ≤ n− 1, this problem is called generalized discrete logarithm
problem (GDLP).

• DLP: Given a cyclic group G of order n , a primitive root g of the
group element y , the problem is to find an integer x such that y ≡
gx(mod n) with 0 ≤ x ≤ n− 1, this problem is called discrete logarithm
problem (DLP). If variable g is not the primitive root of cyclic group
G, the problem transfers to find a minimum integer x,which satisfying
y ≡ gx(mod n).

If n is a little integer, it is very easy to compute DLP or GDLP by exhaustive
method. But if n is very large integer, exhaustive method is impossible to
compute DLP or GDLP.
The Double Generalized Discrete Logarithm Problem of the multiplicative
group defined as:

• DGDLP: Given a cyclic group G (it is not require G be a cyclic group) of
order (n−1) , two elements α and β of the group element y , the problem
is to find an integer a and b such that y ≡ αaβb(mod n) with 1 ≤ ab ≤
n−2, this problem is called double generalized discrete logarithm problem
(DGDLP).

We assert that computing the values of the two distinct random integers a
and b in DGDLP with the two distinct exponentiations respectively are more
difficult as compare to GDLP with one exponentiation. The Shanks Baby-Step
Giant-Step method [5], Pollard rho method [6], Pohling-Hellman method [7]
and Index-Calculus method [8,9] are the best known methods for computing
any DLP. Using these methods, we demonstrate that double computation is
required in DGDLP as compare to GDLP, is making more difficult. For the
simple reason, the algorithms corresponding DGDLP would require the more
time and space. As result, the design of public key cryptosystems based on
the DGDLP become more secure at the same efficiency level as compare to the
all those public key cryptosystems, which are based on the GDLP with one
exponentiation.
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It is important to mention that their efficiency remains the same. Because,
any programming for the purpose of the computation of the Generalized Dis-
crete Logarithm Problems with two different parameters would take equal time
as the computation of one Discrete Logarithm Problem or GDLP. Resultant,
this makes the new GDLPs, i.e. DGDLP equally efficient as compare to the
previous GDLP. In the following, we only need to recall the computing algo-
rithms for DGDLP and to show that those require the double computation.
The proposed algorithm is new technique that depends on the DGDLP that
is more difficult than GDLP and therefore increases the security of the cryp-
tosystem.

2 The Algorithms for computing the Discrete

Logarithm Problem

2.1 Shanks Baby- step giant- step [5]

The algorithm as follows:

1. Set m←√n.

2. For j ← 0 to (m− 1) and compute amj.

3. Sort the m ordered pairs (j, amj) with respect to their second coordinates,
obtaining a listL1.

4. For i← 0 to (m− 1) and compute βa−i.

5. Sort the m ordered pairs (i, βa−i) with respect to their second coordi-
nates, obtaining a list L2.

6. Find a pair (j, y) ∈ L1 and a pair (i, y) ∈ L2(i.e. find the two pairs
having identical second coordinates)

7. logαβ ← (mj + i)(mod n).

2.2 The pollards rho algorithm for logarithms [6]

Input: A generator of a cyclic group G of prime order n, and an element b ∈ G.
Output: The discrete logarithm x = logab.

1. Set x0 ← 1, a0 ← 1, b0 ← 1.
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2. For i = 0, 1, 2, 3... do the following:
2.1 Using the quantities xi−1, ai−1, bi−1and xi−2, ai−2, bi−2,compute previ-
ously, compute x2i, a2i, b2i,using some equations.
2.2 If xi = x2i,then do the following:
2.2.1 Set r ← bi − b2i(mod n).
2.2.2 If r = 0 then terminate the algorithm with failure; else
2.2.3 Compute x = r−1(a2i − ai)(mod n).

3. Return x.

2.3 The Pohlig-Hellman algorithm [7]

Input: A generator of a cyclic group G of prime order n, and an element b ∈ G.
Output: The discrete logarithm x = logab.

1. Find the prime factorization of n : n = P e1
1 P e2

2 P e3
3 ...P er

r , where ei ≥ 1.

2. For i from 1 to r do the following
2.1 Set q ← pi and e← ei.
2.2 Set c← 1 and l−1 ← 0.
2.3 Compute ā← an/q.
2.4 For j from 0 to e− 1 do the following:
2.4.1 Compute c← calj−1qj−1

and b̄← (bc−1)n/qj+1
.

2.4.2 lj = logāb̄.
2.5 set xi ← l0 + l1q + l2q

2 + .... + le−1q
e−1.

3. Use Gauss’s algorithm to compute the integer x, 0 ≤ e ≤ n − 1, such
that x ≡ xi(mod P ei

i ) for 1 ≤ i ≤ r.

4. Return (x).

2.4 The index calculus algorithm

The index calculus algorithm which was discovered or rediscovered by several
authors, Adleman [9]: or Hellman and Reyneri. [8]:
Input: A generator of a cyclic group G of prime order n, and an element b ∈ G.
Output: The discrete logarithm x = logab.

1. (select a factor base S) Choose a subset S = p1.p2.p3.....pt of G such that
a significant proportion of all elements in G can be efficiently expressed
as a product of elements from S.

2. (Collect linear relations involving logarithms of elements in S)
2.1 Select a random integer k, 0 ≤ k ≤ n− 1, and compute ak.
2.2 Try to write ak as a product of elements in S : akΠt

i=1p
ci
i , ci ≥ 0.
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If successful, take logarithm of both sides of equation to obtain a linear
relation:

k ≡
t∑

i=1

cilogapi(mod n).

2.3 Repeat step 2.1 and 2.2 until t + c relations of the above form are
obtained.

3. (Find the algorithms of elements in S ) Working modulo n, solve the
linear system of t + c equations(in t unknowns ) collected in step 2 to
obtain the values of logapi, 1 ≤ i ≤ t.

4. Compute x.
4.1 Select a random integer k, 0 ≤ k ≤ n− 1, and computebak.
4.2 Try to write bak as a product of elements in S:

bak =
t∏

i=1

pdi
i , di ≥ 0

x = (
t∑

i=1

dilogapi − k)(mod n).

3 The Complexity of Double Generalized Dis-

crete Logarithm Problem

Theorem 3.1 - Double Generalized Discrete Logarithm Problem has a com-
plexity in the form of Generalized Discrete Logarithm Problem.

We know that, the mathematical structure of GDLP in the multiplicative
group of the finite field Z∗

p of order p− 1 is defined as follows:

αa ≡ β

Taking logarithm of both side of the above equation to the base α:

a ≡ logαβ (1)

Now, the mathematical structure of DGDLP in the multiplicative group of the
finite fieldZ∗

p of order p− 1 is defined as follows:

αaβb ≡ γ (2)

Taking logarithm of both side of above equation to the base α, we have,

logα(αaβb) ≡ logαγ
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⇒ logα(αa) + logα(βb) ≡ logαγ

⇒ a logα(α) + b logα(β) ≡ logαγ

⇒ a + b logα(β) ≡ logαγ

⇒ a ≡ logαγ − b logα(β)

⇒ a ≡ logαγ − logα(βb)

⇒ a ≡ logα(
γ

βb
) (3)

Again, taking logarithm of both the side of equation (2) to the base β:

logβ(αaβb) ≡ logβγ

⇒ logβ(αa) + logβ(βb) ≡ logβγ

⇒ a logβ(α) + b logβ(β) ≡ logβγ

⇒ a logβ(α) + b ≡ logαγ

⇒ b ≡ logβγ − a logβ(α)

⇒ b ≡ logβγ − a logβ(αa)

⇒ b ≡ logβ(
γ

αa
) (4)

Equation (1) represents GDLP where as equation (3) and (4) represents DGDLP
involving two distinct discrete logarithm problems in the form of GDLP and
making the computation of DGDLP more difficult.

Theorem 3.2 -: The Shanks Baby-Step Giant-Step Algorithm requires the
double computation to compute DGDLP, i.e. γ ≡ αaβb such that α 	= βi, a 	= bi

as compare to GDLP, i.e. αa ≡ β in the finite cyclic group G of the order n.

Applying the Shanks Baby-Step Giant-Step Algorithm [2.1] for computing
GDLP. First, Steps 2.1(1) and 2.1(2) can be compute, if desired (this will not
affect the asymptotic running time, however). If an ordered pair (j, y) ∈ L1

(The first list) and an ordered pair (i, y) ∈ L2 (The second list) then

(α)mj = y = β(α)−i

⇒ (α)mj = β(α)−i

⇒ (α)mj+i = β

Taking the logarithm of both the sides of the above equation to the base α:

logα(αmi+j) = logαβ
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⇒ (mi + j)logα(α) = logαβ

⇒ (mi + j) = logαβ (5)

where 0 ≤ (j, i) ≤ m − 1 Since all terms in the above congruence are now
known, except for logαβ , we can easily solve for logαβ.
Next, if we apply Shanks Baby-Step Giant-Step Algorithm [2.1] to DGDLP,
i.e. γ ≡ αaβb such that α 	= βi, a 	= bi in the finite cyclic group G of the order
n.
If (j, y) ∈ L1 (The first list) and an ordered pair (i, y) ∈ L2 (The second list)
then there are three cases are listed as follows:
Case 1.

(αaβb)mj = y = γ(αaβb)−i

Therefore
(αaβb)mj+i = γ (6)

Taking the logarithm of both the sides of the above equation to the base α:

logα(αaβb)mj+i = logαγ

⇒ (mj + i)logα(αaβb) = logαγ

⇒ (mj + i)(logααa + logαβb) = logαγ

⇒ (mj + i)(alogαα + blogαβ) = logαγ

⇒ (mj + i)(a + blogαβ) = logαγ

⇒ (mj + i) = logαγ/(a + blogαβ) (7)

Where 0 ≤ (j, i) ≤ m − 1 ,Since all terms in the above congruence are now
known, except for logαβ and logαγ first we can solve for logαβ then after logαγ,
simultaneously.
Case 2.Again taking the logarithm of both the sides of equation (6) to the base
β:

logβ(αaβb)mj+i = logβγ

⇒ (mj + i)logβ(αaβb) = logβγ

⇒ (mj + i)(logβαa + logββb) = logβγ

⇒ (mj + i)(alogβα + blogββ) = logβγ

⇒ (mj + i)(alogβα + b) = logβγ

⇒ (mj + i) = logβγ/(alogβα + b) (8)

Where 0 ≤ (j, i) ≤ m − 1,Since all terms in the above congruence are now
known, except for logβα and logβγ first we can solve for logβα then after logβγ
, simultaneously.
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Case 3.Again taking the logarithm of both the sides of equation 6 to the base
γ:

logγ(α
aβb)mj+i = logγγ

⇒ (mj + i)logγ(α
aβb) = 1

⇒ (mj + i)(logγα
a + logγβ

b) = 1

⇒ (mj + i)(alogγα + blogγβ) = 1

⇒ (mj + i) = 1/(alogγα + blogγβ) (9)

Where 0 ≤ (j, i) ≤ m − 1 ,Since all terms in the above congruence are now
known, except for logγα and logγβ first we can solve for logγα then after logγβ
, simultaneously.
If we compare Equation (5) from the Equations (7), (8) and (9) respectively,
then we can see that the Shanks Baby-Step Giant-Step Algorithm requires the
double computation to compute DGDLP,γ ≡ αaβb such that α 	= βi, a 	= bi

as compare to GDLP, i.e. αa ≡ β as compare to GDLP i.e. αa ≡ β in the
finite cyclic group G of the order n, because DGDLP involves to two distinct
discrete logarithm problems in the form of GDLP in each case (By Theorem
1) whereas GDLP has itself only one discrete logarithm problem. Therefore
DGDLP definitely requires the double computation. This situation makes
DGDLP more difficult than GDLP.

4 The Proposed Cryptosystem based on Dou-

ble Generalized Discrete Logarithm Prob-

lem

The security of this algorithm is based on the intractability of the general for-
mulation of the Double Generalized Discrete Logarithm Problem. The general
formulation of the DGDLP does not require that the multiplicative group Z∗

p

be a cyclic group and so, it is not required that α and β be generators of the
group. This problem may be harder to solve, in general than the GDLP.
The advantage of this algorithm is that it includes non cyclic groups, and the
unnecessary of the use of generators.
Now, we introduce some notations and parameters which will be used through-
out this paper: A large number p is safe prime. An integers α and βare two
elements of multiplicative group Z∗

p . Two integers a and b are safe and set
1 ≤ ab ≤ p− 2.
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4.1 Key generation:

The key generation algorithm runs as follows (entity A should do the following)

1. Pick randomly a large prime p and select two elements α and β of Z∗
p .

2. Select two random integer a and b such that 1 ≤ (ab) ≤ p− 2.

3. Compute y1 = αa(mod p) and y2 = βb(mod p).

The public key is formed by (p, y1, y2) and the corresponding private key is
given by (a, b, α, β)

4.2 Encryption:

An entity B to encrypt a message m to entity A should do the following:

1. Obtain public key (p, y1, y2).

2. Represented the message m ∈ [1, p].

3. Select two random integer i and j such that 1 ≤ (ij) ≤ p− 2

4. Compute C1 = αi(mod p) and C2 = βj(mod p).

5. Compute E = m(y1)
i(y2)

j(mod p) = m(αai)(βbj)(mod p).

The cipher text is given by C = (C1, C2, E)

4.3 Decryption:

To recover the plaintext m from the ciphertext C,entity A should do the fol-
lowing:

1. Compute

C
(p−1)−a
1 (mod p) = C−a

1 (mod p) = α−ai(mod p)

and

C
(p−1)−b
2 (mod p) = C−b

2 (mod p) = β−bj(mod p)

2. Recover the plaintext m by compute (α−ai, β−bj, E(mod p)).

3. Return the plaintext m.
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5 Verification of the Algorithm

In Encryption: C1 = αi(mod p) and C2 = βj(mod p)

E = m(y1)
i(y2)

j(mod p) = m(αai)(βbj)(mod p)

In Decryption:

C
(p−1)−a
1 (mod p) = C−a

1 (mod p) = α−ai(mod p)

C
(p−1)−b
2 (mod p) = C−b

2 (mod p) = β−bj(mod p)

Then

(α−ai, β−bj, E(mod p)) = (α−aiβ−bjmαaiβbj(mod p))

= (α−aiαaiβ−bjβbjm(mod p)) = m(mod p)

6 Example

To make our construction easy to comprehend, we illustrate an example to
show the basic principle of our scheme. However, practitioners are not rec-
ommended to choose such keys or parameters in practice since inappropriate
parameters will make this scheme vulnerable to attacks.

6.1 Key generation

The key generation algorithm runs as follows (entity A should do the following)

1. Pick randomly a large prime p = 23055843009213693951 and select two
elements α = 657890543256789 and β = 8904563467 of Z∗

p .

2. Select two random integer a = 435678543257890 and b = 789567893456
such that 1 ≤ (ab) ≤ p− 2.

3. Compute

y1 = αa(mod p) = 1778673607224797473

and

y2 = βb(mod p) = 1990593443066737463

The public key is formed by (p, y1, y2) and the corresponding private key is
given by (a, b, α, β).
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6.2 The encryption

1. Obtain public key (p, y1, y2).

2. Message m = 456783985678999974.

3. Select two random integer i and j such that 1 ≤ (ij) ≤ p − 2 and
i = 4567367864567 and j = 6789543678789

4. Compute
C1 = αi(mod p) = 502315989095207977

and
C2 = βj(mod p) = 2116223123153453755

5. Compute

E = m(y1)
i(y2)

j(mod p) = m(αai)(βbj)(mod p) = 1337430352983259489

The cipher text is given by C = (C1, C2, E) The cipher text is given by C =
(C1, C2, γ)

6.3 Decryption:

To recover the plaintext m from the ciphertext C,entity A should do the fol-
lowing:

1. Compute

C
(p−1)−a
1 (mod p) = C−a

1 (mod p) = α−ai(mod p) = 1197718818616332394

and

C
(p−1)−b
2 (mod p) = C−b

2 (mod p) = β−bj(mod p) = 593595840114342245

2. Recover the plaintext m by compute

(α−ai, β−bj, E(mod p)) = 456783985678999974

3. Return the plaintext m = 456783985678999974.

7 Security Analysis

In this section, we shall show the possible attacks by which an adversary may
try to take down the new encryption scheme. For each attack, we define the
attack and give reason why this attack could be failed.
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7.1 Direct log Attack

Security of algorithm based on the intractability of double generalized discrete
logarithm problem as an attacker should solve a discrete logarithm problem
twice to obtain the private key given the public as following:

1. In this encryption the public key is given by (p, y1, y2) and the corre-
sponding secret key is given by(a, b, α, β).
To obtain the private key (a) he should solve the DLP

a ≡ logα y1(mod p)

To obtain the private key (b) he should solve the DLP

b ≡ logβ y2(mod n)

To obtain the private key (α) he should solve

α ≡ y
1/a
1 (mod p)

To obtain the private key (β) he should solve the

β ≡ y
1/b
2 (mod p)

This information is equivalent to computing the discrete logarithm prob-
lem over multiplicative group Z∗

p and corresponding secrete keys (a, b, α, β)
will never be revealed to the public.

2. Say that attacker is able to obtain the secret integer i and j from solve
the GDLP as i ≡ logα C1(mod p) and j ≡ logβ C2(mod p).
He could derive the plaintext m if and only if he manages to get
(C−a

1 , C−b
2 , E(mod p).

8 Conclusion

In the present paper, we present public key encryption scheme based on double
generalized discrete logarithm problem with distinct discrete exponents in the
multiplicative group of finite fields. This kind of scheme definitely provides
a new scheme with a longer and higher level of security than that based on
a double generalized discrete logarithm problem with distinct discrete expo-
nents. The proposed scheme also requires minimal operations in encryption
and decryption algorithms and thus makes it is very efficient. The present
paper provides the special result from the security point of view, because we
face the problem of solving double and triple distinct generalized discrete log-
arithm problem at the same time in the multiplicative group of finite fields as
compared to the other public key cryptosystem, where we face the difficulty of
solving the traditional discrete logarithm problem in the common groups. The
material presented in this paper can be applied to this is under investigation.
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