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Abstract

This paper introduces the scalar multiplication on Huff elliptic curves
defined over a finite field of even characteristic using the Frobenius ex-
pansion.

Introduction

The use of elliptic curve in cryptography was suggested independently by Neal
Koblitz [5] and Victor Miller [7] in 1985. The efficiency of elliptic curve cryp-
tosystems relies essentially on the fundamental operation of the scalar mul-
tiplication, ie. for a given point P on an elliptic curve E and an integer n,
compute the point Q = nP = P + P + . . . + P , (n copies of P ), where the
operation + represent the group law on the curve.

From here, two approaches are possible to solve this problem: find a good
algorithm to efficiently compute nP , or find families of curves where the group
law can be evaluated efficiently.

Among the techniques for computing nP , the most common is the double-
and-add method (or binary method) where the scalar n is represented in its
binary form. There exist also efficient algorithms such as the non-adjacent
form (NAF )technique and all its variants (w-NAF for example) introduced
independently by Miyaji et al. [8] and Solinas [12]. Many other methods were
introduced in [1, 9, 10].
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Some arithmetic properties of certain families of elliptic curves can be ex-
ploited to devise fast group law, namely Koblitz elliptic curves over a finite
field of characteristic two [6]. This curves were named anomalous binary curves
by Solinas [11, 12]. The main interest of using this kind of curve is the fact
that the scalar multiplication can be evaluated more efficiently by mean of
the Frobenius endomorphism. In fact, the computing the Frobenius endomor-
phism on the curve is faster than the addition or the doubling on the curve
[12].

Another approach for accelerating the scalar multiplication consist in find-
ing families of curves where the group law can be evaluated efficiently. Among
these curves we can cite Edwards curves [2], Hessian curves [4], Huff curves
[3], etc. all in characteristic two.

Binary Huff curves were introduced in [3] by Devigne and Joye. In [Huff],
the authors show that every elliptic curve over a field F2m is isomorphic over
F2m to an Huff curve. They also give fast addition and doubling formulæ on
these curves: 12M for the cost of the addition of two points and 6M + 2D for
doubling of a point.

In this paper, we introduce the Frobenius endomorphism of a binary Huff
curve and we show how to use it to accelerate the scalar multiplication on this
curve.

The rest of the paper is organized as follows: in the next section we re-
call some basic notions about the Frobenius endomorphism on elliptic curves
and Huff curves. In section 2, we give the main result, ie the main theorem
of the Frobenius endomorphism on Huff curves. We finish in section 3 by
giving an application of the Frobenius endomorphism to speed up the scalar
multiplication

1 Preliminaries

1.1 Frobenius endomorphism on Koblitz elliptic curves

Let Fq be a finite field of even characteristic(char(Fq) = 2, q = 2m). A Koblitz
curve E over Fq is given by a Weierstrass equation

y2 + xy = x3 + ax+ 1,

with a, b ∈ Fq and a ∈ {0, 1} and the point at infinity P∞.
The qth-power Frobenius πq of E is defined as

πq : E −→ E

(x, y) 7−→ (xq, yq).
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Let N = #E(Fq), then by the Hasse theorem we have N = q + 1 − t, with
t ≤ 2

√
q is the trace of πq.

The characteristic polynomial χq(x) ∈ Z[x] of πq is given by

χq(x) = x2 − tx+ q

and satisfies the equality

(π2
q − tπq + q)P = P∞,

for all P ∈ E(Fq), where Fq is the algebraic closure of Fq.

1.2 Huff curves in characteristic two

Definition 1.1. A binary Huff curve is a set of projective points (X : Y :
Z) ∈ P2(F2m) satisfying the equation

E/F2m : aX(Y 2 + Y Z + Z2) = bY (X2 +XZ + Z2), (1)

where a, b ∈ F∗2m and a 6= b.
On this curve there is three points at infinity satisfying the equation of the
curve, namely (a : b : 0), (1 : 0 : 0) and (0 : 1 : 0). The corresponding affine
model of Equation 1 is given by

ax(y2 + y + 1) = by(x2 + x+ 1).

In [3], the authors show that every binary Huff curve is birationally equiv-
alent to an elliptic curve given by a Weierstrass equation

v(v + (a+ b)u) = u(u+ a2)(u+ b2).

The set of rational points of E/F2m is equiped with the following group law:

• If P = (x, y) ∈ E(F2m) then −P = (x̄, ȳ), where

x̄ =
y1(b+ ax1y1)

a+ bx1y1
and ȳ =

x1(a+ bx1y1)

b+ ax1y1
.

• 2P = (x3, y3), where

x3 =
(a+ b)x21(1 + y21)

b(1 + x21)(1 + x1y1)2
and x3 =

(a+ b)y21(1 + x21)

a(1 + y21)(1 + x1y1)2
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• If P = (x1, y1) and Q = (x2, y2), then P +Q = (x3, y3) where

x3 =
(x1y1 + x2y2)(1 + y1y2)

(y1 + y2)(1 + x1x2y1y2)
and y3 =

(x1y1 + x2y2)(1 + x1x2)

(x1 + x2)(1 + x1x2y1y2)
.

The authors present also unified addition formulæ, ie which can be used for
doubling and addition. If P +Q = (x3, y3), then

x3 =
b(x1 + x2)(1 + x1x2y1y2) + (a+ b)x1x2(1 + y1y2)

b(1 + x1x2)(1 + x1x2y1y2)

y3 =
a(y1 + y2)(1 + x1x2y1y2) + (a+ b)y1y2(1 + x1x2)

a(1 + y1y2)(1 + x1x2y1y2)

(2)

They show also if G ⊂ E(F2m) is a subgroup such that (a : b : 0), (1 : 0 :
0) and (0 : 1 : 0) /∈ G, then the addition formulæ given by Equation 2 is
complete.

2 Frobenius map on binary Huff curves

Let Fq be a finite field of characteristic two, ie q = 2m and let Ea,b be a Huff
elliptic curve over Fq. We define the qth-power Frobenius endomorphism

φq : Ea,b −→ Ea,b

(x, y) 7−→ (xq, yq).

We introduce the following useful lemmas to demonstrate the main of this
work.

Lemme 2.1 ([3]). Let K be a finite field of characteristic 2. Then, every
binary Huff curve Ea,b is birationally equivalent over K to an elliptic curve E
given by the Weierstrass equation

v(v + (a+ b)u) = u(u+ a2)(u+ b2).

Proof : See [3]
Let σ be the isomorphism

σ : Ea,b −→ E

(x, y) 7−→ (u, v),

where

(u, v) =

(
ab

xy
,
ab(axy + b)

x2y

)
.
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The inverse map is given by

σ−1 : E −→ Ea,b

(u, v) 7−→ (x, y),

where

(x, y) =

(
b(u+ a2)

v
,
a(u+ b2)

v + (a+ b)u

)
.

Lemme 2.2. Let Ea,b be a binary Huff curve over Fq (q = 2m) and E be
the birational equivalent curve of Ea,b over Fq. Let #E(Fq) = q + 1 − t and
let σ be the birational map defined above. Let πq be the qth power Frobenius
endomorphism over E. Define ψ = σ−1 ◦ πq ◦ σ. Then,

1. ψ ∈ End(Ea,b), ie. ψ is an endomorphism of Ea,b.

2. For all P ∈ Ea,b(Fq) we have

ψ2(P )− tψ(P ) + qP = OEa,b

Proof : ψ is an isogeny from Ea,b to itself since σ is an isomorphism
and πq is an isogeny from E to itself over Fq. For P ∈ Ea,b(Fq), let’s denote
σ(P ) = Q ∈ E(Fq). Then, (π2

q − tπq + q)Q = OE. Hence,

σ−1(π2
q − tπq + q)σ(P ) = OEa,b

.

Therefore
ψ2(P )− tψ(P ) + qP = OEa,b

.

We have the main theorem

Theorem 2.3. Let Ea,b be a binary Huff curve over Fq, with #Ea,b(Fq) =
q + 1− t. Then, the Frobenius endomorphism of Ea,b satisfies

(φ2
q − tφq + q)P = P∞,

for all P ∈ Ea,b(Fq)

Proof of the theorem
Let P = (x, y) ∈ Ea,b(Fq). Then,

ψ(x, y) = σ−1 ◦ πq ◦ σ(x, y)

= σ−1 ◦ πq
(
ab

xy
,
ab(axy + b)

x2y

)
= σ−1

(
(ab)q

(xy)q
,
(ab(axy + b))q

(x2y)q

)
= (α, β) = (xq, yq)
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In fact,

α =
b
(

(ab)q

(xy)q
+ a2

)
(ab)q((axy)q+bq)

xq(xyq)

=
b((ab)q + a2(xy)q)xq

(ab)q((axy)q + bq)
.

Then,

α− xq =
xq(b((ab)q + a2(xy)q))− xq(ab)q((axy)q + bq)

(ab)q((axy)q + bq)

=
xq(b((ab)q + a2(xy)q)− bq((ab)q)− (ab)q(axy)q)

(ab)q((axy)q + bq)

=
xq((ab)q(b− bq) + (a2b− a2qbq)(xy)q)

(ab)q((axy)q + bq)

= 0

since b− bq = and a2b− a2qbq = 0. Therefore, α = xq.
By a similar computation, we have β = yq. Thus,

ψ(x, y) = (xq, yq) = φ(x, y),

which ends the proof.

3 Applications to scalar multiplication

3.1 The τ-adic method

Recall that the characteristic equation of the Frobenius endomorphism satisfies
ϕ2 + ϕ + 2 = 0. From this equation, it is clear that every integer k can be
written in the form

k =
s−1∑
i=0

kiϕ
i, with ki ∈ {−1, 0, 1}.

This representation is called τ -adic representation of the integer k. Therefore,
the point kP can be computed as

kP =
s−1∑
i=0

kiϕ
i(P ).



Speeding up the scalar multiplication 15

Algorithm 1 τ -adic method

Require: a point P and the τ -adic representation (ks−1, . . . , k0) of k
1: Q← P
2: for (i = s− 2; i ≥ 0; i−−) do
3: if (ki = 0) then
4: Q← ϕ(Q))
5: end if
6: if (ki = 1) then
7: Q← ϕ(Q) + P
8: end if
9: if (ki = −1) then

10: Q← ϕ(Q)− P
11: end if
12: end for
13: return Q

Example. A τ -adic expansion of 3 is 3 = 1 + 2 = 1 + (−ϕ− ϕ2).
For k = 5, we have

5 = 1 + 22

= 1 + (−ϕ− ϕ2)2

= 1 + ϕ2 + 2ϕ3 + ϕ4

= 1 + ϕ2 + (−ϕ− ϕ2)ϕ3 + ϕ4

= 1 + ϕ2 − ϕ5

Hence, 5P = P + ϕ2(P )− ϕ5(P ).
The above algorithm, Algorithm 1 gives a nice way to compute the point kP
with a τ -adic expansion of the integer k.
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