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Abstract

We introduced an application of the decomposition of a group into
cosets of a subgroup to the theory of error detecting and correcting
codes. The proposed approach is based on the general method for de-
coding linear codes known as syndrome decoding.
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1 Introduction

Messages sent over electronic and other channels are subject to distortions of
various sort. For instance, messages sent over telephone lines may be distorted
by other electromagnetic fluctuations; information stored on a CD digital audio
system may become corrupted by strong magnetic fields. The result is that the
messages received or read may be different from the originally sent or stored.
Extreme examples are the pictures sent back from space probes, where a very
high error rates occurs and retransmission is often impossible.

Codes provide a systematic way to send messages, with some extra in-
formation (check digits) in such a way that an error occurring in the original
messages will not just be noticed (detected) by the receiver but, in many cases,
may be corrected. In order for error correction to be efficient, the decoding
problem must be efficiently solvable. It should be noted that coding theory can
only be secure if the decoding is hard without knowledge of a secrete. Linear
codes are widely used for controlling errors because they are easy to generate,
well understood and powerful, see for example [1, 3, 5, 7, 10].
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This paper begins by going through the definitions and theoretical back-
ground needed to talk about the decoding problem. Then, it focuses on the
application of the decomposition of a finite group into cosets of a subgroup to
the elementary theory of error detecting and correcting codes. Next, it out-
lines our decoding algorithm for linear codes. Lastly, some conclusions are put
forward.

More introduction material can be taken for instance from [2, 4].

2 Theoretical background

In this section we introduce the decoding problem. Let n ∈ N and let F =
{0, 1} be the group of two elements. We will think of words of length n as
members of F n, the direct product of n copies of the binary set F regarded
as an Abelian group under addition. The weight of v ∈ F n is the number of
nonzero entries in the word v. The distance dist(v,w) of v, w ∈ F n is the
weight of the difference v - w. It should be noted that we are working in a
product of copies of F in which every element is its own additive inverse and
so v - w = v + w.

For k ≤ n, we define a coding function f : F k → F n, and instead of
sending a word w, we send the word f(w). There is an obvious constraint
on a suitable coding function f : f should be injective, otherwise there would
be two different words of length k that would be sent as the same word of
length n. We say that (n, k)-code is a linear code over F if the images of f
form a subgroup of F n. The elements of such a code are called codewords. For
d ∈ N an (n, k, d)-code is an (n, k)-code for which d is the minimum distance
between two different codewords. One advantage of linear codes is that the
minimum distance between codewords is relatively easily found.

Let C be an (n, k)-code for some n, k ∈ N. A generator matrix for C is a
matrix G ∈ F (n,k) whose rows are an F -basis of C. We also say that the matrix
G which has rank k generates the code C. A message w ∈ F k is encoded as
z = wG. If the encoded message is transmitted, it is possible that during the
transmission some bits of z are changed. The receiver receives the incorrect
message y. He solves the decoding problem, that is, he calculates x ∈ C such
that dist(x,y) is minimum. If dist(z,y) < 1

2
d where d is the minimum distance

of any two distinct codewords, then x is equal to the original message z.

Theorem 2.1. Let f : F k → F n be a coding function. Then f allows the
detection of d − 1 or fewer error if and only if the minimum distance between
distinct codewords is at least d.

Theorem 2.2. Let f : F k → F n be a coding function. Then f allows the
correction of �d−1

2
� or fewer errors if and only if the minimum distance between
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distinct codewords is at least d.

Theorem 2.3. If f : F k → F n is a linear code, then the minimum distance
between distinct codewords is the lowest weight of a non-zero codeword.

Problem 2.4. Crypto decoding problem. Given an (n,k)-code C, n, k ∈ N,
n ≥ k, the error weight t ∈ N, t ≤ n, and y ∈ F n. Find a word of wight t in
the coset y + C.

Of course correcting t errors in a codeword of length n implies a decoding
procedure that achieves this error correcting potential. A completely correct
decoding technique is to construct a table of every binary n-tuples and the
codeword into which it is to be detected. The rule for constructing this table
is to decode an n-tuple into the nearest codeword. However, the table lookup
decoding (coset decoding table, as we will call it below) is feasible only for
rather small codes. Therefore, we continue search for algorithmic algebraic
decoders which are much faster and demand much less storage.

3 Syndrome decoding

Let H be a subgroup of a group G and g be any element of G. The left
coset gH is defined to be the subset gH = {gh : h ∈ H} of G. One defines
analogously the concept of right coset of H in G determined by g to be the
subset Hg = {hg : h ∈ H} of G. The subgroup H is a coset itself being equal
eH where e is the identity element of G. The element a is always a member of
its coset aH. If b is in aH, then bH = aH. Moreover, if H is a subgroup of G
and a, b are elements of G, then either aH = bH or aH∩ bH = φ. Also, if H is
a subgroup of G then each coset of H in G has the same number of elements as
H. Let G be a finite group. The order of G, |G|, is the number of elements in
G. The number of distinct left (right) cosets of a subgroup H in G is denoted
by |G : H|.

Lagrange’s Theorem 3.1. If H is a subgroup of a finite group G, then
|G|/|H| = |G : H|.

For further information about enumerating cosets of a subgroup in a finite
group the reader is referred to [6].

The word linear helps to remind us that the group operation is addition.
What do we have to check in order to show that we have a linear code? Since
the group operation is addition, we must show that if words v and w are in
the image of a coding function f then so is the word v + w.

Let k, n ∈ N with k ≤ n . A generator matrix G is a matrix with entries
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in F and with k rows and n columns, the first k columns of which form the
k× k identity matrix Ik. We may write such a matrix as a partitioned matrix:
G = (Ik A) where A is an k × (n − k) matrix. we define fG : F k → F n by
fG(w) = wG for w ∈ F k. It is noted that if G is a generator matrix, then fG

is a linear code and, in fact, fG(v + w) = fG(v) + fG(w) for all words v and
w in F k.

We provide now a small example explaining linear codes.

Example 3.2 Consider the coding function fG : F 2 → F 5 defined by a gener-
ator matrix as below

G =

(
1 0 1 1 0
0 1 0 1 1

)

Opposite each word w in F 2 we list fG(w):

00 00000
01 01011
10 10110
11 11101

The minimum distance between codewords is 3 (being the minimum weight of
a non-zero codeword), so the code can detect two errors and correct one error.

Suppose that we have a coding function f : F k → F n for which the asso-
ciated code is linear code. Let W be the set of codewords in F n (subgroup of
F n). Assume that the codeword w is sent but that an error occurs in, say, the
last digit, resulting the word v being received. So that v = en + w , where en

is the word of length n which has all digits 0 except the last digit which is 1.
Thus the set of words which may be received as the result of a single error in
the last digit is precisely the set en +W . In the language of group theory, this
is precisely the coset of en with respect to the subgroup W of F n. Similarly
two, or more, errors result in the set of codewords being replaced by a certain
coset. For instance if n = 8 then an error in the third digit combined with an
error in the fifth digit transforms the codeword w into the word 00101000+w,
so replaces the subgroup W of codewords with the coset 00101000+W . Rather
than do the above computation every time we receive an erroneous word, it is
as well to do the computations once and for all and to prepare a table show-
ing the result of these computations, such table is called coset decoding table.
List the elements of W in some fixed order with the zero n-tuple as the first
element, then array these as the top row of the decoding table. For each word
v of minimum weight among those not in W and beneath each codeword w
on the top row place the word v + w. The entries in the first column of our
coset decoding table are called coset leaders.
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Example 3.3 Consider the coding function and generator matrix as in Ex-
ample 3.2. We array the codewords along the top row and then look for words
of minimum length not already included in the table, and array their cosets
as described. There are 25−2 = 8 cosets of the subgroup of 22 = 4 codewords
in the group of 25 = 32 words, so there will be 8 rows in the coset decoding
table, which is shown below:

00000 01011 10110 11101
00001 01010 10111 11100
00010 01001 10100 11111
00100 01111 10010 11001
01000 00011 11110 10101
10000 11011 00110 01101
00101 01110 10011 11000
10001 11010 00111 01100

Given the k×n generator matrix G = (Ik A), we define the corresponding

parity-check matrix H to be the n × (n − k) matrix

(
A

In−k

)
. The syndrome

of w ∈ F n is defined to be the matrix product wH in F n−k.

Theorem 3.4. Let H be a parity-check matrix associated with a given code.
Then w is a codeword if and only if its syndrome wH is the zero element in
F n−k.

Corollary 3.5. Two words are in the same row of the coset decoding table if
and only if they have the same syndrome.

This means that it is sufficient to construct two-column decoding table, one
which contains just the column of coset leaders and the column of syndromes.
Then, given a word w to decode, compute its syndrome, add to (subtract
from, really) w the coset leader u which has the same syndrome - the word
w + u will then be corrected version of w - finally read off the first k digits to
reconstruct the original word.

Example 3.6 Consider the coding function and generator matrix as in Ex-
ample 3.2. The corresponding parity-check matrix H is the 5 × 3 matrix

⎛
⎜⎜⎜⎜⎝

1 1 0
0 1 1
1 0 0
0 1 0
0 0 1

⎞
⎟⎟⎟⎟⎠
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and the syndrome plus coset leader decoding table is

Syndrome Coset leader
000 00000
001 00001
010 00010
011 01000
100 00100
101 00101
110 10000
111 10001

Suppose that the message received is w = 11001. The syndrome of the word
received is obtained by forming the product wH = (100). The corresponding
coset leader is u = 00100. The corrected message, obtained by adding the
coset leader to the received word, is w + u = 11101.

The advantage of using a table showing only syndromes and coset leaders
is well illustrated by the next example.

Example 3.7 Let f : F 8 → F 12 be defined by the generator and parity-check
matrices

G =

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

1 0 0 0 0 0 0 0 1 1 1 0
0 1 0 0 0 0 0 0 0 1 1 0
0 0 1 0 0 0 0 0 1 0 1 0
0 0 0 1 0 0 0 0 0 0 1 1
0 0 0 0 1 0 0 0 1 1 0 0
0 0 0 0 0 1 0 0 0 1 0 1
0 0 0 0 0 0 1 0 1 0 0 1
0 0 0 0 0 0 0 1 1 1 0 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

, H =

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

1 1 1 0
0 1 1 0
1 0 1 0
0 0 1 1
1 1 0 0
0 1 0 1
1 0 0 1
1 1 0 1
1 0 0 0
0 1 0 0
0 0 1 0
0 0 0 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

There are 28 codewords and the minimum distance between codewords is 3.
Thus the code detects two errors and corrects one error. How many digits
would the full coset decoding table contain? It would have 212−8 = 16 rows
(cosets) each containing 28 twelve-digit words (codewords). That is 16 · 256 ·
12 = 49152 digits. Now we see how much efficient it may be to compute and
store only coset leader with syndrome decoding table. This table contains
16 · (12 + 4) = 256 digits.

Another advantage of listing coset leaders together with syndromes is that it
is then much easier to find any missing coset leader, since each sequence in F n−k
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occurs as a syndrome. This enable us to find a coset leader relatively easily
(comparing with searching through the coset leader with syndrome table), by
seeing how to combine known coset leaders and their syndromes.

4 An algorithm for decoding linear codes

The power of modern computers is exhausted for codeword lengths of several
hundred bits and tens of errors per word. Consequently, we need an algorithmic
decoder which demands less storage. Suppose that we have a coding function
f : F k → F n for which the associated code is linear code. Assume that the
rate of errors is relatively high so that more check digits are added. Therefore,
the number n−k becomes large leading a longer decoding table. In this section
we show that the number of coset leaders in this table may be reduced from
2n−k to n + 1.

Let W be the set of codewords in F n (subgroup of F n) and H be the
parity-check matrix of the linear code. For 1 ≤ i ≤ n, we define ei ∈ F n to
be the word of length n which has all digits 0 except the ith digit which is 1.
The zero word in F n is denoted by e0. The decoding table for this algorithm
is formed as follows:

Syndrome Coset leader
e0H e0

e1H e1

. .

. .

. .
enH en

In some very rare cases the set {eiH : 1 ≤ i ≤ n} does not span F n−k so that
we might need to add more coset leaders to the table.

Let v represent the received word when t-error correcting codeword w is
transmitted over a channel corrupted by additive noise: v = w + e, where e
is a linear combination of some elements from the set {ei : 0 ≤ i ≤ n}. In
order to find the codeword w, the following four-steps decoding procedure is
performed:

• calculate the syndrome of the corrupted word v;

• express the syndrome as combinations of the known syndromes;

• obtain e as the same combinations of the corresponding coset leaders;
and

• find the corrected codeword w = v + e.
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Now, let us compare our decoding algorithm with the original syndrome
decoding methods which use either of full coset decoding table or coset leader
plus syndrome decoding table. First we take a look at a small code.

Example 4.1 Let C be a (8, 2, 5) linear code over F with parity-check matrix

H =

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

1 0 1 1 1 1
1 1 0 1 1 1
1 0 0 0 0 0
0 1 0 0 0 0
0 0 1 0 0 0
0 0 0 1 0 0
0 0 0 0 1 0
0 0 0 0 0 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

The full coset decoding table contains 2048 digits while the coset leader with
syndrome decoding table contains 896 digits. Using our decoding algorithm,
we need only 128 digits to store the decoding table. This gives substantial
reduction in the total needed storage.

We have calculated the table below which shows the advantage of our
decoding algorithm in terms of the number of digits over the other syndrome
decoding techniques.

Linear Full coset Coset leader plus Our decoding
code decoding table syndrome decoding table algorithm

(12,8,3) 3 × 214 28 208
(15,7,5) 15 × 215 23 × 28 368
(25,8,5) 25 × 225 21 × 218 1092
(25,11,3) 25 × 225 39 × 214 1014
(n, k, d) n × 2n (2n − k) × 2n−k (n + 1)(2n − k)

5 Conclusion

The theory of error-correcting codes over F = Z2 is discussed. Attention is
restricted to linear codes which may be described in terms of generator matrices
or in terms of parity-check matrices. A linear code is considered as an additive
subgroup of a group F n of n-tuples over F . The problem of decoding errors
is shown to be equivalent to calculating a set of coset representatives for the
code viewed as a subgroup in the explained way. Our algorithm is applicable
to not only binary codes but also general codes over Zp, p is a prime number.

The main advantage of this algorithm, in addition to low demand of stor-
age, lies in two facts: high capability of correcting random errors and notable
simplicity of performing calculations. The operations which are combinations
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of codewords are XOR operations. Therefore, it could be easily programmed
into hardware to produce a fast decoder.

We remark that linear codes can also be used for encryption, see for example
[8, 9]. To encrypt a message, it is encoded in such a way that an error word
of fixed weight t is added. Decryption requires the solution of the decoding
problem for which the weight of the error word is known.

This work is a first step in solving the secure biometric storage problem
using syndrome decoding. Biometric technologies are becoming the foundation
of an extensive array of high secure identification and personal verification
solutions. For instance digital signatures are widely used in identification and
authentication protocols.
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