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Abstract

In the fast developing world of telecommunications, it may be use-
ful to analyse any protocol one comes across, even if it is unknown.
To that end, one needs to get the state machine and the frame format
of the protocol. These can be extracted from network and/or execu-
tion traces via Protocol Reverse Engineering (PRE). In this paper, we
present BaNet3F, a model aimed at finding the hidden structure of bi-
nary protocol frames. To quantify the complexity of the traces analysed
(from BaNet3F perspective), we suggest a new meaningful metric: the
Average Dependencies Ratio (ADR). We then compare the proposed
model to two state-of-the-art ones, Latent Dirichlet Allocation (LDA)
and Cai et al. model, and show that BaNet3F outperforms them by far.
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1 Introduction

With the ever growing development of telecommunications, and especially In-
ternet of Things (IoT), a lot of new protocols are constantly appearing. In
order to know what they are used for, one need to understand how they work.
In this paper, we place ourselves in the context of a communicating object com-
ing into an unknown environment and aiming to establish a communication
with the existing networks. To that end, the object needs to have a ’generic’,
or ’multi-standard’ behavior, i. e. to be able to adapt itself to whichever stan-
dard used in the targeted environment. It is the same goal as the one pursued
by Software Defined Radio [1], except that in our case, we propose to learn the
unknown protocol of the environment, and not just identify it from a database.
This is the goal of Protocol Reverse Engineering (PRE), a family of techniques
which aims at reconstructing the frame formats and/or the state machine of a
targeted unknown protocol through analyzing execution traces and/or network
traces. There is no defined procedure to achieve this, but the most commonly
found [2] is as follows :

1. Interception of radio traffic

2. Isolation of relevant frames from target unknown protocol

3. Identification of characteristic elements of the target protocol

4. Grouping frames of the target protocol based on their characteristic ele-
ments

5. Some kind of treatment within each group, like sequence alignment of
the target protocol frames

6. Reconstruction of the frame formats and/or state machine of the target
protocol

This paper is a continuation of [3], in which we compared a few techniques to
perform PRE. However, this paper is self-contained, so the reader just need to
know that we concluded that the model Latent Dirichlet Allocation (LDA) [4]
was the best performing one, and as it is based on Bayesian networks theory,
we focused on this field in the continuation of our work.
So, in the present paper, we propose a model designed to reconstruct the frame
formats of a target unknown binary protocol through analyzing its network
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traces. This model, called Bayesian Network Frame Format Finder (BaNet3F),
is based on the Bayesian networks theory. BaNet3F does not follow the com-
monly found PRE procedure presented above, but achieve the same goal as
the step 3 to 6.
To the best of our knowledge, the only model designed to perform frame format
inference is that of Cai et al. [5]. Other models were found, but as they did not
provide enough details to implement them fully, or results that could be used,
their results couldn’t be compared to ours. For example, in ProDecoder [6] the
performances are evaluated through the correctness of the regular expressions
found, but there is no such element in a binary protocol. In Biprominer [7],
the way the metrics are exactly calculated is not presented. In Discoverer [8],
the performance metrics are only based on the clustering prior to inferring the
formats. So, BaNet3F will only be compared with the two models used as
starting points : LDA and the model from Cai et al.
The context in which the performance of these models will be simulated lies
in the analysis of randomly generated traces.
For the readers not familiar with Bayesian theory, we suggest the PhD The-
sis [9], especially sections 2.1 through 2.3 (p. 18-49), which are focused on
representation, and section 3.4 (p. 67-73) and appendix B.1 through B.4 (p.
164-182), which focus on exact inference based on the Lauritzen algorithm
[10]. The paper [11], explaining how to perform learning with the Expectation-
Maximization (EM) algorithm and the Viterbi inference article [12] also con-
stitute relevant reads to acquire the bases of the subjects discussed in this
paper.
The rest of this paper is orgasnized as follows: in section 2 the models used as
state of the art are succinctly presented; in section 3, the proposed model is
exposed, BaNet3F; in section 4, BaNet3F is compared to the state of the art;
and finally, we conclude in section 5.

2 State of the art models

2.1 Latent Dirichlet Allocation model (LDA)

The LDA model is a generative model based on a Bayesian network, which
aims to find the remarkable bit sequences in a trace (in our study case).
In LDA, a trace is considered as a set of frames, each of those being composed
of a random number of sequences of n bits, where the number is drawn follow-
ing a Poisson law. Each of the bit sequences is associated to a keyword, which
is a latent variable, and takes a value within a dictionary composed of all the
possible sequences of n bits.
In the generative model, to begin, the bit sequences over keywords and key-
words over frames multinomial distributions are randomly generated, each fol-
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lowing a Dirichlet law.
Firstly, for each bit sequence to generate of each frame to generate, the key-
word associated to it is randomly drawn following the keywords over frames
distribution, knowing the frame the bit sequence is in. Next, the value of the
bit sequence is drawn from the dictionary, following the bit sequences over
keywords distribution, knowing the previously drawn keyword associated with
the bit sequence.
The goal is to learn the bit sequences over keywords and keywords over frames
distributions from the trace. These distributions are intractable, so they are
estimated through Gibbs sampling [13].
The gradient of perplexity between two consecutive iterations of the Gibbs
sampler is used as the stopping criterion. The perplexity [14] expresses the
ability of a model to generalize to unknown data. The sampling continues as
long as the perplexity gradient is above a defined threshold.
For each keyword, the bit sequences with the highest appearance probabilities,
known from the bit sequences over keywords distribution, are selected. The
number of keywords used is a hyperparameter of the model.
The first bit sequence is always selected, and the following ones (by decreasing
order of probability) are selected if their probability gradient from one to the
next is under the maximal probability gradient threshold.
The main limitation of this model lies in the fact that it only identifies bit
sequences, and not fields, like BaNet3F does.

2.2 Cai et al. model

The model proposed by Cai et al. is also a generative model, based on a par-
ticular Bayesian network, a Hidden semi-Markov Model (HsMM) [15]. It aims
to learn the frame formats present in a trace.
Contrary to the classical Hidden Markov Model (HMM), in the HsMM the
hidden variable cannot systematically change state at each time step. Thus,
the hidden variable keeps the same state for an integer multiple of the time
step, conditionnally to a random variable. The hidden state can therefore be
seen as having a variable duration.
A hidden semi-Markov model is represented by λ = (A,B, P, π), with A the
transition matrix of the hidden state, B the emission matrix of the observa-
tions, P the distribution matrix of the durations of the hidden states, and π
the initial distribution of the hidden state.
At its heart, the model of Cai et al. make use of a HsMM, which is first
initialized with the help of an initial processing step, then its parameters are
re-estimated (learning), and finally the most probable state sequence (fields)
for each frame is inferred with Viterbi algorithm.
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Figure 1: Hidden semi-
Markov model of the
Cai et al. model

The initialization procedure consists in identifying
the closed frequent strings present in the trace to
analyze. Closed sequences are an ensemble of se-
quences such that no sequence composing it is a sub-
sequence of an other sequence in it. These sequences
are concretely byte strings. In this procedure, only
the interesting closed strings, i. e. with an apparition
frequency above the closed frequent strings filtration
threshold, are selected.
Finally, using the inferred fields corresponding to
keywords, the frames are grouped by type, and a
structure is proposed for each group.
To better visualize the hidden Markov semi chain
used in the model, the diagram in Figure 1 repre-
sents it as a 2-slice Bayesian network diagram. The
dotted lines highlight the hidden variables. D is the
variable representing the remaining duration of the
hidden state, S is the hidden state, and V is the observation.
The operation of the hidden Markov semi chain is as follows: first, the hidden
state is initialized using π, then, from the hidden state, the remaining dura-
tion of that state is drawn using P , and an observation is generated using B.
Then, at each subsequent time, if the remaining duration of the hidden state
has not reached 0 at the previous time step, the hidden state retains its value,
an observation is emitted, and the remaining duration of the hidden state is
decremented by one time step. If the remaining duration of the hidden state
reaches 0 at the previous time step, a new value of the hidden state is drawn
using A, an observation is emitted, and a new hidden state duration, related
to the new state, is drawn.
Each hidden variable state is associated with a field in the frame (data or key-
word field, with the ability to tell the two apart), and each byte belonging to
that field is an observation generated when the model is in the state associated
with that field. The duration of the state thus represents the length of the field,
and the sequence of observations generated while in that state represents the
value of the field.
This model is mainly limited by its inability to work on elementary units
smaller than the byte, while BaNet3F can use bit granularity.
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3 Presentation of BaNet3F

3.1 General view of the model

BaNet3F is based on a Bayesian network whose objective is to gather successive
bits into sequences, the positions of each corresponding to a field slot, thus
unveiling the hidden structure of the frames.
In order to determine whether a bit at position t belongs to the same field
as the previous bit(s), the network compares the different probabilities of the
observed value of bit Bt given the n previous bits, and chooses the value of n
maximizing it. This can be mathematically modeled as follow:

argmax
n
{P (Bt|

t−1⋂
i=t−n

Bi)}n∈[0;7] (1)

The bit Bt and the n previous bits selected constitute a sequence. All the bits
of the frames are considered simultaneously in order to determine the most
likely hidden field structure.
In order to limit the complexity, the model operates recursively, and takes
advantage of the fact that a field is necessarily a multiple of bytes or contained
within a byte. Thus, as long as the length of the frames to be analyzed is
strictly greater than one byte, the latter is considered to be the elementary
unit of division. When the frames are cut down to a length of one byte, the
bit is used as the elementary unit.
The diagram in Figure 2 shows the global view of the model. There is the
initial dataset, which is the trace to be analyzed, formatted to be processed
by the network. At the beginning of an iteration of BaNet3F, depending on
the size of the dataset to be analyzed, the model opt for a division into bytes
or bits. Then, a statistical analysis of the dataset is performed, which is used
for the initialization of the network. After that, the analysis by the network
is run, resulting in a proposed hidden field structure in bits or bytes, which
is then submitted to the validation procedure. The hidden field structure is
validated if ∆P (splitting), the relative variation of the log probability of the
trace induced by the splitting, is under a threshold set by the user, the splitting
validation relative threshold.

∆P (splitting) =
log(P (split))− log(P (un− split))

log(P (split))
(2)

In this case, for each field found, a new dataset is generated in which are put
all the copies of the field concerned through all the frames, and this dataset
is added to the queue of those to be analyzed. If the splitting is invalidated,
then it is considered that it is no longer possible to split the starting dataset
of the pass any further, and it is added to the list of final fields without taking
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into account the proposed splitting. Then, as long as there are datasets to
analyze, the first one in the queue is retrieved and the whole Banet3F itera-
tion is repeated. When the queue of datasets to be analyzed is finally empty,
the list of final fields is used to reconstruct the original trace with the final
hidden field structure found. The network analysis is detailed in Figure 3.
First, the network is created according to the hyperparameters specified by
the user, the length of the frames in the trace, and their content. Then, the
network parameters are initialized using the data from the statistical analysis
previously performed. Then the network parameters are iteratively updated
using the Expectation-Maximization (EM) algorithm until the variation of the
log likelihood from one iteration to the next becomes less than a threshold.
Finally, the most probable hidden field structure is determined via a Viterbi
inference allowing to find the most probable state of the network, then by sim-
ple deduction of the fields. This inference is performed by Automatic Markov
Boundaries construction optimized Viterbi (AMBV), a version of the Viterbi
algorithm, working on any Bayesian network, with various optimizations to
reduce the complexity. However, this algorithm is not the object of this paper,
so we will not give any further details.

3.2 Bayesian network used

The network used by the model is shown in Figure 4. This network is used to
model a frame of a binary protocol; it is therefore a generative model used to
find the underlying structure of the frames to be analyzed. As can be seen, a
pattern is clearly repeated (only two have been represented to avoid clutter).
Each pattern characterizes the behavior of a frame at a given position in terms
of bytes or bits. Although it looks like a dynamic Bayesian network, it is not
one, as each of the variables at each position has its own distribution table,
independent from the ones at other positions. From now on only the bits will
be mentioned, but the same reasoning can be applied to bytes.
The role of each variable in a pattern will now be presented, as well as its
characteristics.
The FieldNumber node gives the number of fields that the frame contains. The
maximal value of that node is given by a hyperparameter set by the user, the
maximal number of fields per frame. It is a random node at the first position,
and is deterministic thereafter. At the first position of the frame, its value is
drawn, and it then keeps the same value from one position to another with a
probability of 1. The non-deterministic parameters of this node are updated
during learning. At initialization, the different possible numbers of fields are
considered equiprobable.
The node FieldDecounter gives the number of fields remaining in the frame
at the current position. So, a value of 0 means that it is the last field of the
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Figure 2: General view of BaNet3F model
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Figure 3: General view of the analysis operation performed by BaNet3F

frame. This is a deterministic node. At the first position of the frame, it takes
the value of FieldNumber with a probability of 1, then decrements by 1 each
time a field ends (known thanks to the value of BitDecounter at the previous
position) with a probability of 1. The parameters of this node are not updated
during learning. Its value is observed as 0 at the end of the frame.
The FieldLength node gives the length of the field in which the current bit is
located. It is a semi-deterministic node. If located at the first bit of a field,
it determines the probability that the new field is of a certain length knowing
the current position (implicitly contained in the variable itself) and the length
of the previous field. If located within a field, then it takes the same value as
at the previous position with a probability of 1, whatever the position. The
non-deterministic parameters of this node are updated during learning. At
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Figure 4: BaNet3F Bayesian network

initialization, for each position and whatever the length of the previous field,
the different possible lengths of the new field are considered equiprobable. The
maximum length allowed by this node is defined in such a way that the trace
to be analyzed will necessarily be divided into at least two fields, whatever the
pass considered.
The BitDecounter node gives the number of bits remaining in the current field
at the current position. A value of 0 means that the last bit of the current field
has been reached. This is a deterministic node. If located at the beginning of
a field, its value is that of FieldLength with a probability of 1, otherwise, its
value decreases by 1 at each successive position with a probability of 1. The
parameters of this node are not updated during learning. Its value is observed
as 0 at the end of the frame.
The FieldValue node gives a value that has no meaning in itself, but rather
serves to give a degree of freedom to the model to learn dependencies between
the fields, via a common ”ID” that is nothing but a state of this node. This is
a semi-deterministic node. If located at the first bit of a field, it draws a new
value. If within a field, then it takes the same value as at the previous position
with a probability of 1. The non-deterministic parameters of this node are
updated during learning. At initialization, the probabilities of obtaining each
possible value at a field change are randomly drawn.
The Bit node is the observed node of the network, giving the successive bits
of the frames. It is a random node depending on the length of the current
field, the position in this field, the ”ID” of the field given by FieldValue, and
a number of previous bits. The parameters of this node are updated during
learning, and are initialized using the statistics extracted from the learning
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dataset (trace). This node is where the majority of the network complexity
concentrates. First, its complexity increases exponentially to the number of
previous bits considered, so a hyperparameter is used to limit the latter, even
if the maximal field length expected is longer. Also, when instead of bits,
bytes are used as the elementary unit, the complexity shots up. To limit this,
at each positon, only the bytes values appearing the most are considered, and
the others are replaced by a default value. The maximal number of values
considered at each position is defined by a hyperparameter.

4 Comparison of BaNet3F with the state of

the art

4.1 General Context of the Simulations

The strategy used to try to get the most accurate comparison between the two
models consists in studying independently each of the two models applied to
sets of traces with identical characteristics. These traces are randomly gener-
ated and contains each a unique known format. For each model, the influence
of its parameters on the obtained performances is evaluated, and among all
the generated curves, the best is chosen. Then, these two performance curves
are directly compared.
However, as BaNet3F and LDA do not produce the same type of results, the
fields found by BaNet3F have to be converted into bit sequences comparable
with those found by LDA. To do this, each value taken by each field found is
simply considered as a sequence found.
The F score [16], the harmonic mean of the precision and recall, is used as a
performance metric.
In order to test the performance of BaNet3F when the dependency between
fields varies, we thought it was important to set a new metric to quantify this
dependency. For this purpose, we defined the Average Dependencies Ratio
(ADR), a metric based on how the model uses the dependency to find fields.
It is defined by the following formula :

ADR =
N∏
i=1

i−1∏
j1=ej1

∏
k1∈{s(i,i),s(j1,i)}

max(DR,
1

DR
)

1

K1J1(n− 1)

i−1∏
j2=ej2

∏
k2∈{s(i,i),s(j2,i)}

max(DR,
1

DR
)

1

K2J2(N − n+ 1)

, (3)

where i is the position of the considered bit in a frame of the dataset, j1
and j2 represent the first bit of the sequence of the considered preceding bits.
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ej1 = max(0, i−H), j1 ∈ c1(0), i ∈ c0, c1 6= c0, et ej2 = max(0, i−H), j2, i ∈!c,
with H representing the maximum number of simultaneously considered bits,
and c is a field. k1 and k2 represent the value of the couple of sequences (current
bit, preceding bits), s(j1,i) means the values of the sequence from the bit j1
to the bit i included. K1 and K2 is the number of pairs of sequence values,
J1 and J2 the number of previous bits, N the number of bits minus one in a
dataset frame, and n the number of fields in the frame.
DR represents the dependency ratio, given by the following expression:

DR =
P (s(i, i)(k))P (s(j, i)(k))

P (s(i, i)(k) ∩ s(j, i)(k))
, (4)

where s(j,i)(k) is the kth value of the sequence from bit j (included) to bit I
(included), and P(x) means the probability of the event x.
The dependence between two sequences is defined as the ratio between the
product of the marginal probabilities of appearance of these two sequences
and the probability of appearance of these two sequences simultaneously. A
value of 1 indicates a perfect independence, a value between 0 and 1 means
that the presence of one of the sequences favors the appearance of the other,
and a value between 1 and infinity means that the appearance of one of the
sequences disadvantages the appearance of the other.
The numerator of ADR quantifies the dependency between fields as a geomet-
ric mean of the dependencies between a bit at the beginning of a field and the
previous bits considered, for all fields, for all possible numbers of previous bits
and for all the values of the bit and the previous bits observed in the dataset.
The denominator of ADR quantifies the dependency within fields as a geomet-
ric mean of the dependencies between a bit and the previous bits considered,
all in the same field, for all fields, for all possible numbers of previous bits and
for all values of the bit and previous bits observed in the dataset.
The higher the ADR, the larger the dependency between fields compared to
the dependency within fields, and thus the harder it is for BaNet3F to separate
fields.
The following performance were generated by averaging the F score obtained
for traces composed of 1000 frames and having the hidden structure [1,2,1,3,1,8,16,32],
[16,8,8,32], [3,1,1,1,2], [32,32], and [4,4]. For each of these structures, 6 different
levels of dependence were used, and each simulation was repeated 10 times to
smooth the results. When needed, a mobile average is also applied to smooth
the results.

4.2 Comparison with LDA

In the graph in Figure 5, presenting the smoothed F score of the LDA model,
it can be seen that the best curve presents maximum performances of about



BaNet3F: a Bayesian network approach to automatic binary frame format ... 97

35%, for a number of keywords of 3.
It can be observed in the graph in Figure 6, presenting the smoothed F score

Figure 5: F score of the LDA model, as function of the ADR, parameterized
by the number of keywords, and averaged over 5 points

of the LDA model, that the best curve presents maximum performances of
about 25%, for a maximal probability gradient of 0.1.
The best curve of the LDA model is therefore the one for a number of keywords

of 3 and a maximal probability gradient of 0.1.
It can be seen from the graph in Figure 7, showing the smoothed F score of
the BaNet3F model, that the best curve reaches performance of about 72%,
for a maximal number of fields per frame of 4.

In the graph in Figure 8, presenting the smoothed F score of the BaNet3F
model, it can be seen that the best curve has a maximum performance of about
93%, for a splitting validation relative threshold of 0.18.
The best curve of the BaNet3F model is therefore the one corresponding to

a maximal number of fields per frame of 2 and a splitting validation relative
threshold of 0.18.
Figure 9 shows the best F score of the LDA and BaNet3F models. It can
be seen that the proposed model is clearly superior to LDA, whatever the
considered value of the ADR, i.e. also whatever the considered partitioning.
It is mainly due to the fact that BaNet3F was specially designed to work on
binary frames, and thus takes into account how a frame is structured, while
it is not the case with LDA. The BaNet3F model reaches 100% performance
in the most favorable cases, while the LDA model only reaches around 38%.
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Figure 6: F score of the LDA model, as function of the ADR, parameterized
by the maximal probability gradient, and averaged over 5 points

Figure 7: F score of the BaNet3F model, as function of the ADR, parameter-
ized by the maximal number of fields per frame, and averaged over 5 points

The performance gap between the two models varies between 60 and 80% in
the ADR interval in which BaNet3F performs best (< 0.2), while it drops to
10-30% when the trace to be analyzed becomes more complex (> 0.2).
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Figure 8: F score of the BaNet3F model, as function of the ADR, parameter-
ized by the splitting validation relative threshold, and averaged over 5 points

Figure 9: Best F scores of LDA and BaNet3F models as functions of the ADR

4.3 Comparison with Cai et al.

One can see from the graph in Figure 10, showing the smoothed F score of the
Cai et al. model, that the best performance of the Cai et al. model is about
34%, and is achieved for a closed frequent strings filtration threshold of 0.16.
The best curve of the Cai et al. model is therefore the one for a closed fre-
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Figure 10: F score of the Cai et al. model, as function of the ADR, parame-
terized by the closed frequent strings filtration threshold, and averaged over 5
points

quent strings filtration threshold of 0.16.
In the graph in Figure 11, the influence of the maximal number of fields per
frame on the F score of BaNet3F is presented. It can be seen that the per-
formance decreases with the increase of the ADR, which corresponds to our
expectations. It can be observed that a value of the maximum number of
fields per frame of 4 maximizes the performance of BaNet3F. The best F-score
obtained is about 83%.
The influence of the splitting validation relative threshold on the F score of

BaNet3F is shown in the graph in Figure 12. One can notice that the perfor-
mance also decreases with the increase of the ADR. Furthermore, it can ba
seen that a value of the splitting validation relative threshold of 0.18 maxi-
mizes the performance of BaNet3F. The best F-score obtained is about 93%.
Figure 13 shows the best F score of the Cai et al. and BaNet3F models. It

can be seen that the proposed model is clearly superior to the Cai et al. Model,
whatever the value of the ADR considered, i.e. also whatever the partitioning
considered. This is mainly explained by the fact that BaNet3F can identi fy
fields up to the bit level, while Cai et al. is limited to the byte level. Moreover,
the initialisation step of the latter model introduces a strong a priori into the
HsMM, which reduces its performance, while the Bayesian network intialisa-
tion in BaNet3F does not introduces a strong a priori. The BaNet3F model
reaches 100% performance in the most favorable cases, while the performance
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Figure 11: F score of the BaNet3F model, as function of the ADR, parameter-
ized by the maximal number of fields per frame, and averaged over 5 points

Figure 12: F score of the BaNet3F model, as function of the ADR, parameter-
ized by the splitting validation relative threshold, and averaged over 5 points

of the Cai et al. model is only around 62% in some rare cases. Moreover, the
performance of the latter drops after 0.12 in ADR, becoming almost zero. The
performance gap between the two models varies between 40 and 100% in the
ADR interval where BaNet3F performs best (< 0.2), while it goes down to
30-70% when the trace to be analyzed becomes more complex (> 0.2).
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Figure 13: Best F scores of Cai et al. and BaNet3F models as functions of the
ADR

5 Conclusion

In this paper, we presented Bayesian Network Frame Format Finder (BaNet3F),
a binary protocol frame format learning model. It is based on a Bayesian net-
work which is assumed to be a generative model of the binary frames to analyze.
From the bits observed, the parameters of this network are learned with the
Expectation-Maximization (EM) algorithm. Then, using a custom made algo-
rithm, Automatic Markov Boundaries construction optimized Viterbi (AMBV),
the most probable structure of the frames in the trace is computed.
After that, we compared on synthetic traces BaNet3F to two state-of-the-art
models producing comparable results (with some adjustments). First, Latent
Dirichlet Allocation (LDA), which is based on a Bayesian network and identi-
fies remarkable sequences in a trace. Then, Cai et al. model, which is based
on a Hidden semi-Markov Model (HsMM) and finds the hidden structures of
frames in a trace. We have shown that BaNet3F is the best in all tested cases,
sometimes reaching 100% performances. However, its performance becomes
poor when the dependance between fields becomes important, and it cannot
find more than one hidden frame structure per trace as of now.
In order to increase the performance of BaNet3F, we thought of multiple path
of improvement. First, it would be interesting to introduce in the network a
mechanism to better take into account the dependencies between fields, rather
than the simple FieldValue variable. The metric used to validate the splitting
is rather simplist, so it could be useful to improve it. In order to limit the
complexity of the network, when dealing with bytes, a procedure to automat-
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ically simplify the traces to be analyzed was set up, thus losing a significant
amount of information. It would be ideal to find a way to keep the complexity
under control without having to carry out this simplification, or to limit it
much more than currently done. Another possibility would be to reintroduce
the deleted information as the model successively splits up the trace. Indeed,
these splits naturally simplify the analysis carried out at each iteration, so it
would be possible to gradually reintroduce complexity while controlling the
overall complexity of each analysis. In the simulation campaigns, the model’s
hyperparameters were manually optimized, but it could be interesting to add
an additional learning layer to the model so that it learns its hyperparameters
itself, using a smaller number of optimisation parameters.
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Université de Lorraine, Sep. 2014. [Online]. Available: https://hal.univ-
lorraine.fr/tel-01751172

Received: February 9, 2022; Published: April 7, 2022


