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Abstract 
 

Fake news can have a great influence both on citizens and on the opinions that are 

created. The editors, the media, the journalists themselves and throughout the field 

of communication, including the powerful social networks, face this phenomenon 

that affects us and harms us as citizens. Fake news is chiefly disseminated through 

the Internet as well as in social networks. The professional media are in charge of 

the task, the opportunity, and the function of carrying out the verification of the 

information disclosed. It is surprising that the University of Oxford chose the term 

Post-truth as the word of the year in its dictionary in 2016, while for 2017 the term 

chosen was Fake News. 
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Introduction  
 

Fake News is a term that is approximately modern and has been considered a threat 

to the proper development of democracy. The Collins Dictionary has announced 

"Fake News" as the word of the year in 2017. This phenomenon has been increasing 

tensions between peoples and could lead to an urgent regulation of the use in social 

networks. Even so, nobody could completely agree on what it represents or how big 

the problem is and a possible solution to this phenomenon. Before the existence of 

the Internet, it used to be much more expensive to spread information and it took 

years to build trust. There used to be quite less complex explanations that define  
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terms such as news and media. This definitely facilitated regulation or self-

regulation.  

However, the increased use of networks such as Facebook, Twitter or Instagram, 

has destroyed a lot of the borders that prevent the possible spread of Fake News in 

democratic countries. In particular, any individual may produce and distribute 

information, specifically to those who have proven to be the best in their work with 

social networks. It should be noted that Facebook and Twitter have allowed their 

users to share information more frequently. They have never been the same as they 

are now. Information publishing pages such as WordPress allow each person to 

create a site which is always easily changing. In short, the barriers built for the 

disclosure of Fake News have been removed. 
 

Theoretical Framework  
 

For the Cambridge Dictionary (2018) the Fake News is: "false stories that appear 

to be news, spread on the Internet or using other media, generally created to 

influence political opinions or as a joke", while for the Collins Dictionary (2017) is 

"false, often sensational, information disseminated under the guise of news 

reporting". Wardle (2017) describes the phenomenon of fake news as a "complete 

information ecosystem", which should be considered from "the different types of 

content that are being created and shared; the motivations of those who create this 

content; and the ways in which this content is being disseminated".  

 

Wardle (2017), established seven categories of mis- and disinformation: 1) Satire 

or Parody, when the information has no intention to cause harm but has potential to 

fool since the form of the news is very similar to a real one. 2) False Connection, 

when headlines do not support the content. 3) Misleading Content, when misleading 

use of information frames an issue or individual. 4) False Context, when genuine 

content is base don false contextual information. 5) Imposter Content, when 

genuine sources are impersonated. 6) Manipulated Content, when genuine 

information or imagery is manipulated to deceive. 7) Fabricated Content, when new 

content is 100% false, designed to deceive and do harm. 

 

On the other hand, Hackwill (2017) mentions the reasons that fake news creators 

have, and establishes “four Ps” which stand for Passion, Politics, Propaganda, and 

Payment. It is necessary to mention that Wardle (2017) adds some other reasons 

such as lack of quality in journalism, parody, provoking, and partisanship.  

 

It must be added that García (2017) and Gallego (2017) agree that this phenomenon 

is not new and that fake news has always existed, therefore journalists are the main 

victims of the past. As a differential fact, both authors aim at the speed in spreading 

these kinds of shared pieces of information in different social media sites and 

creating information bubbles which leak information in line with beliefs, identities, 

preferences, and the users’ preconceptions. Gallego (2017) considers fake news or 
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post-truth belongs to a political strategy that uses fabrication and false information  

as a basic element of the system. 

 

 

Figure 1. Open issues for fake news detection on social media. Source: Own 

elaboration. 

 

Consequently, fake news can be found in many different ways, authors and versatile 

motifs, even if it is limited to merely sensationalist content and news which has no 

ideological foundation. However, fake news can lack a reason at all. The main goal 

is to promote the use of the internet. These are some reasons and motifs that make 

it difficult to treat fake news in an efficient way. Some of these types of news, which 

are included in web pages that are commercialized or falsified, are resistant to ads 

interruptions. Nevertheless, this does not influence misinformation campaigns. The 

preventive advice of possible fake news material has been introduced by Facebook. 

This naturally does not particularly contribute to deal with the existing content on 

the web page. 

 

Methodology 
 

The reflective study has a qualitative descriptive approach because it analyzes a 

social phenomenon and it outlines the fundamental concepts which facilitate having 

a position about the subject. A documentary analysis methodology was 

implemented using different sources such as theoretical sources and documents 

from news which showed the impact of fake news. 

 

Results 
 

We live in a fake news era where cybercriminals have studied this phenomenon and 

have transformed it into a lucrative business. Prices for their services seem to be 
extremely affordable. Web pages for fake and fabricated media are created to resemble 
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the real ones. Some criminals use methods such as altering legitimate documents 

and then distributing them through misinformation campaigns. Experts have 

discovered approximately 2,800 “live fiction sites”. 

This is done by changing a single letter on the web page, creating a fake clone in a 

real news web page. Fake news is a business model and a threat despite it being 

used in different techniques for political campaigns, and it has become a great 

concern; the same methods are also used to gain profit. Easy access to relevant tools 

stresses the nearly absolute lack of bottlenecks. According to Rick Holland, 

strategic vice president at Digital Shadows, toolkits are available for temporary use 

for only $7 to control bots in different social media sites. Many of them are offered 

at Dark Net, where users are difficult to identify, sometimes openly advertised as 

marketing tools. 

Holland insists on the fact that fake news has been here for a long time, but now, 

the trend in the digital world is the speed at which these spread throughout the 

world. The duty of safety experts seems to be attracted by fake news and because it 

is carried out to distribute malware. In Scott Nelson’s opinion, vice-president of 

Fake News SecureSet is the last line in social engineering and piracy.  

There are many possibilities as well as phishing attacks. Let it be noted that some 

malicious links on Facebook must be considered fake and the automatic solutions 

for dissemination are not able to identify any fake or malicious story. The use of 

fake news to distribute malware through different networks is a relatively new 

approach, but the methods of detection and eradication of malware are almost the 

same as phishing attacks: recognize and report an incident; review of the safety 

equipment and troubleshooting of the network that allowed the malware. Recently, 

the European Union (EU) has created a group of experts to initiate a strategy to 

tackle the problem. In Bulgaria, it does not ignore this serious issue, and relevant 

services to take obvious steps, because fake news has become a potential problem 

which becomes more and more destructive every day. 

The avalanche of new technological solutions and the rate at which systems 

computing capacities have increased, until recently, made it the theoretical risks 

and threats very real and tangible. Finding false news is not easy. Last year 

Stanford’s research showed that students are those who most find them difficult to 

differentiate between various types of online material, regardless of whether it is 

paid, falsifies or is legal. We should mention that Facebook has a useful list of ways 

of detecting fake news, which include the analysis of other sources and URL site. 

In this regard, the Commissioner for Economy and Digital Society, Dr. Mariya 

Gabriel, in a November 13, 2017 press conference, declared the establishment of a 

team of professional experts to analyze the influence of fake news in the democracy 

and economic stability in Europe. On the other hand, it should be noted that fake 

news is spreading at an alarming rate and basically putting at risk the welfare of 

society, democracy and the media in general. 

Therefore, attempts should be made to determine and detect false news as well as 

to find the channels of financing. This is why the quality of journalism education 

should be improved by emphasizing the strengthening of data collection techniques 

and distinguishing confirmed facts, manipulations and advertisement. According to  
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the Commissioner of the European Union Gabriel, "the false news stifles media and 

society". The extensive dissemination of fake news can have a serious negative 

impact on individuals and society. First, false news can break the balance of 

authenticity of the news ecosystem. For example, it is evident that the most popular 

fake news was even more widespread on Facebook than the most popular programs 

of authentic news of the mainstream during the US presidential election in 2016. 

Secondly, fake news intentionally persuades consumers to accept biased or false 

beliefs.  They are usually manipulated by propagandists to convey policies, 

messages or absence. For example, a report shows that Russia has created false 

accounts and social bots to spread false stories. Thirdly, fake news changed the way 

people interpret and respond to the real news. For example, some false news was 

created to cause the distrust of the people and create confusion, preventing the 

development of abilities to distinguish what is true from what is not. Detecting fake 

news on social networks poses several new and challenging research problems. 

Although fake news in itself is not a new problem, nations or political groups have 

been using the media to run the propaganda or in operations of frequency for 

centuries. In addition, fake news has made the rise of news generated in the web 

and in the social networks a more powerful force that defy traditional journalistic 

standards.  

 

 

 

 

 

 

 

 

 

 

Figure No. 2. Fake news on social networks: from characterization to 

detection. 

Source: Own elaboration 

 

There are several characteristics of this problem that makes it uniquely challenging 

for automated detection. First, fake news is intentionally written to trick readers, 

which makes it not trivial to detect, simply based on news content. The content of 

fake news is rather diverse in terms of themes, styles and media platforms, and these 

try to distort the truth with different linguistic styles while simultaneously mocking  
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on real news. For example, fake news can cite true evidence in an incorrect context 

to support a non-objective claim. Thus, the existing textual characteristics made by 

hand and specific data are generally not sufficient for the detection of fake news. 

Secondly, exploiting this auxiliary information really leads to another critical 

challenge: the quality of the data itself. Fake news is usually related to new 

emerging times, which may not have been adequately verified by knowledge bases 

due to the lack of corroborated evidence. In addition, users' social commitments 

with fake news produce huge data, incomplete, unstructured, and noisy. 

Fake news in itself is not a new problem. The ecology of fake news media has 

changed over time from newsprint to radio, then to television and, recently, online 

news and social networks. We realize that the "traditional fake news" as the 

aforementioned problem was not detected negative effects until it had important 

effects on its production and dissemination through social networks, generating 

misinformation or wrong information. 

Before the Internet, it was more expensive to distribute information, building trust 

took years, and there were simpler definitions of what constituted news and media, 

which facilitated regulation or self-regulation. 

But the rise of social networks has crossed many of the frontiers that prevented the 

spread of false news in democracies. In particular, it has allowed anyone to create 

and disseminate information, especially to those who have proven to be the most 

adept at "playing" how social networks work. 

Facebook and Twitter allowed people to exchange information on a scale greater 

than ever, while publishing platforms such as WordPress allowed anyone to create 

a dynamic website with facility. In short, the barriers to creating fake news have 

been undone. 

After the widespread criticism that companies are not dealing with fake news, 

Twitter, Facebook and Google have announced measures to put an end to erroneous 

information online. 

Facebook, which has faced the most scrutiny, says it is recruiting data reviewers to 

mark disputed stories, reducing advertising revenue to fake news sites and better 

reviewing ads on the site. Twitter says it has improved in bot management and 

Google has promised better algorithms for the YouTube police. 

 

Conclusions 
 

There have been many testimonies of how the Internet and the different media are 

object in the name of radical organizations where they attract supporters and spread 

ads and fake news. Among the most vulnerable to these risks are the democratic 

countries. Due to this, measures have been adopted for their elimination by means 

of a transparent and concrete policy, as well as the most active and best 

communication in order to counteract the complex interlaced challenges. 

That is why, nowadays, the different governments should not only expose the 

advertisement mechanisms, but should also find clear messages in the different 

social networks with the purpose of clarifying in a better way the culture and the 

advantages of its political model. It should also be mentioned that the participation  
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of fake news in the different social networks contributes to reinforce and make 

visible the presence of a leader or an organization, even if there is no support from 

authorized and traditional media. 

Likewise, fake news bring important economic losses as a consequence in different 

companies as well as some loss of prestige to their good image. We should also 

mention that the use of fake news, plus the potential that currently social networks 

have, have created a great power of penetration in society and users, forcing 

communication directors to equip themselves with strategic plans to prevent the 

damage to their reputation derived from fake news. 

Finally, this study has been a significant contribution to learning, because it 

provides tools to learn more about the impact of fake news in society and how to 

fight for its identification and eradication. 
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