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Abstract 

 

In this paper, we report on a study of brute force attack on CFG passwords. 

Alphanumeric Passwords are the common and usual mode of authentication for a 

range of online login. Human proclivities in creating Password draw hackers and 

enthusiastic Password Crackers to crack down password easily using various 

techniques, with accessible computing power and available large number of tools. 

Common attacks on passwords are Brute force attack, Dictionary attack and 

Hybrid attack. A new method of Alphanumeric Password Authentication for user 

login is “CFG Password”. Context free Grammar Passwords are a class of 

Alphanumeric Password which differs uniquely from random passwords with 

certain specifications. CFG passwords are created using the model of the Context 

Free Grammar. This technique can be used as authentication for web applications. 

Analysis on CFG Password against Brute force attack is carried out using two 

open source tools. Comparative analysis has been carried out, based on that 

suggestions are given to create strong CFG Password for Secured System and 

where, how it can be used. 

 

Keywords – Password Authentication; Information Security; Alphanumeric 

Password; CFG Password; Brute force Attack  

 

1 Introduction 
 

Passwords have been used for the purpose of authentication since Roman Periods. 
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Password-based systems, Validation based on something what the user knows 

about their identity are generally more common and necessary to access the 

available resources in World Wide Web through networks and the internet. In this 

day and age, network load is regularly growing and high-speed infrastructures (1-

10Gbps) are becoming increasingly common. The straightforwardness and low 

cost of execution have contributed to password authentication being the most 

common and principal authentication method for computer systems. For an 

individual can be thought to be who he claims to be the point at which the 

Password imparted between the authenticator and verification is exact. Text based 

password plays an integral part and vital role in the protection of online identity. 

A strong password therefore plays an essential role in preventing online identity 

theft and alike [23, 24].  

In hacking and penetration testing one of the most imperative expertises used 

is the capability to crack user passwords and gain access to system and network 

resources. Brute force Password cracking is the most familiar method used to 

crack Passwords [10]. In various ways a brute force attack can happen, however, 

primarily in an attacker configuring planned values, by creating requests to a 

server and then analyzing the response. The attacker is able to calculate roughly 

how long it will take to gain the access of the targeted system based on the 

number of attempts, estimated efficiency of the system which is used and attacked. 

An attacker may use a dictionary attack or a traditional brute-force attack with 

given classes of characters for the sake of efficiency [13, 17]. 

The confines & Pitfalls in password [20, 21, 22] push hackers and crackers to 

crack the passwords effortlessly. Passwords are cracked without difficulty by 

various techniques with the available tools and high speed computers. To 

overcome from these issue and attacks users has to create strong password which 

should be a deterrent to attacks. One such innovation in Alphanumeric Password 

is CFG Password. How to create a CFG Password is explained in the next section.  

In this paper, we review the situation and propose a practical, simple, security 

mechanism. Our system can be incorporated into most web applications. And in 

this paper we focus specifically on brute force attack on CFG Password. The 

estimated time to crack CFG Password by brute force attack is calculated with the 

help of available open source tool. Analysis is done from a sample of 30 CFG 

Password chosen at random of varying length. Section 2 brief about Brute force 

attack, Sections 3, 3.1, 3.2 briefs on CFG, generation of CFG password and syntax 

for generating CFG password with few examples respectively and Section 3.3 

summarizes analysis of CFG Password.   

 

2 Brute Force Attack 
 

To hack a website’s login page there are many network attacks such as 

Phishing, tab napping, Social Engineering attack similarly Brute Force attack. 

Brute force Password cracking methodology is one of the most general, most 

unswerving Technique used by Password Crackers [10, 11]. Until the correct 

password is found a brute force attack tries all probable combinations against the  
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medium. The time span a brute force attack depends on the computer speed, 

System configuration, speed of internet connection and security features installed 

on the target system. For Brute force attack estimation time to crack a password is 

directly proportional to complexity of the password I.e.) if the complexity of the 

Password increases time taken to crack the password also increase [12, 14]. Using 

brute force attack tools such as Hydra, attacker can run a large list of possible 

passwords against various network security protocols until the correct password is 

discovered. Alike as a way to test the strength of user passwords and overall 

network integrity hackers and security experts relies on tools. The time consuming 

and high requirements of processing power are the drawbacks of Brute force 

attack [15]. 

 

3 Context Free Grammar and Language 
 

A Context free grammar [18, 19] G is defined by 4-tuple G = (V, T, P, S) 

where V is a finite set of non terminal Variable, T is a finite set of terminals, the 

set of terminals is the alphabet of the language defined by the grammar G. P is a 

finite relation from V to (V U T)*, called the rules or productions of the grammar 

G. And S an element of V is the start symbol. Production Rule determines the 

strings of the language, Strings of the grammar are based on the terminal 

variables. Context free grammar generates the language called as Context free 

Language [19]. The Language is a collection of strings generated by means of the 

production rules defined and using set of terminal, non terminal variables.   

 

3.1 CFG Password 

Established methods of Authentication to access the existing immense, 

wide range of resources in various fields through networks and internet are 

Alphanumeric Password, Graphical Password and Biometric Authentication.  

Familiar and usual mode of Authentication is Alphanumeric Password.  Password 

problem gives rise to the development of new Password techniques such as 

Markov Password [1-4], CFG Password [5] and Array structured Petri Net 

Password [6, 7]. One of such methodology, strategy for verification for web login 

is CFG Password; it is a kind of Alpha-Numeric Password. The generation of 

CFG Password is by utilizing Phrase Structure Grammar [16, 19] of Chomsky 

Hierarchy. The generations of CFG Password is typical rule based to a certain 

extent different from random and phrase Passwords. Taking into account the 

Grammar rule Password can be produced either by user or it can be provided by 

administrator. Since for a given set of generation rule with input symbols it 

creates diverse strings of variable length, this kind of Password can be utilized for 

OTP by service providers for cross check too. Password of varying length and 

diverse character determination could be possible as per the generation rules. The 

advantages of CFG Password are it is easy to generate and can be effectively 

rememberable. From the strings of the language generated using Context Free 

Grammar, by Choice of the grammar, by choosing the length of the Password, and 

their desired input symbols a user can choose CFG password or a service provider  
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can provide a Password for the user. The minimum length of the Password should 

be 8. User can choose different password for different logins since this grammar 

generates patterns of strings. By using various combinations and patterns user can 

set their Password so that it is complex for hackers to crack down their Password. 

And also users have to keep in mind which prototype of strings they have selected 

as their password and for which logins.  

 

3.2 Syntax and Illustrations 

The Syntax generating few Context Free Grammar is as follows: 

1. Grammar generating strings of well balanced Parenthesis: S → S + S | S - 

S | S * S | S / S | (S) | [S] | {S} | a | b | c | ….| z | 0 |. . .| 9. Where S is the Start 

Variable and Input Symbols are lower case a to z, Numeric’s 0 to 9 and Special 

Characters ~ to \.    

2. Grammar generating strings with special word somewhere on that strings: 

S → <Letter*> mother <Letter*>; <Letter*> → <Letter> <Letter*> | λ;   <Letter> 

→ A | ... | Z | a |  ... | z | 0 | ….| 9 | ~ | …| <. Where S is the Start Variable and Input 

Symbols are lower case a to z, Numeric’s 0 to 9 and Special Characters ~ to \.    

3. Grammar generating strings with equal number of a’s, b’s and c’s: S → 

aSBC | aBC; CB → HB; HB → HC; HC → BC; aB → ab; bB → bb; bC → bc; 

cC → cc. Where S is the Start Variable with Input Symbols a, b and c. 

Few examples of CFG Password: (i) (a+b)*(a-b) (ii) {(r-t) + (r*t)} (iii) [x*y]-[x-z]                  

(iv) 123motherabc (v)!@#mother$%^ (vi) aaaaabbbbbccccc (vii) aaaaaacbbbbbb                    

(viii) xyxycyxyx (ix) abxyyxba (x) yxbaabxy.  

 

3.3 Estimation Time to CRACK CFG Password 

Estimation time to crack CFG password by Brute force attack are tabulated below 

with figures showing seconds to crack CFG Password. 30 random passwords 

generated using CFG structure is considered for the analysis.  

 

For CFG Password 

In 

Seconds 

Standard 

Desktop PC 

Fast 

Desktop PC 
GPU Fast GPU Parallel GPUs 

Medium size 

botnet 

Average 
20049372105214600 5275316691235710 2110127518281570 991877325379344 99187711186076 19994498613 

Maximum 
599581594000000000 157784630000000000 63113852000000000 29663510440000000 2966351040000000 599582000000 

Minimum 
0 0 0 0 0 0 

For Common Password 

Average 
1070 270 102 55 5 0 

Maximum 28800 7200 2820 1440 120 0 

Minimum 0 0 0 0 0 0 

 

Table: 1 Attack estimation time estimated by Password -checker. Online-domain-tools [9]. 
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For CFG Password 

In Seconds 

ZX Spectrum The 

popular home 

computer from the 80s 

*Mac Book Pro (2012) 

Popular laptop with 

powerful Intel Core i7 CPU 

Conficker botnet One 

of the most prolific 

botnet 

Tianhe-2 Supercomputer 

The world’s fastest 

supercomputer 

Average 
3178489485387 1105082793951 1051947323320 1051900277375 

Maximum 31557000000000 31557000000000 31557000000000 31557000000000 

Minimum 7200 4 1 1 

For Common Password 

Average 3 1 1 1 

Maximum 4 1 1 1 

Minimum 2 1 1 1 

 

Table: 2 Attack estimation time estimated by blog.kaspersky.com/Password –check [8].  

 

 

Comparison between the common password and CFG password are tabulated 

which shows that it will take time to crack CFG password is than common 

Password. This suggests that CFG Password can be effectively used for web login 

Authentication. 

 

 
 

Fig 1. Attack estimation time estimated by Password -checker. Online-domain-tools [9]. 
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Fig 2.  Attack estimation time estimated by blog.kaspersky.com/Password –check [8]. 

 

5 Conclusion 
 

The brute force attack is difficult to deal with the Passwords of complex and 

unpredictable length. From the tables 1 and 2 showing the average, upper limit 

and minimum estimation time to crack Password it is clear that to a larger extent 

for CFG Password it will require more time to crack than the common Password. 

Time to crack CFG Password like mathematical expression with well balanced 

parenthesis and passwords of length more than 10 shows good resistance against 

brute force attack. This paves a new path for effective data and network security. 

Good resistance towards brute force attack shows CFG Password can be 

effectively used as Password authentication for network applications. Here the 

tool can be built to generate CFG password with predefined set of rules and 

functions which would be sequential executed for each user instruction to generate 

potential CFG Passwords. This tool supports admin group also for password 

setup, resets, random password requirements and OTP. To enhance and enrich the 

performance of this CFG Password technique high level of user support and 

research would lend a hand.  
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