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Abstract

In 2015, Zheng et al. proposed an efficient protocol for two-party
explicit authenticated key agreement(2EAKA). Zheng et al. claimed
that their proposed 2EAKA protocol does not need any fixed public
key infrastructure and is provably secure in the random oracle under
the Computation Gap Diffie-Hellman assumption. However, this pa-
per points out that Zheng et al.’s 2EAKA protocol still suffers from
impersonation attacks based on off-line password guessing attack.

Keywords: Cryptography; Password-based authentication; Explicit au-
thentication; Key agreement; Bilinear pairing; Impersonation attack

1 Introduction

Two-party key agreement protocols[1, 2, 3, 4, 5, 6, 7] enable two honest com-
munication parties(for example, users A and B) to communicate over an open
insecure network in order to establish a shared common secret session key
which can be used later to achieve the cryptographic goals such as condential-
ity, integrity and authenticity[7].

The two-party key agreement protocol can be classied into two categories:
implicit key authentication and explicit key authentication[1, 2, 7]. A two-
party key agreement protocol provides implicit key authentication if entity A is
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assured that no other entity besides entity B can learn the value of a particular
secret key. Key conrmation means that if entity A is assured that the other
entity B is in possession of the secret key. A two-party key agreement protocol
provides explicit key authentication if both implicit key authentication and key
conformation are provided for all participating entities.

In 2015, Zheng et al.[7] proposed an efficient protocol for two-party explicit
authenticated key agreement(2EAKA). Zheng et al. claimed that their pro-
posed 2EAKA protocol does not need any fixed public key infrastructure and
is provably secure in the random oracle under the Computation Gap Diffie-
Hellman assumption[8, 9]. However, this paper points out that Zheng et al.’s
2EAKA protocol still suffers from impersonation attacks based on off-line pass-
word guessing attack[10, 11, 12, 13]. For this reason, Zheng et al.’s 2EAKA
protocol is insecure for practical application.

This paper is organized as follows: Section 2 briefly reviews the Zheng et
al.’s 2EAKA protocol. The security flaws of Zheng et al.’s 2EAKA protocol
are shown in Section 3. Finally, conclusions are given in Section 4.

2 Review of Zheng et al.’s 2EAKA Protocol

This section briefly reviews Zheng et al.’s 2EAKA protocol[7]. We outlined
some notations used in this research paper.

• IDA, IDB : Identities of user A and user B

• pwAB : Shared password of A and user B

• p, q : Secure large prime numbers such that p = 2 mod 3 and p = 6q− 1

• E(Fp) : Super singular elliptic curve defined by y2 = x3 + 1 over Fp

• P : Primitive generator for E(Fp) with order q

• G1 : Cyclic additive subgroup of E(Fp) generated by the base point P

• G2 : Cyclic additive subgroup of F 2
q order q

• ê(·) : An admissible pairing ê : G1 ×G1 → G2

• H(·) : A secure one-way collision-free hash function

• F (·) : A one-way hash function that maps a string to an element of G1

In the Zheng et al.’s 2EAKA protocol, A and B establish a secure high-
entropy session key sk from a shared human-memorable password pwAB over
a public insecure network under the active adversary. Fig. 1 depicts the Zheng
et al.’s 2EAKA protocol, which works as follows:
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User A User B
(IDA, pwAB) (IDB, pwAB)

Choose random a ∈ Z∗
p

Compute ηa = aP + pwABP
{IDA, ηa}−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→

Compute aP = ηa − pwABP
Compute R = F (IDA, IDB)

Choose random b ∈ Z∗
p

Compute s = ê(6P, 6R)ab

Compute k = H(aP, bP,R, s)
Compute µb = H(IDB, k)

Compute ηb = bP + pwABP
{IDB, ηb, µb}←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

Compute bP = ηb − pwABP
Compute R = F (IDA, IDB)
Compute s = ê(6P, 6R)ab

Compute k = H(aP, bP,R, s)

Verify µb
?
=H(IDB, k)

Compute µa = H(IDA, k)
Compute sk = H(IDA, IDB, k)

{µa}−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→
Verify µa

?
=H(IDA, k)

Compute sk = H(IDA, IDB, k)

Session key sk = H(IDA, IDB, k)

Figure 1: Zheng et al.’s 2EAKA Protocol

Step 1. A → B: {IDA, ηa}
User A randomly selects a random element a ∈ Z∗

p , and computes the
followings:

ηa = aP + pwABP (1)

Finally, A sends {IDA, ηa} to user B.

Step 2. B → A: {IDB, ηb, µb}
Upon receiving the message {IDA, ηa}, user B also selects a random
element b ∈ Z∗

p , and then computes the followings:

aP = ηa − pwABP (2)

R = F (IDA, IDB) (3)
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s = ê(6aP, 6bR) = ê(6P, 6R)ab (4)

k = H(aP, bP,R, s) (5)

µb = H(IDB, k) (6)

ηb = bP + pwABP (7)

Finally, B sends {IDB, ηb, µb} to user A.

Step 3. A → B: {µa}
Upon receiving the message {IDB, ηb, µb}, A computes the followings:

bP = ηb − pwABP (8)

R = F (IDA, IDB) (9)

s = ê(6bP, 6aR) = ê(6P, 6R)ab (10)

k = H(aP, bP,R, s) (11)

and then checks whether the equality

µb
?
=H(IDB, k) (12)

holds or not. If it does not hold, user A terminates this session. Oth-
erwise, A computes the followings:

sk = H(IDA, IDB, k) (13)

µa = H(IDA, k) (14)

Finally, A sends {µa} to user B.

Step 4. Upon receiving the message {µa}, user B checks whether the equality

µa
?
=H(IDA, k) (15)

holds or not. If it holds, user B generates the session key

sk = H(IDA, IDB, k) (16)

Otherwise, B terminates this session.

Finally, A and B agree on the common session key sk = H(IDA, IDB, k).
Both sides will agree on the session key sk if all communication steps are
executed correctly. Once the Zheng et al.’s 2EAKA protocol run completes
successfully, both parties may use sk to encrypt their subsequent session traffic
in order to create a confidential communication channel.
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3 Cryptanalysis of Zheng et al.’s 2EAKA Pro-

tocol

This section demonstrates that Zheng et al.’s 2EAKA protocol[7] is vulnerable
to impersonation attacks. Here, we show that an adversary Eve could obtain
the correct shared password by masquerading as the legitimate user A and
doing the following steps:

A1. Eve picks a random element e ∈ Z∗
p , then computes ηe = eP . Finally,

Eve sends {IDA, ηe} to user B.

A2. Upon receiving the messages {IDA, ηe}, user B will select a random ele-
ment b ∈ Z∗

p , and then compute the followings:

eP − pwABP = ηe − pwABP (17)

R = F (IDA, IDB) (18)

s = ê(6(eP − pwABP ), 6bR) = ê(6P, 6R)(e−pwAB)b (19)

k = H(eP − pwABP, bP,R, s) = H((e− pwAB)P, bP,R, s) (20)

µb = H(IDB, k) (21)

ηb = bP + pwABP (22)

Finally, B will send {IDB, ηb, µb} to the adversary Eve.

A3. Upon receiving the messages {IDB, ηb, µb}, Eve can compute the correct
shared password pwAB by the following off-line password guessing attack:

(a) Select a candidate password pw∗
AB.

(b) Compute the followings:

R = F (IDA, IDB) (23)

bP = ηb − pw∗
ABP (24)

s∗ = ê(6bP, 6(e− pw∗
AB)R) (25)

k∗ = H((e− pw∗
AB)P, bP,R, s∗) (26)

(c) Checks if the following equation holds or not

µb
?
=H(IDB, k

∗) (27)

If the check passes, then Eve confirms that the guessed password
pw∗

AB is the correct one.
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It is clear that if pw∗
AB ≡ pwAB, then

H(IDB, k
∗) = H(IDB, H((e− pw∗

AB)P, bP,R, s∗))

= H(IDB, H((e− pw∗
AB)P, bP,R, ê(6bP, 6(e− pw∗

AB)R)))

= H(IDB, H((e− pw∗
AB)P, bP,R, ê(6P, 6R)(e−pw∗

AB)b))

= H(IDB, H((e− pwAB)P, bP,R, ê(6P, 6R)(e−pwAB)b))

= H(IDB, H((e− pwAB)P, bP,R, s))

= H(IDB, H(eP − pwABP, bP,R, s))

= H(IDB, k)

= µb

(28)

(d) If it is not correct, Eve chooses another password pw∗∗
AB and repeat-

edly performs above steps (b) and (c) until

µb
?
=H(IDB, k

∗∗) (29)

A4. By using the guessed password pw∗
AB, the attacker Eve can freely perform

the user impersonation attack or the server impersonation attack. There-
fore, Zheng et al.’s 2EAKA protocol is vulnerable to the above imperson-
ation attacks based on off-line password guessing attack[10, 11, 12, 13].

4 Conclusions

This paper reviewed Zheng et al.’s 2EAKA protocol and then pointed out that
the 2EAKA protocol is still vulnerable to impersonation attacks based on off-
line password guessing attack unlike their claims. Consequently, Zheng et al.’s
2EAKA protocol is insecure for practical application. Further works will be fo-
cused on improving the 2EAKA protocol which can be able to provide greater
security and to be more efficient than the existing password-based explicit au-
thenticated key agreement protocols by an accurate performance analysis.
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