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Abstract

Cybercrime is one of the latent phenomena where it is difficult to es-
timate the risk of being a cybercrime victim. In this paper, we propose
the application of latent class analysis to solve the problem of identifi-
cation of youth population who risk being cybercrime victim on social
networks. For this reason, we devised a questionnaire which was filled
out by a sample of nearly 165 young internet users from six different
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regions in Morocco. The data resulted is used to form and test a model
that can estimate the proportion of youth population who risk being
a cybercrime victim on social networks whether consciously or uncon-
sciously.
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1 Introduction

Latent Class Analysis (LCA) [1] is a statistical solution for Identifying latent
class membership using observed variables. The adaptation of this method to
the problem of cybercrime was already mentioned in a scientific article [2].
The purpose of the present paper is to focus on the analysis of cybercrime in
social networks. And apply LCA to identify the youth population who risk be-
ing cybercrime victim on social networks whether consciously or unconsciously.
For this reason, we use the package (poLCA) [3] to build two models: The first
concerns the determination of youth population who risk being a cybercrime
victim, and the second concerns the determination of young people who are
conscious of the danger of cybercrime.

2 Model to estimate the young people who
risk being cybercrime victims on social net-
works

The data used in the study are derived from a survey and a questionnaire which
was filled out by a sample of nearly 165 young internet users from six different
regions in Morocco. Eleven dichotomous variables were selected by analyzing
the scatter plot obtained by multiple correspondence analysis. The choice of
variables Was aussi done on the basis of social networks usage behaviors.
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Figure 2: MCA for selected variables

We tested models with different number of classes. The best model specified
three latent classes. Indeed, the information criteria AIC3[4], AICc[5], HT'[5],
CAlu[6], HQ[7] are minimum for this number of classes. The young population
can be divided into three different groups or classes.
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Figure 3: Criteria for selection and validation of class numbers

The conditional probabilities presented in the graph below are used to give an
interpretation to the different classes. All manifest variables have two modal-
ities (Yes or No).
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Figure 4: The conditional probabilities to answer ”yes” to the behaviors
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The classes detailed as follows
e Class 1 (30%): Attentive and not exposed to risk
e Class 2 (25%): At high risk of falling victim to cybercrime

e Class 3 (45%): Attentive and low exposure to risks
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Figure 5: Interpretation of classes

2.1 Model to estimate the class of conscious youths of
the danger of cybercrime in social networks

The aim of building this model is to estimate the youth aware of the dangers of
cybercrime, to discover their characteristics, and to demonstrate the relation-
ship between "to be a victim”, and "to be conscious”. We followed the same
previous process and found that this model is adjusted to five latent classes
presented as follows

e Class 1 (6.7%): Security measures Ignorant

Class 2 (32%): Not conscious of the danger of cybercrime

Class 3 (8.5%): Less conscious of the danger of cybercrime

Class 4 (37.4%): Conscious of the danger of cybercrime

Class 5 (15.5%): Unable to evaluate the danger of cybercrime
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3 Results and Discussion

LCA has identified three latent classes. One among them represents a class of
young people at risk of becoming a victim of cybercrime "risky”. This class
represents 25%. The other classes are regrouped as ”Not risky 7.

We have concluded that

e One in four young risk to be a victim of cybercrime on social networks.
e About one in three young is conscious of the danger of cybercrime.

e The classes built by LCA showed that the highest risk are those young
people who ignore security measures and those unable to assess the risk.
(54.5% et 46.2% respectively).

e The risk decreases to 13% for youth conscious of the danger of cyber-
crime.
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Figure 6: Relationship between risk and conscience

4 Conclusion

In this paper, we applied LCA to estimate the proportion of youth who risk
being cybercrime victims on social networks and the proportion of youth con-
scious of the danger of this phenomena. Using LCA, we tested several models,
the best model identified three latent classes, one of these classes represents
the class of young Internet users who risk being cybercrime victims on social
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networks. Similarly, we built a model to estimate the youth class conscious of
the danger of cybercrime.

Although this approach is used to classify individuals according to the risk
of cybercrime in social networks, we can generalize this approach for the risk
assessment from a set of behaviors related to the use of the Internet . The
difficulty encountered in the implementation of LCA is how to select the man-
ifest variables[8].
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