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ABSTRACT 

This paper presents an investigation and analysis of methods used by hackers to 
make hacking for any information in any site on the network, also the paper 
presents a new method(s) to prevent hacking of information using some security 
principles. A comparison between such methods is presented here and also with 
the suggested method. 
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1 INTRODUCTION  
 
Several types of network attacks have been found up till now; each of them 
utilizes one or more security vulnerabilities in the TCP/IP protocol specification 
or some well-known weakness in the implementations of TCP/IP. There includes, 
IP address spoofing, TCP sequence prediction as we have mentioned early, others 
like, SYN flooding, DNS misuse, Ping of Death, or some newly come-out Java-
related attacks. However, according to their basic techniques and impacts to the 
victim system, we could divide them into two basic categories: denial of service 
and spoofing. 
Denial of Service 
The lifeblood of today’s world is information [3]. The denial-of-service attacks 
attempt to prevent or delay access to the information or the information 
processing systems. The basic idea behind this type of attack is to tie up a service 
provider with bogus requests with intent to render it to unreliable or unusable. A  
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slight variant is to launch large number of processes to run up CPU cycles, 
memory or other resources. 
Chargen and Echo 
CHARGEN is a simple service provided by most TCP/IP implementation under 
UNIX. It runs on both UDP and TCP port 19. For every incoming UDP packet, 
the server just sends back a packet with 0 to 512 randomly selected characters. 
Another well-known service is ECHO, which is running on UDP and TCP port 7. 
For each packet coming in, the server just responses with whatever it has 
received. These two services are generally used for diagnosing purpose. However, 
they could be employed by a malicious denial-of-service type attack. Assuming a 
“chain” has been established between a CHARGEN service and an ECHO 
service. Each of them will produce output continuously, leading to a very large 
number of packets among the network and thus a denial of service on the 
machines where the services are offered. 
Launching such an attack is surprisingly easy; a simple UDP packet could set a 
whole network into trouble. Suppose there are two hosts A and B and a hacker on 
machine X. With the help of IP address spoofing, a hacker could send out a UDP 
packet to A with B’s IP address as the source IP address and 7 as the source port, 
while setting the destination IP address as A’s IP address and 19 as the destination 
port. When this packet arrived A, A will falsely think B wants to access the 
CHARGEN service, then sends back a packet to B’s ECHO port. At this point, a 
“chain” has been established successfully. Subsequently, large amount of traffic 
will be generated within the network where hosts A and B reside. As a result, 
network users will feel an abrupt drop of the speed of their network applications. 
Generally speaking, CHARGEN and ECHO type of attack is a kind of blind 
attack. 
There is no particular object from a hacker’s point of view. The goal is to slow 
down a whole network. The idea behind this attack can be easily extended to other 
UDP services. If a poorly designed UDP server could not correctly deal with the 
abnormal incoming request, it is highly possible that a hacker could trigger 
infinite message exchanging between two innocent hosts. 
Other Denial of Service Attacks 
There are some types of attacks, which utilize the broadcast property of 
transmission media, are limited to a LAN (Local Area Network) environment. 
However, we could not overlook those attacks. Among a modern network system, 
heterogeneous hardware and software architecture becomes more and more 
common. It is quite possible that some hosts may be less secure than others, either 
because of less of physical protection or little concern in operating system design. 
A hacker can perform a multi-stage attack by first breaking into a less safe host 
and then compromise the whole network system. One of the threats to a LAN is 
called SYN_RST generator, which can block most of TCP connections. Suppose a 
host A want to make a TCP connection with host B, it will first send a SYN 
packet to B. At the same time, host X also heard this message, due to the 
broadcast communication media. Before B responds with a SYN_ACK packet, X  
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quickly sends out a RST packet to A, shutting down the intended connection. In 
this case, the faster a machine is, the more possible it could destroy other 
connection intent. Another example aims to attack the flow control mechanism in 
TCP conversation. In order to prevent a fast sender to overrun the buffer of a slow 
receiver, each TCP packet has a window size advertisement for their 
communication peer. During the communication process, a third party host could 
impersonate the destination host, sending a packet with zero window size. Then, 
each communication party may be halted due to the lack of buffer advertised by 
its communication peer. 
 
 
2 GENERAL METHODS OF HACKING 
 

1. Stealing Passwords 
Security experts have been discussing the problems with password security for 
years. But it seems that few have listened and taken action to resolve those 
problems. If your IT environment controls authentication using passwords only, it 
is at greater risk for intrusion and hacking attacks than those that use some form 
of multifactor authentication. The problem lies with the ever-increasing abilities 
of computers to process larger amounts of data in a smaller amount of time. A 
password is just a string of characters, typically only keyboard characters, which a 
person must remember and type into a computer terminal when required. 
Unfortunately, passwords that are too complex for a person to remember easily 
can be discovered by a cracking tool in a frighteningly short period of time. 
Dictionary attacks, brute force attacks, and hybrid attacks are all various methods 
used to guess or crack passwords. The only real protection against such threats is 
to make very long passwords or use multiple factors for authentication. 
Unfortunately, requiring ever longer passwords causes a reversing of security due 
to the human factor. People simply are not equipped to remember numerous long 
strings of chaotic characters. But even with reasonably long passwords that people 
can remember, such as 12 to 16 characters. 
Password theft, password cracking, and even password guessing are still serious 
threats to IT environments. The best protection against these threats is to deploy 
multifactor authentication systems and to train personnel regarding safe password 
habits. 
2.Trojan Horses 
A Trojan horse is a continuing threat to all forms of IT communication. Basically, 
a Trojan horse is a malicious payload surreptitiously delivered inside a benign 
host. But the real threat of Trojan horses is not the malicious payloads you know 
about, its ones you don't. A Trojan horse can be built or crafted by anyone with 
basic computer skills. Any malicious payload can be combined with any benign 
software to create a Trojan horse. There are countless ways of crafting and 
authoring tools designed to do just that. Thus, the real threat of Trojan horse 
attack is the unknown.  The malicious payload of a Trojan horse can be anything.  
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This includes programs that destroy hard drives, corrupt files, record keystrokes, 
monitor network traffic, track Web usage, duplicate e-mails, allow remote control 
and more. Payloads can be grabbed off the Internet or can be just written code 
authored by the hacker. Then, this payload can be embedded into any benign 
software to create the Trojan horse. Common hosts include games, screensavers, 
greeting card systems, admin utilities, archive formats, and even documents. 
3. Exploiting Defaults 
Nothing makes attacking a target network easier than when that target is using the 
defaults set by the vendor or manufacturer. Many attack tools and exploit scripts 
assume that the target is configured using the default settings. Thus, one of the 
most effective and often overlooked security precautions is simply to change the 
defaults. 
 There are numerous sites that catalog all of the default user names, passwords, 
access codes, settings, and naming conventions of every software and hardware IT 
product ever sold. It is your responsibility to know about the defaults of the 
products you deploy and make every effort to change those defaults to non 
obvious alternatives. But it is not just account and password defaults you need to 
be concerned with, there are also the installation defaults such as path names, 
folder names, components, services, configurations, and settings. Each and every 
possible customizable option should be considered for customization. Try to avoid 
installing operating systems into the default drives and folders set by the vendor. 
Don't install applications and other software into their "standard" locations. Don't 
accept the folder names offered by the installation scripts or wizards. The more 
you can customize your installations, configurations, and settings, the more your 
system will be incompatible with attack tools and exploitation scripts. 
4. Man-in-the-Middle Attacks 
Every single person reading this white paper has been a target of numerous man-
in-the-middle attacks. A MITM attack occurs when an attacker is able to fool a 
user into establishing a communication link with a server or service through a 
rogue entity. The rogue entity is the system controlled by the hacker. It has been 
set up to intercept the communication between user and server without letting the 
user become aware that the misdirection attack has taken place. A MITM attack 
works by somehow fooling the user, their computer, or some part of the user's 
network into re-directing legitimate traffic to the illegitimate rogue system. A 
MITM attack can be as simple as a phishing e-mail attack where a legitimate 
looking e-mail is sent to a user with a URL link pointed towards the rogue system 
instead of the real site. The rogue system has a look-alike interface that tricks the 
user into providing their logon credentials. The logon credentials are then 
duplicated and sent on to the real server. This action opens a link with the real 
server, allowing the user to interact with their resources without the knowledge 
that their communications have taken a detour through a malicious system that is 
eavesdropping on and possibly altering the traffic. MITM attacks can also be 
waged using more complicated methods, including MAC (Media Access Control) 
duplication, ARP (Address Resolution Protocol) poisoning, router table  
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poisoning, fake routing tables, DNS (Domain Name Server) query poisoning, 
DNS hijacking, rogue DNS servers, HOSTS file alteration, local DNS cache 
poisoning, and proxy re-routing. And that doesn't mention URL obfuscation, 
encoding, or manipulation that is often used to hide the link misdirection. 
To protect yourself against MITM attacks, you need to avoid clicking on links 
found in e-mails. Furthermore, always verify that links from Web sites stay within 
trusted domains or still maintain SSL encryption. Also, deploy IDS (Intrusion 
Detection System) systems to monitor network traffic as well as DNS and local 
system alterations. 
5. Wireless Attacks 
Wireless networks have the appeal of freedom from wires - the ability to be 
mobile within your office while maintaining network connectivity. Wireless 
networks are inexpensive to deploy and easy to install. Unfortunately, the true 
cost of wireless networking is not apparent until security is considered. It is often 
the case that the time, effort, and expense required to secure wireless networks is 
significantly more than deploying a traditional wired network. Interference, DOS, 
hijacking, man-in-the-middle, eavesdropping, sniffing, and many more attacks are 
made simple for attackers when wireless networks are present. That doesn't even 
mention the issue that a secured wireless network (802.11a or 802.11g) will 
typically support under 14 Mbps of throughput, and then only under the most 
ideal transmission distances and conditions. Compare that with the standard of a 
minimum of 100 Mbps for a wired network, and the economy just doesn't make 
sense.  
6. Doing their Homework 
I don't mean that hackers break into your network by getting their school work 
done, but you might be surprised how much they learn from school about how to 
compromise security. Hackers, especially external hackers, learn how to 
overcome your security barriers by researching your organization. This process 
can be called reconnaissance, discovery, or footprinting. Ultimately, it is 
intensive, focused research into all information available about your organization 
from public and non-so-public resources. If you've done any research or reading 
into warfare tactics, you are aware that the most important weapon you can have 
at your disposal is information. Hackers know this and spend considerable time 
and effort acquiring a complete arsenal. What is often disconcerting is how much 
your organization freely contributes to the hacker's weapon stockpile. Most 
organizations are hemorrhaging data; companies freely give away too much 
information that can be used against them in various types of logical and physical 
attacks.  
However, it is the information that you can't change or remove from the Internet 
that will continue to erode your security. The only way to manage uncontrollable 
information is to alter your environment so that it is no longer correct or relevant. 
Think of this as a new way to deviate from defaults or at least deviate from the 
previous known. 
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7. Monitoring Vulnerability Research 
Hackers have access to the same vulnerability research that you do. They are able 
to read Web sites, discussion lists, blogs, and other public information services 
about known problems, issues, and vulnerabilities with hardware and software. 
The more the hacker can discover about possible attack points, the more likely it 
is that he can discover a weakness you've yet to patch, protect, or even become 
aware of. 
To combat vulnerability research on the part of the hacker, you have to be just as 
vigilant as the hacker. You have to be looking for the problems in order to protect 
against them just as intently as the hacker is looking for problems to exploit. This 
means keeping watch on discussion groups and web sites from each and every 
vendor whose products your organization utilizes. Plus, you need to watch the 
third-party security oversight discussion groups and web sites to learn about 
issues that vendors are failing to make public or that don't yet have easy solutions. 
These include places like securityfocus.com, US CERT, hackerstorm.com, and 
hackerwatch.org. 
8. Confidence Games 
The good news about hacking today is that many security mechanisms are very 
effective against most hacking attempts. Firewalls, IDSes, IPSes, and anti-
malware scanners have made intrusions and hacking a difficult task. However, the 
bad news is many hackers have expanded their idea of what hacking means to 
include social engineering: hackers are going after the weakest link in any 
organization's security—the people. People are always the biggest problem with 
security because they are the only element within the secured environment that 
has the ability to choose to violate the rules.  
9. Already Being on the Inside 
All too often when hacking is discussed, it is assumed that the hacker is some 
unknown outsider. However, studies have shown that a majority of security 
violations actually are caused by internal employees. So, one of the most effective 
ways for a hacker to breach security is to be an employee. This can be read in two 
different ways. First, the hacker can get a job at the target company and then 
exploit that access once they gain the trust of the organization. Second, an existing 
employee can become disgruntled and choose to cause harm to the company as a 
form of revenge or retribution. In either case, when someone on the inside decides 
to attack the company network, many of the security defenses erected against 
outside hacking and intrusion are often ineffective. Instead, internal defenses 
specific to managing internal threats need to be deployed. This could include 
keystroke monitoring, tighter enforcement of the principle of least privilege, 
preventing users from installing software, not allowing any external removable 
media source, disabling all USB ports, extensive auditing, host-based IDS/IPS, 
and Internet filtering and monitoring. 
Bellovin, S.M., (1989), The TCP/IP protocol suite, which is very widely used 
today, was developed under the sponsorship of the Department of Defense. 
Despite that, there are a number of serious security flaws inherent in the protocols,  
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regardless of the correctness of any implementations. We describe a variety of 
attacks based on these flaws, including sequence number spoofing, routing 
attacks, source address spoofing, and authentication attacks. We also present 
defenses against these attacks, and conclude with a discussion of broad-spectrum 
defenses such as encryption. Bellovin, S.M., (1995), The DARPA Internet uses 
the Domain Name System _DNS__ a distributed database  to map host names to 
network addresses_ and vice-versa_ Using a vulnerability first noticed by P_V_ 
Mockapetris. They demonstrate how the DNS can be abused to subvert system 
security. They also show what tools are useful to the attacker. Possible defenses 
against this attack including one implemented by Berkeley in response to our 
reports of this problem are discussed and the limitations on their applicability are 
demonstrated.  This paper was written in and was withheld from publication by 
the author. The body of the paper is unchanged, even to the extreme of giving the 
size of the Internet as hosts. An epilogue has been added that discusses why it was 
held back, and why it is now being released. A. Boulanger, 1998, For years, 
"hackers" have broken into computer systems, and now an entire industry is 
dedicated to computer network security. Both hackers and computer security 
professionals have developed software tools for either breaking into systems or 
identifying potential security problems within computer networks. This software 
can be found on compromised systems as well as within the toolkits of legitimate 
"tiger" teams that operate with the consent of the network owners. This paper 
describes some of the current techniques and tools employed by the hacker 
underground in breaching the security of networked computers, focusing 
primarily on UNIX based hosts connected to TCP/IP networks. 

 

3 RESULTS AND DISCUSSION 

NEW METHOD  
Some systems, like routing infrastructures, DNS (Domain Name System) and so 
on, play critical roles in the execution of a network system, especially the Internet. 
Therefore, the security issues of those systems should be discussed into more 
details. 
Routing Infrastructure Attacks 
As we described at the very beginning of this paper, all the TCP/IP services are 
built above a connectionless packet delivery system [7]. With a layered protocol 
stack in mind, every message is transferred in the form of IP packet, which is the 
basic unit of data traveled among distributed network devices. For a large-scale 
and heterogeneous network environment, like the Internet, making a packet to the 
right destination is the task of routing infrastructures. Internet adopts a  
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hierarchical routing architecture, which relives each single router from storing too 
much path information. A router makes routing decision of an IP packet based on 
a data structure called routing table, which holds the status of each path linked to 
that router. Periodically, a router generates LSU (Link State Updates) that 
describe the latest status of the links to the router and disseminates those updates 
to other neighbor routers. Then, based on LSU received, routers update their own 
routing tables and cooperate in forwarding the IP packets from source to 
destination [8]. Potential threats to the routing infrastructures come mainly from 
spoofing type attacks and some of them can lead to results of denial of service. A 
faulty router can modify the packets passing through it or discard the packets at 
all, then bring some networks or hosts unreachable. Furthermore, a malicious 
configured or compromised router can send bogus routing control packets to other 
routers, which may in turn cause all the packets switch to itself and then 
eavesdrop the content within the packets. 
 
DNS Misuse 
DNS is not inherent to TCP/IP protocol when it is first proposed. However, with 
millions of networks and hosts interconnected by the Internet, IP address becomes 
quite inconvenient for user level communications. An alternative approach is to 
map low-level IP address into meaningful hostname, which is the main motivation 
of DNS. 
DNS is a distributed database system, which handles mapping high-level host 
names into low-level IP addresses, or vice versa. Much like routing 
infrastructures, DNS is composed by a large number of name servers in a 
distributed hierarchical architecture, while each individual name server handles 
requests from a limited domain. If a name server does not know how to resolve a 
particular query, it may forward the query to another name server, which either 
has much more information or is more specific to that particular domain which the 
query asked. 
Most DNS implementation adopts UDP as transportation layer protocol. Then 
besides the vulnerabilities of itself, it also inherits security weakness from UDP, 
like lack of state information, difficulty in user authentication, and so on. With the 
similar architecture as the routing infrastructures, DNS face the same threats from 
spoofing type attacks. A misused name server could be used easily by a hacker to 
masquerade himself as from any trusted host, for a resolver query can be 
intercepted and a hacker-controlled name server can response the query with 
whatever IP address a hack intends to be. A recently found bug in Java class 
verifier has a tight relation with this kind of attack, in which a malicious applet 
could connect with any host other then the host from which it was downloaded. 
Caching is widely used by DNS to improve the system efficiency. In DNS 
specification, there is also a little concern for the data integrity and consistency of 
cache. So, an attack by sending spoofed information to a name server in a 
straightforward way will not work. Instead, a hacker use another approach called 
“Ask Me” to poison a name server’s cache by malicious data item.  Imagine there  
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is a hacker on host X, who has full control of name server B and wishes to give 
the following wrong mapping information to name server A: 
-IP of host X -> Name of host A 
-Name of host A -> IP of host X 
As NS B cannot directly send out the false information to NS A, instead it asks 
NS A to resolve a mapping that can only be handled by NS B itself. As a result, 
NS A will forward this request back to NS B. Then NS B appends the incorrect 
mapping information between host name A and its IP address to the response to 
NS A. With this little trick, the cache of name server A will be poisoned by a 
malicious record. After this point, the hacker on host X could go ahead and launch 
some more serious attacks, such as attacks to name-based applications like “r-
utilities”. 
 
 
 
 
 
 
 
 
 
 
 
 

 
Fig.1 DNS packets 

 
Besides some similar results mentioned in the routing infrastructure attacks, like 
misleading the packet flow, a DNS attack can greatly facilitate the attacks aimed 
at name based applications. In sum, a combined attack on the DNS system and the 
routing mechanism can be catastrophic [2]. 
NFS – No File Security 
NFS (Network File System) is created by SUN Microsystems and is the 
predominant distributed file system [9]. NFS allows files to be shared among 
multiple hosts and works in a way, which is transparent to the user applications. A 
NFS server host exports one or more file systems to be used only by client hosts, 
which are permitted to use them. However, the NFS server grants the access based 
merely on the IP address of client machine, which is not difficult to spoof. In fact, 
NFS stores the user configuration on the server size, like whether the user is 
authorized to use this system, what level of access right a particular user has, such 
as read only or read-write. The need for user authentication is left for client host. 
So, from a compromised host, a malicious user could claim him as whoever he 
wants to be. Even worse, the whole NFS protocol is specified as a set of RPCs 
(Remote Procedure Call), which is built upon UDP. And UDP is trivial to spoof as  
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we always mentioned in previous parts of this paper. At application level, the NFS 
adopts a stateless approach, which means the server has no idea about what files 
are being opened by remote clients or what parts of the files are in process. The 
benefit of this approach is the system is easy to recover. The downside of it is, a 
client can keep the file handles, which are previously assigned by the server, and 
continue to use them, even though the server has no longer trusted that client host. 
X-Windows 
X Windows System, or X is a client-server application used mainly for display 
management among single or multiple UNIX systems. A server resides at a user 
machine and handles requests from clients, which may be local clients or users 
from remote hosts. Then server will dispatch these inputs to the corresponding 
client applications. X provides three good features: location independence, 
hardware independence and operating system independence [9]. The weakness of 
X exists in the access control method being used by X servers. When client 
machines are specified by “xhost”, an X server allows access only from the hosts, 
which it grants permission. However, there is no restriction on which process of 
that machine can access the X server. So, a hacker can spoof as an X client and 
receive inputs from other user process on the same host or even from other hosts. 
Furthermore, the hacker could even modify the message, which does not belong to 
him or block it from reaching real user process. On the other hand, an X server 
can also be spoofed. Then it caused the display of information, which come from 
other users’ applications. 
If a host has been set by “xhost” to be accessible to your X server, then a user at 
that host could do: 
-Destroy any (or all) of your windows 
-Open new windows on your terminal 
-View the contents of your screen remotely 
-Log all your keystrokes, including your passwords 
-Generate whatever X event, which he wants to “Xauth” is a slight improvement 
of security mechanism of X system, which requires the remote X client to know a 
secret quantity for your display, which is called MIT-MAGICCOOKIE.  
However, if a hacker happens to know that quantity, a thing does not make any 
change comparing with the case of “xhost”. 
Distributed Coordinated Attacks 
DCA (Distributed Coordinated Attack) is not a new type of network attack, but it 
brings new challenges to the corresponding detection and protection system. 
Usually, a hacker’s behavior can be traced by the system level auditing tools or 
through watching out one or a set of particular hosts. However, in a DCA, a large 
scope of hosts are being used, some of them even does not know it has been 
involved into a network attack. A DCA password guessing attack is such an 
example, in which many components at different sites performing different tasks 
in a coordinated way in order to achieve a same goal. First of all, a web page, 
which includes a sophisticated Java applet, is being downloaded by a user’s 
browser. Next step, with the help from some DNS attacks, the Java applet  
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connects to a victim host and attempts a sequence of password guessing in a brute 
force way. Once an entry succeeds, the Java applet will soon send back a copy of 
password to the hacker’s host. During this attack, from the point view of victim 
host, one can only trace a series of login attempt from the browser’s host. But the 
real hacker sitting in a dark corner of the Internet could not be found easily. 
Possible Detection and Protection Methods 
The distributed nature of computer networks makes it hard to detect a potential 
attack or protect a computer system from hackers’ compromise. However, some 
techniques have been developed in this field, such as firewall, cryptography, and 
so on. 
System Configuration Improvements 
To defend against an incoming attack, the first thing to do is to make the system 
itself strong. There are some issues here, such as correcting the errors in system 
configuration files, make the right adjustment of system parameters like TCP time 
out timer, length of pending request queue. 
Router Configuration Improvements 
Router is a key device for internetworking. The correct configuration on the 
routing policy could efficiently reduce the possibilities of some types of network 
attacks. An obvious improvement should be like this: 
-Configure external interfaces to block packets that have source IP address from 
the internal network 
-Configure internal interfaces to block packets to the outside that have source IP 
address from outside of the internal network 
Firewall 
The first generation firewall is just a packet filter, like screening router, the 
security level depends largely on the experience of the network administrator. 
Second generation firewall is built on top of application level protocol. For each 
type of service, there must exist a proxy, which in charge of connection relay and 
can also enforce some security or authentication policies on both sides of the 
communication. Furthermore, the current firewall product also provides some 
extra functionality, like NAT (Network Address Translation), SYN flooding 
protector, and so on. They are useful in protecting some particular types of 
attacks. 
Infrastructure Improvements 
There are some security holes inside the specification of the protocol itself, there 
is no external way can help resolve them, like the IP address spoofing. The only 
approach is to enhance the protocol itself. There are some works already been 
done for the protocol enhancement, like some protocols borrowing some ideas 
form cryptography. In the new IPv6, some special security features have also been 
proposed. 
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4 Conclusions 
 
The new method has a good efficiency over the last methods because it can make 
hacking preventing more than the last methods. Good and strong hacking method 
can prevent hackers more.    
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