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Abstract 
 
          This article presents a method for secure multipath routing. Organization of 
the process of finding multiple paths is defined by modified Deijkstra's algorithm. 
Message separation is based on the Shamir’s threshold scheme. The modeling 
multipath secure communication program was developed as an example of it. 
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1  Introduction 
 
Because of the extension of the scope of wireless networking an important 

issue is to increase the security of information transfer. Existing methods for im-
proving security are focused on the fixed structure, using of these techniques in 
mobile networks require significant overhead, and possibly not applicable at all. 
In mobile computer networks multipath routing algorithms are used [6,11] in or-
der to improve reliability, charge balancing [8] and protection against failures by 
distributing traffic over multiple disjoint paths [9]. 

Known methods for multipath routing in mobile computer networks, aimed 
for improving the quality of information transfer and to ensure uniform load of 
computer network [1,2,5] and, as a rule, it doesn’t provide the required level of 
information security. 

Due to this there is a need to develop a new method of multipath routing, 
which will increase the security of information transferring.  
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2  Overview of existing solutions 
 

Multipath routing has also been proposed to reduce the effectiveness of at-
tacks [12], in networks with low latency anonymity. In contrast to the totality of 
networks that impediments to these attacks by batching messages and the intro-
duction of artificial-delays, Feigenbaum [4] introduces a new structure for anon-
ymous communication, called a multi-level mesh topology, which protects against 
such attacks without delaying the user traffic. 

When using the multipath secure routing, message is separated into several 
parts. Each part of the message is transmitted on a separate path, when it is neces-
sary to determine which method will be the separation of the original mes-
sage. For a simple message, you need a minimum of network resources. However, 
this division does not provide extra security, since each packet contains a part of 
the message, which can be used to recover the entire of all message. Also it is 
difficult to ensure the integrity of the message with this method. To separate mes-
sages on the parts used the threshold separating Shamir algorithm [10]. Message 
separation and reconstruction is carried out using the Lagrange interpolation poly-
nomials. 

 
 

3  Problem solution 
 

To solve this problem are encouraged to use the separation of the sending 
message into parts and transfer them to the set of optimal paths. You must deter-
mine the optimal set of paths in terms of security of routing messages to organize 
a split into parts and to ensure reliable transmission of information over a wireless 
network. 

Disjoint paths can be one of two kinds: a) paths with disjoint links and b) 
the path with disjoint nodes. Paths with disjoint nodes have only two common 
node - a source node and destination node. When you use paths with disjoint 
links, all routes pass through the various channels of communication, but may 
have some common nodes. 

To solve this problem are encouraged to use a threshold algorithm for divi-
sion of the message. It separates the secret message into N pieces, called shares 
(share or shadow). Here, with the presence of any number of parts less than T, it is 
impossible to obtain any information about the secret message. At the same time, 
using an appropriate algorithm, we can recover the message from any number 
equal or more than T. This approach is called a threshold scheme of separation of 
message (T, N) (threshold secret sharing). Thus, when using a threshold separation 
schemes (T, N), a secret message can be divided into N parts with it in order to 
intercept the message, the enemy must catch at least T units. Another reason for 
using a threshold separation is that the generation and reconstruction of parts of 
the message posts are linear operations (Shamir scheme with using Lagrange in-
terpolation polynomials). 
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Suppose you have a secret message K. With the help of a threshold scheme 

it splits into N parts -  1 2, , , NS S SK  that are called shares. Each of N participants in 
the system 1 2, , , NP P PK , contains, respectively, one part of the message. This meth-
od of separation ensures that the use of efficient algorithms, any T of N partici-
pants can recover the message. While the number of participants less than T, it is 
impossible to obtain any data on the system message, K. This method is called a 
threshold scheme sharing of classified information (T, N). The scheme consists of 
two algorithms. The first algorithm - separator (dealer), its aim is in the generation 
and distribution parts of the message by paths. The second - the collector (com-
biner), it collects the message from the participants, and restores a secret message 
K from any T correct parts. The collector is not able to recover the secret message 
if the correct number of parts is less than T. 

There are several different schemes of the threshold separating of the mes-
sage. As an example, Shamir threshold scheme using Lagrange interpolation pol-
ynomials. The process of separation into parts is very simple - the calculation of 
the polynomial of the (T-1) power 

        ( ) ( )1
0 1 1 modT

Tf x a a x a x p−
−= + + +K          (1) 

in point ix =  we can get  i-th part: )()( ifiS = , 
where p - large prime number bigger than any of the factors, known by sep-

arator and collector, the coefficient  ( )Ka =0  – secret information, the remaining 
coefficients 110 ,...,, −Taaa  are chosen randomly. 

According to the  fundamental  theorem of  algebra, with known T  values 
of a polynomial of the (T - 1) power can be solved (i.e, to determine all coeffi-
cients). When we know less than the T values, the polynomial is almost  impossi-
ble  to  solve (or at least much more difficult to calculate.) Thus, when the T-parts 
of the message were received by collector, it can recover the original polynomial 
by solving a system of linear equations in a finite field )( pGF , using the Lagrange 
interpolation polynomial. For example, if the received part Т – iTii SSS ,...,, 21 , the 
original polynomial )(xf   can be restored using Lagrange interpolation polyno-
mial:  
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Actually, the original secret message K may be reconstruct, by calculat-
ing )0(f . 

Another important step is the selection of suitable values of (T, N) and the 
distribution of all N parts on selected routes for maximum security. To increase 
the probability of parts delivery to the destination node, this approach provides 
some redundancy (it is T < N). In this case the recipient has more chances to get 
enough parts to restore the message.  
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Assume that the threshold sharing algorithm (T, N) is applied to the message 

which should be protected in the initial node and there are M disjoint routes: 
route1, route2,…, routeM on the network level, which are available from source 
to destination. To indicate the security features of routes  uses vector 

],...,,[ 21 Mpppp =  where  ),...,1( Mipi = - is the probability that a route i is compro-
mised. Further, it is accepted that Mppp ≤≤≤ ...21 , which means that the paths 
are ordered from most to least safety. Also the information about the safety of the 
path p is available at the source. 

  Threshold sharing algorithm is used to send N parts of the message via M 
available routes. Lets define the distribution of parts: ],...,,[ 21 Mnnnn = , where 

in - is the number of parts of the message sent via the route i, in - is integer, 
0≥in , 

1

M

i
i

n N
=

=∑
     (4) 

In accordance with the algorithm the probability that the message is com-
promised is equal to the probability that T or more parts are intercepted. Lets de-
fine the probability that the message is compromised like ( )msgP n . Then the prob-
lem of the distribution of parts can be formulated as an optimization problem: 
minimize ( )msgP n  when  ∑

=

=
M

i
i Nn

1

 , where in  is integer,  0≥in . 

The coefficient of redundancy of the separation scheme (T, H ) is equal to 

1 Tr
N

= −
        (5) 

So a non-redundant scheme is when 0=r , i.e. when T = N. If there are M 
available routes and corresponding security characteristics ],...,,[ 21 Mpppp = , the 
non-redundant ),( NN  when )( MN ≥  in the sharing algorithm provides a high-
level protection, i.e. a minimal probability of message interception when commu-
nications when no more than one and less than 1−T  parts are distributed to each 
of the available routes. Thus, there is the following system: 

   1

1 1, 1, ,i

M

i
i

n T i M

n N
=

≤ ≤ − =⎧
⎪
⎨ =⎪⎩
∑

K

             (6) 
The probability of interception is equal to the probability that all routes are 

compromised, i.e.: 

1

( )
M

msg i
i

P n p
=

=∏
      (7) 

If you are using the same criteria for selecting the path, i.e.  when chosen 
the first m of the safest path, condition (6) can be written as: 

                

( )
1 2

, 1, 2, ,i

m

N n T i m
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i.e. 
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Taking into account formula (5) 

mN
T 11 <−

 
Thus, a necessary condition for the highest level of security could be get: 

                  
)2(,1

≥< m
m

r
                     (9) 

Then, choosing the appropriate values (T , N ) satisfying the following condition: 

           
( )1 1, 2mT N m

m
−

≥ ⋅ + ≥
                          (10) 

It is possible to develop an optimal sharing algorithm which provides the 
highest security level and some redundancy r. Any distribution which satisfies the 
following constraints: 

1

1 1, 1, ,i
m

i
i

N T n T i m

n N
=

− + ≤ ≤ − =⎧
⎪
⎨ =⎪⎩
∑

K

             (11) 
Is optimal from a security standpoint. A spy must intercept all paths to in-

tercept the message using the optimal allocation, it is also allowed to loss of a 
number (N-T) of units during the transfer. Another important point is the choice of 
the optimal set of paths, it uses an algorithm based on a partial representation of 
the network topology, which can be obtained by any of the routing protocols. 

Suppose  that iq -  is  the  probability  that a node intercepted. Then the 
probability that a path ( ),s t  consisting of nodes is 1 2, , , , ls n n nK  was compro-
mised, is: 

( ) ( ) ( )1 21 1 1 1 lp q q q= − − ⋅ − ⋅ ⋅ −K                   (12) 
In the network it is necessary to find an optimal set of paths when the prob-

ability of msgP  has the minimum value. The probability of interception of commu-
nication: 

           
( )

1

M

msg i
i

P n p
=

=∏
  

Where ip - is the probability, which is always less than 1. Whereby  more 
parts ip , so less probability and better protection. Thus, the purpose of the paths  
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search algorithm is how to find more paths, which at the same time will be the 
safest. 

Function of communication between nodes in  and jn  is defined as: 

( )( )log 1 1ij i jc q q= − − −
            (13) 

Then the path cost ( ),s t  when using the shortest path search algorithm is 
defined as: 

( )
( )( ) ( )( ) ( )( ) ( )( )

1 2 1, ,

1 1 2 1

,

log 1 1 log 1 1 log 1 1 log 1 1

s l l l l t

s l l l t

cost s t c c c c

q q q q q q q q

−

−

= + + + + =

= − − − − − − − − − − − − −

K

K

 
 Given the assumption that the source and destination are reliable, i.e. 

0s tq q= = , We obtain 

( ) ( ) ( ) ( ) ( ) ( ) ( )( )2 2 2
1 2 1 2, log 1 1 1 log 1 1 1l lcost s t q q q q q q= − − ⋅ − ⋅ ⋅ − = − − − ⋅ ⋅ −K K

 value ( ),cost s t  will be minimal with a minimum of the function  f, 

( )( ) ( )( )1 2log 1 1 1 lf q q q= − − − ⋅ ⋅ −K , which obtains the minimum value at the 
maximum value of the multiplication ( ) ( ) ( )1 21 1 1 lq q q− − ⋅ ⋅ −K . Given that 

0 1iq≤ ≤  and ( )10 1 1q≤ − ≤ , we can conclude that the value of the minimum cost 

is minimum with a minimum of ∏
=

−−=
q

i
iqf

1
2 )1(1 . 

 
 

Fig.1. The probability of a message interception 
 
As can be seen from the graph , the decrease of  the number of paths reduces 

the probability of interception. Thus, it can be argued that in this range of powers 
of nodes using the proposed scheme is justified and leads to increased confidenti-
ality of the data during transmission over the network. 
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4 The problem of the possible interception of data during trans-
mission. 

An attacker can overheard the information transmitted over the network, be-
ing within the limits of the coverage area of the mobile node. When you 
send information by the set of paths, we decrease probability that the adver-
sary can recover the entire message. To estimate the probability that the ene-
my overheard the message sent by the same path, we can consider the ratio of the 
square of the figure formed by the intersection of coverage areas. Fig.2. explains 
the principle on which this ratio is calculated. 

 

1S
rS

 
 

Fig. 2. The probability that a message will be overheard . 
 
As seen in Fig. 2. message is sent on the way from 1 to 3. Circles denotes 

the area of coverage  of each of the nodes. For listening posts enemy can be any-
where within the community. If the opponent does not  fall  into  the  zone 1S ,  it 
will not be able to overheard on the message. The whole area in which it oper-
ates ad hoc network, denoted as rS . Thus, the probability that the 
spy overheard the transmitted message can be estimated as the ratio: 

 
1

r

Sp
S

=
            (14) 

If the message is transmitted on a variety of paths, the attacker for the re-
covering message should listen to both at least one node in each of those 
used paths. Thus, the transmission of information over a set of paths to estimate 
the total probability of intercept communications must multiply the probability 
of listening to each path, i.e. 

1

m
i

e
i r

SP
S=

=∏
 ,            (15) 

where  m -  the  total number of used routes , iS  -  area  formed  by  the  
coverage  areas  of  nodes i-th path, eP  - the final probability of eavesdropping 
on communications. 

Calculation of the area of the figure obtained at the intersection of coverage 
areas of two nodes, is in Fig.3 
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xS

α

 
 
 

Fig. 3. Finding the area of the intersection zone of overlap 
 
 
 
As seen in Fig.3, the total area of the figure formed by the intersection, will 

be equal to 
1 2 4i xS S S S= + − ⋅ ,     (16) 

where 1S  and 2S  – coverage area of node A and node B. 
 
In turn, x ACO ACHS S S= − , where  ACHS  – area of a right triangle, ACOS  – area 

of the sector, which are calculated by follows steps: 
( )2 2

arctg 2
2 2ACO

d
RS R Rαπ

π
= ⋅ ⋅ = ⋅

 
2 221

42 4ACH
d dS R= ⋅ ⋅ −

 
 
Given the fact that the coverage area of nodes are same, the total area is 

equal to:  
2 2

2 2 22 2 arctg
2 4 4i
d d dS R R R
R

π
⎛ ⎞⎛ ⎞= ⋅ − ⋅ ⋅ − ⋅ −⎜ ⎟⎜ ⎟⎜ ⎟⎝ ⎠⎝ ⎠                              (17) 

 
where d – distance between two nodes. For nodes with coordinates ( )1 1,x y  

and ( )2 2,x y  will be equal to: 

( ) ( )2 2
1 2 1 2d x x y y= − − −      (18) 
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Fig. 4 Graph showing the dependence coverage path from distance between 
nodes for different R 

 
5  Organization of the process multipath secure communication. 
 

The algorithm for finding the maximum number of disjoint paths is 
a modification of the Deijkstra's algorithm  which finds set of shortest-
disjoint paths. The optimum number of disjoint paths with the highest level of 
security is determined by the coefficient of  SLi, which characterizes 
the probability that the path Li  is safe. 

),1(
1
∏
=

−=
N

i
iLj pS  

where: pi - probability that a node is compromised. 
The value of the probability pi determines the level of protection of the i-

th node. The initial value of  pi  gives with the generation of the network, then in 
the process, it can vary depending on the attacks on the network. 

Separates messages into parts carrying out by means of a thresh-
old scheme Shamir [10], using the Lagrange interpolation polynomial. 

The generated packets are transmitted over the mobile network in 
accordance with the found paths. The choice of the path makes on the basis of 
game theory [7], with which each player { }ni ,...,1∈  (part of the message) 
chooses a strategy sxi ∈  (path) of a set of strategies { }nxxx ,...,1=  , player 
i receives a payoff ( )xfi  [7], that is the best path possible from the whole set of 
paths in which the transfer will be part of the message. 

Upon delivery of the first packet to the receiver a 
counter waiting packets (waiting time is the length of the longest path minus 
the length of the path of the current package, plus 1). If not delivered all the 
packages in the waiting period, the service package is sent with the request  
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to send a message received by other routes, and increased expectation time of 
the packet size by the value equal to the length of the path length of the service 
package, plus the maximum path length plus 1. 

Once when all of the message delivered, it is restored with the help of inter-
polation polynomial of Lagrange. 

In order to improve the reliability of message transmission over wire-
less channels, data transfer mode is provided to control transfer 
of information between adjacent nodes, which is in follows. After the data 
frame transmission, the transmitting node listens to the transmission media for the 
activity of the receiving  node. In the event that the receiving node does not 
transmit a data frame to the next node, the transmitting node on the basis of game 
theory chooses a new path to the recipient. If the package gets to the compro-
mised node, that means, gets to the attacker, then information about 
the avalanche spreads over the network. 

 
 
 

6  Modelling of secure multipath transmission 
 

As part of this work was developed program which modeling process of the 
multipath secure information transferring . The first step in modeling (Beat: 0) by 
a modified Deijkstra's algorithm finds the set of disjoint paths, each of which 
evaluates to SLi, which characterizes the reliability of delivering information for 
each of the selected paths. Paths and their reliability and also vertexes options 
appear in the service box (Fig. 5), for a given network topology is formed by 4 
routes with varying reliability. 

The second step is separating of the original message, on  the pair of 
characters (with up-filled characters "0" to the top of the message in case of 
inconsistency with the message length or requirements dividing\collecting 
message  algorithms). Then received pairs of characters are converted in 
accordance with the modified threshold algorithm to the function from which we 
get a pair of <coefficient> | <value of function>. From these pairs of values 
formed forwarded packets. The transformations are displayed in the "Window 
sender." 

 
In this example, the original message using the 092C04: (09x2 + 2Cx + 04) mod 
257 is divided into three parts: 
Package number 0 with the contents: 1 | 57.  
Package number 1 with the contents: 2 | 128. 
Package number 2 with the contents: 3 | 217. 
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Fig. 5. Formation of the set of disjoint paths 
  
To deliver three packages by four routes for the transfer of parts of the 

message selected three of the most reliable routes: 
L1: B0-> B10-> B12> B18-> B7, SL1 = 0,863; 
L2: B0-> B13-> B17-> B8-> B5> B7, SL1 = 0,817; 
L3: B0-> B14-> B11-> B2-> B16-> B7, SL1 = 0,817. 

The first step in routing packet number 0 is passed by the most reliable path 
of L1 in the direction of the node B10. Package number 1 is passed by path of L2 in 
the direction of the node B13. Package number 2 is transmitted by path of L3 in the 
direction of the node B14. 

After 6 beats routing all the packets reach the destination message and the 
recipient's screen displays the following information: 
T = 5 Waiting for all packages up to: 8. 
T = 5 Received packet number 0 with the contents: 1 | 57. 
T = 6 Received packet number 1 with the contents: 2 | 128. 
T = 6 Received packet number 2 with the contents: 3 | 217. 
T = 6. All packets are received. 
We obtain the formula: 217 * (x-2) / (3-2) * (x-1) / (3-1) +128 * (x-3) / (2-3) * (x-
1) / (2-1) +57 * (x-3) / (1-3) * (x-2) / (1-2) 
The expansion of the formula: 
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9 * x ^ 2 + 44 * x ^ 1 + 4 
Conversion coefficients: 
09 * x ^ 2 + 2C * x ^ 1 + 04 
Message: 092C04 
This demonstrates the correctness of the message transfer. 

In the case where an intruder captures information on all the routes of 
transferring messages, for example, the vertices of the B10, B11, and B17 (Fig. 6), it 
can collect all the whole message. 

In the simulation program, this fact is reflected in the attacker  window: 
T = 2 Received packet number 0 with the contents: 1 | 57 
T = 3 Received packet number 1 with the contents: 2 | 128 
T = 3 Received packet number 2 with the contents: 3 | 217 
T = 3! All packages received! 

If you move or turn off the vertex, the vertex in which package is currently, 
provides reconfiguration of the original route, for example, to the exclusion of the 
vertex B2 

 
 

 
 

Fig 6. The attacker grabbed all the messages 
   

     Fig. 7. Package number 2 from the vertex  B11 is redirected to the vertex  of B9, 
and the route L3 is properly reconfigured  L3: B0-> B14-> B11-> B9-> B16-> B7. The 
corresponding correction of the route is reflected in the service box. 
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Fig. 7. Reconfiguration of the route 
 
 

7  Conclusions 
 

The proposed method of the multipath routing can provide the most secure 
transmission of information by analyzing the reliability of routes and uniformly 
charges all channels of communication. Using elements of game theory also helps 
to choose the optimal path from the entire set of independent paths. 

The proposed control mode in the transmission of information between ad-
jacent nodes can much more faster respond to changes in the topology of the mo-
bile network and make correction of routes in comparison with known methods of 
handshaking communication. Using the method of distributed dynamic routing 
can reduce the transmission delay of individual parts of the message. 

Much more closer the intruder being to the source or recipient of infor-
mation, the probability of intercept and recover the entire message is more. The 
probability of intercept equal to the 1 if listening to all the channels of the source 
or receiver of information. In this case it is necessary to take additional measures 
to information secure. 
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