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1. Introduction

The most commonly used cryptosystem R.S.A and few others used today

in its strength depend on the complexity in finite Abelian groups. Although,

till today the security of these protocols are not threatened, but with the

advent of quantum computers, it might be threatened in future. It appears

prudent, therefore to explore the possibility of enhancing these protocols in

its spirit. The extraordinary complexity in the combinatorial problems in the

presentation theory of groups, prompts us to develop protocols based on these

problems and which in spirit is the same as that in Diffie-Hellman. This idea

has been explored in [16] and also in the seminal work of Anshel etal [1,2] .

We search for other similar protocols and study them (specially the algebra

behind these protocols) together with the existing ones also.
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This paper is organised as follows. In section 2, we discuss the principle

of secret shared key protocol. Section 3 centers arround introduction of pro-

tocol algebra based on the spirit of Diffie Hellmann. The section 4 contains

some basic concepts in combinotorial group theory based cryptography. Dehn

fundamental problems which play an important role in deciding the security

of group based cryptography are discussed in section 5. A protocol which is

generalization (and indeed more secure) of the Ko-Lee protocol and which is

based on conjugacy search problem is discussed in section 6. In section 7, we

describe as to how group action can be used to devlop protocols. Finally the

most important section in this article is the section 8 in which it is shown as

to how the concepts in transversals in group theory can be used to develop

efficient and secure cryptosystem. The multilevel cryptographic protocols can

also be used in succession to the transversal structure based cryptography.

2. Preliminaries

Encryption - Decryption using secret shared key

Once Alice and Bob agree on a secret shared key, they enter into a realm

of symmetric key cryptography. There are various encrypting and decrypting

procedures depending on the algebra of key and message spaces.

Example 2.1. The hash function based encryption and decryption is based on

the algebra of group Z
n
2 = (0, 1)n. More precisely, let S be a set of key space

of sufficiently large size. Let H : S → Z
n
2 be any (public) injective function

(called a Hash function)from the key space S to the strings of zeros and ones

of length n, where n is as large as computer can afford or at least log2 |S|, if

S is finite. Suppose that Alice and Bob have arrived on a shared secret key k

(by some means). Then Alice encrypts a message m ∈ Z
n
2 by

E(m) = m⊕H(k)

where ⊕ is the addition modulo 2. Further, Bob decrypts the message by

DE(m) = m⊕H(k) ⊕H(k) = m.

It may be noted that, in general Z
n
2 can be replaced by a large group G.

3. Diffie-Hellman key spirit

Based on the spirit of the paper [6] in which Diffie and Hellman used an

excellent idea to establish a shared secret key between Alice and Bob through

a non secure channel. We introduce the following definition
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Definition 3.1. A septuple (U, V,W,X, β, γ1, γ2) where V and W are monoids,

U and X are sets, β a map from U×V to W , γ1 and γ2 are maps from U×W
to X is called a Diffie-Hellman protocol algebra if

(i) β(u, v1v2) = β(u, v1)β(u, v2) ∀u, v1, v2, v ∈ V ,

(ii)γ1(u, β(ú, v)) = γ2(ú, β(u, v)) ∀u, ú ∈ U

(iii) It is computationally feasible to find β(u, v) ∀ u ∈ U, v ∈ V and also

γ1(u, w) and γ2(u, w) ∀u ∈ U and w ∈W .

(iv)It is computationally infeasible to find u from the knowledge of β(u, v) and

v.

3.1. Key Establishment Protocol. (i)A Diffie-Hellmann Protocol Algebra

is made public.

(ii) Alice selects an element u ∈ U as her private key and sends the pair

(v, β(u, v)) to Bob.

(iii) Bob then selects an element ú ∈ U as private key and sends (v, β(ú, v))

to Alice.

(iv)Alice computes γ1(u, β(ú, v)), Bob computes γ2(ú, β(u, v)).

The shared secret Key is

k = γ1(u, β(ú, v)) = γ2(ú, β(u, v)).

Some examples of of key establishment on this algebra are given below:

Example 3.1. Diffie hellman key protocol Let G be a monoid. Take

U = N ∪ {0}, V = W = X = G.

Define the following mappings:

(i) β a map from U × V to W as

β(n, g) = gn,

(ii) γ1 and γ2 are maps from U ×W to X as

γ1(n, h) = hn = γ2(n, h) = β(n, h)

for n ∈ N ∪ {0} and h ∈ G It can be shown that all the conditions of Diffie

Hellmann protocol Algebra are satisfied.

Example 3.2. Let G be a nilpotent group of class 2. Take U = V = W =

X = G.

Define the following mappings:

(i) β a map from U × V to W as

β(u, v) = u−1vu

(ii) γ1 and γ2 are maps from U ×W to X as

γ1 = γ2 = β.
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Then since [u, v] = u−1v−1uv is a member of center of G it follows that

β(u, β(ú, v)) = β(ú, β(u, v)).

Here the conjugacy search problem even if the group presented is known to be

nilpotent of class 2, appears to be infeasible and therefore difficult for adversary

to decrypt.

Example 3.3. Let G be a group. Consider a subset A of G such that [A,A] ⊆
Z(G), where [A,A] = {u−1v−1uv : u, v ∈ A} and Z(G) is a center of G.

Take U = A, V = W = X = G, and define the mappings as

β(a, g) = ga = a−1ga. and

γ1 = γ2 = β.

The conditions (i), (ii) and (iii) in the definition 3.1 are satisfied while con-

dition (iv) follows from the fact that the conjugacy search problem for certain

presentations of groups is infeasible. A platform group for such a protocol is

relatively free nilpotent group Fn/[[Fn, Fn], Fn] of class 2, Fn being a free group

of rank n.

Remark 3.2. The Diffie Hellman protocol algebra as above is a generalization

of the protocol due to Ko etal [7].It may be noted that the evesdroper in this

protocol will have to face the membership search problem which is undecidable

in certain platform groups.

4. Some basic concepts in combinatorial group theory based

cryptography

4.1. Free Groups. Let X be a set. We denote by X−1 = {x−1 : x ∈ X}, the

set X−1 is one-one correspondance through the map x → x−1 and F (X) the

free group on X. A word w in X is a finite arrangement of symbols in X∪X−1

given by

w = xε1α1x
ε2
α2 . . . x

εr
αr , where xαi

∈ X, εi = ±1

We have also a symbol φ called the empty word.The above word w is called

freely reduced word for each i, if either αi �= αi+1 or αi = αi+1 but εi �= −εi+1.

The empty word is also termed as a freely reduced word.

Consider the set F (X) of freely reduced words. The product in F (X) is

defined by juxtaposition and free reduction (free reduction means whenever

we arrive at a consecutive xα
εxα

−ε in the product, we remove it). This makes

F (X) a group where identity is the empty word φ. The group F (X) is called

the free group on X. If X contains n elements we say that it is a free group



Transversal struture based key establishment protocols 547

of rank n and denote it by Fn. A freely reduced word given in above equation

is said to be cyclically reduced if either xαr �= xα1 or xαr = xα1 but εr �= −εi.
Every word in F (X) is a conjugate to a (not necessarily unique) cyclically

reduced word.

4.2. Presentation of Groups. A presentation of a group is an ordered pair

(X;R) also written as 〈X ;R〉 where X is a set and R is a set of words in X.

Every presentation determines the group G = F (X)/ 〈R〉, where 〈R〉 is the

normal subgroup of F (X) generated by R of which it is called presentation.

Indeed every group has a presentation.

G is said to be relatively free if the subgroup 〈R〉 is fully invariant in F (X)

in the sense that α (〈R〉) ⊆ 〈R〉 for all endomorphism α of F (X). One of the

important properties of relatively free group G = F [X]/ 〈R〉 is that every map

from the generating set {x. 〈R〉 : x ∈ X} to G can be extended uniquely to an

endomorphism of G.

5. Fundamental problems of Dehn

Motivated from the problems in topology, Dehn introduced the following

problems known as Dehn Fundamental problems in the presentation theory

of groups. Efficient algorithms to solve these problems are desired for cryp-

tographic use. However, for secure communication, other variants of these

problems such as conjugacy search problems and membership search problems

are more important. The compexities involved in these problem make the

communication quite secure.

5.1. Word Problem. Let 〈X ;R〉 be a presentation of a group G.

“Do we have an algorithm by which we can decide in finite number of steps

whether a word w ∈ F (X) defines the identity of the group?” More precisely,:

Do we have an algorithm by which we can decide in finite number of steps if

w ∈ 〈R〉, the normal subgroup of F (X) generated by R?

However, in some presentation of groups such as a Braid group with standard

presentations, small cancellation groups or equivalently groups having Dehn

presentation or equivalently hyperbolic groups it is possible to design efficient

algorithm for solving word problems. Such groups are termed as Platform

groups.

5.2. Conjugacy Problem. Given a presentation 〈X ;R〉 of a group G, “Do

we have an algorithm by which we can decide in finite number of steps whether
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two words w1, w2 in F (X) define conjugate words in G?”

Note that an algorithm for conjugacy problem also gives an algorithm to solve

word problem.

5.3. Isomorphism problem. Given two presentations 〈X;R〉 and 〈Y ;S〉 of

groups G and Ǵ respectively.

“Do we have an algorithm by which we can decide in finite number of steps

whether a group G having a presentation 〈X ;R〉 is isomorphic to the group Ǵ

having presentation 〈Y ;S〉?”

5.4. Conjugacy search problem. Given a presentation 〈X;R〉 of a group

G and the information that g and h are conjugate in G.

“Do we have an algorithm by which in finite number of steps we can find a

u ∈ G such that gu = u−1gu = h?”. It may be noted that for a recursively

presented groups with solvable word problem has a recursive algorithm which

is quite insufficient and indeed exponential times.

5.5. Membership decision problem. Let 〈X ;R〉 be a presentation of a

group G. Let W1,W2, . . . ,Wn be elements of G.

“Do we have an algorithm by which we can decide in finite number of steps

whether an element w ∈ G is in subgroup generated by {W1,W2.....Wn}?”
One may note that even if word problem for a presentation of group is solvable,

decision problem may not be solvable. For example, in Braid group Bn, n ≥ 6

the word problem is solvable where as decision problem is not solvable. (e.g.

for subgroup H =< σ2
1 , σ

2
2, σ

2
4, σ

2
5 >= F2 × F2 [12].

6. A Protocol based on conjugacy search problem

Let G be a group having a presentation 〈X ;R〉. Let H = 〈{a1, a2, . . . , ar}〉,
K = 〈{b1, b2, . . . , bs}〉 and L=〈{c1, c2, . . . , ct}〉 be subgroups with the condition

that [[aj, bj ] , ck] = 1, ∀i, j and k. H,K and Lmay be taken to be maximal with

these properties. The subgroupsH andK are made public. Alice selects an ele-

mant a ∈ H as a word a = a(a1, . . . , ar) in {a1, a2, . . . , ar} keepsitprivateandmakes(c,
ca) public, where c ∈ L is expressed as a word c = c(c1, . . . , ct) and ca = a−1ca.

Bob, then, selects an elemant b ∈ K as a word b = b(b1, . . . , bs) and sends

cb = b−1cb to Alice. Since [a, b] commutes with c, cab = cba. Thus cab = cba is

their shared key.

To break, the protocol, an adversary needs a solution to conjugacy search

problem (A recursive search is exponential and so infeasible). Further there

are group presentations in which conjugacy search problem is infeasible (e.g.

Braid groups).
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7. Group Actions and protocols

Definition 7.1. Let X be a set and F (X) be the free group on X. We define

a protocol Algebra on the set X to be a quaraple (ρ, ∗, •, R) where ρ is a ho-

momorphism from F (X) to AutF (X), ∗ and • are actions of F (X) on F (X)

and R is a subset of F (X) (called a set of relators) such that

(i) w ∗ ρ(u)(w) = u • ρ(w)(u) ∀u, w ∈ F (X)

(ii) R is an admissible set of relators with respect to ρ, ∗, • in the sense that

they preserve R . More precisely

(a) w1w
−1
2 ∈ R and uv−1 ∈ R implies that ρ(w1)(u)(ρ(w2)(v))

−1 ∈ R

(b) w1w
−1
2 ∈ R and uv−1 ∈ R implies that w1 ∗ρ(u)(w1)• (w2 ∗ρ(v)(w2)

−1 ∈ R

(iii) Knowing ρ(w̄)(v̄1), ρ(w̄)(v̄2), ......., ρ(w̄)(v̄r), it is computationally infeasi-

ble to find w̄ where w̄ = w. 〈R〉
Example 7.1. Let X = {x1, x2, . . . , xn}. Define ρ from F (X) to AutF (X)

by ρ(w)(u) = w−1uw. The actions ∗ and • of F (X) on F (X) are given by

u ∗ v = u−1v and u • v = v−1u. Let

Rn =
{
xixi+1xix

−1
i+1x

−1
i x−1

i+1 : 1 ≤ i ≤ n− 1
}∪{

xixjx
−1
i x−1

j : |i− j| > 1
}

be the

set of standard relators of the Braid group Bn. Then (ρ, ∗, •, R) is a protocol

algebra on X.

Example 7.2. Let X = {x1, x2, . . . , xn, . . . , }. The quadraple (ρ, ∗, •, Tn)
where ρ, ∗ and • are as in above example and Tn =

{
x−1
i xkxix

−1
k+1 : k > i

)

is a standard set of relations in Thompson group P , is also a protocol algebra

in the sense of the above definition 7.1. Similarly, (ρ, ∗, •, Dn) is a protocol al-

gebra on X = {x1, x2, . . . , xn} where Dn is a subset of F (X) such that 〈X ;Dn〉
is a Dehn presentation.

8. Transversals based cryptosystems

Definition 8.1. Given a pair (G,H) where G is a group and H a subgroup of

G, a subset S of G obtained by selecting one and only one member from each

right coset of H in G with e ∈ S, is called right transversals to H in G. If S

is right transversal to H in G, then we have right quasi group structure ”o”

on S given by

{xoy} = S ∩Hx.y
Indeed every right quasi group can be embedded as a right transversal to a sub-

group in a group with some universal properties [11]. If S is a right transversal

to a subgroup H in a group G then there is a bijection from the set T (G,H)

of all right transversals to H in G to the set of all identity preserving maps

from S to H. More precisely , any right transversal Ś to H in G is determined

uniquely by a map g : S → H with g(e) = 1, the identity of H, in the sense
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that Ś = {g(x)x|x ∈ S} and the right quasi group structure ó induced on Ś is

given by

g(x)xóg(y)y = g(xθg(y)oy)(xθg(y)oy)

where ó is the induced right quasi group structure on Ś and

{xθg(y)} = Hxg(y) ∩ S
This further induces a right quasigroup structure og on S given by

xogy = xθg(y)oy

which is isomorphic to (Ś, ó). There are certain family of group pairs (G,H)

given by presentations (for example Braid groups ,Hyperbolic groups, Small

evaluation groups, groups having Dehn presentations and other one relater

groups) for which word problems, conjugacy problems, are solvable whereas

conjugacy search problems and membership search problems have infeasible

solution. They can be used as platform groups for public key cryptography.

We propose, two key establishment protocols using transversals.

A pair (G,H) out of platform of groups together with a transversal S and a

map g : S → H is made public. Alice selects a private key m ∈ N and makes

gm public. Bob selects a private key n and makes gn public. Then both Alice

and Bob would know gmn : S → H and thereby the right quasi groups which

can be used as multilevel index cryptography for the exchange of messages as

string of symbols .It may be computationally infeasible for any one to decrypt

it in certain groups where computing discrete log problem is infeasible. To

make it more secure we can have the following protocols :

8.1. Key establishment protocol 1. (i) A triple (G,H, S) where G is a

group, H is a subgroup and S a right transversal to H in G, is made public.

(ii) A map g : S → H with g(e) = e is made public .

(iii) Alice chooses a map A : S → N as a private key and makes public the

map gA : S → H given by

gA(x) = g(x)A(x)

(iv) Bob chooses a map B : S → N as a private key and makes public the map

gB : S → H given by

gB(x) = g(x)B(x)

Alice, then, sends her message as a strings of alphabets in S by encrypting

it through a right quasi group operation [4,8,9,10] determined by the map
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gBA = gAB (which she can0 compute using the Bob’s public Key gB and her

own private key A) to Bob and then Bob can decrypt it using inverse trans-

formations determined by that quasi group.

The complexity in determining the keys A on B is equivalent to that of com-

puting log in the presentation theory of groups. This can be extraordinarily

complex depending on the choice of platform groups.

8.2. Key establishment protocol 2. (i) A triple (G,H, S) where G is a

group, H is a subgroup and S a right transversal to H in G, is made public .

(ii) A map g : S → H with g(e) = e is made public .

(iii) Let K be a public subgroup of H such that [K,K] ⊆ Z(H)

(iv) Alice chooses a map φ : S → K as a private key and makes public the

map g(x)φ(x) : S → H given by

g(x)φ = g(x)φ(x) = φ(x)−1g(x)φ(x)

(v) Bob chooses ψ : S → K as a private key and makes public

gψ(x) = g(x)ψ(x) = ψ(x)−1g(x)ψ(x)

Since [K,K] ⊆ Z(H)

gφψ = gψφ

Alice, then, sends her message as a strings of alphabets in S by encrypting it

through a right quasi group operation [4,8,9,10] determined by the map gψφ =

gφψ (which she can compute using the Bob’s public Key gψ and her own private

key A) to Bob and then Bob can decrypt it using inverse transformations

determined by that quasi group.

The complexity of the determining the keys A and B is equivalent to that of

computing log in the presentation theory of groups. This can be extraordinarily

complexity depending on the choice of platform groups.
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