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Abstract 
 

Nowadays with appearance of a wide range of wireless devices, security of 
Mobile Ad hoc Networks (MANET) became an important problem and Intrusion 
Detection System (IDS) can be deployed as a second line of defense in a 
MANET. In this paper, a monitoring nodes selection method with high battery 
power in these networks is presented. A three-phase detection scheme is 
proposed. In the first phase, unauthorized nodes and in the second phase, 
malicious nodes are detected. Finally in the third phase, nodes with the largest 
battery power as monitoring nodes are considered. So, with this scheme, some of 
nodes contribute in monitoring task and costs of network monitoring and intrusion 
detection system will be decreased. 
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1 Introduction 
 
   Mobile ad hoc networks consist of nodes that are able to communicate through 
the use of wireless media and form dynamic topologies. The basic characteristic 
of these networks is the lack of fixed infrastructure and therefore the absence of 
dedicated nodes that provide network management operations. In order to 
maintain connectivity in a mobile ad hoc network all participating nodes have to 
perform routing of network traffic. The cooperation of nodes cannot be enforced 
by a centralized administration since they dynamically change without using the 
management or infrastructure of the existing networks [1,2]. These characteristics 
and also node mobility pose many new challenges. The first major challenge was 
the routing problem which has been solved for the most part by protocols such as 
AODV. The second major challenge is security. Potential deployments of 
MANETs may be in un-trusted environments. Unfortunately existing security 
solutions for the Internet are inapplicable to MANETs due to mobility and the 
lack of a centralized network management point. Hence security is an important 
but hard problem for any realistic applications with MANETs [3].  
   Typical application areas of mobile ad hoc network include battlefields, 
emergency search, rescue missions, law enforcement and data acquisition in 
remote areas. A mobile ad-hoc network is also useful in classrooms and 
conventions where participants share information dynamically through their 
mobile computing devices. Since an ad hoc network can be deployed rapidly with 
relatively low cost, it becomes an attractive option for commercial uses such as 
sensor networks or virtual classrooms [3,4]. 
   In this paper, a three-phase scheme for the detection of unauthorized and 
malicious nodes followed by the selection of monitoring nodes in MANETs is 
presented. The first and second phases is based on non-interactive zero knowledge 
technique which is based on proofs. The proposed scheme is able to detect the 
main network functions in network layer and link layer and can be used in 
intrusion detection systems in mobile ad hoc networks.   
 
 
2 Background  
 
   In this section, we present an overview of significant concepts that are 
important for the understanding of the material to follow. We first briefly 
introduce intrusion detection systems in MANET. Then we describe the 
misbehaving nodes in MANET and how they create problems in these networks. 
Finally, we give a quick review of the authentication and key management 
problems. Our scheme could improve intrusion detection in the area of security. 
 
2.1 Intrusion Detection Systems in MANET 
    
Intrusion detection can be defined as a process of monitoring activities in a system 
which can be a computer or a network. The mechanism that performs this task is 
called an Intrusion Detection System (IDS) [5,6].  
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   Studies show that intrusion detection techniques just like encryption and 
authentication systems which are the first line of defense are not enough. As the 
system grows in complexity their weaknesses grow causing the network security 
problems to grow too. Intrusion detection can be considered as a second line of 
defense for network security. If an intrusion is detected then an answer for 
preventing intrusion or minimizing the effects can be generated. There are several 
assumptions for developing IDS. In the first assumption, user operations and the 
programs are visible and in the Second assumption, normal and intrusive activities 
in a system behave differently. So, IDS should analyze system activities and 
ensure whether or not an intrusion has occurred. Intrusion detection can be 
classified based on audit data which are host or network based. A network-based 
IDS, receives packets from the network and analysis it. On the other hand, 
host-based IDS, analyses the events taken place in application programs or the 
operating systems. IDS can be divided into three groups based on detection 
techniques; anomaly detection system, misuse detection systems and specification 
based detection [7,8]. 
   In MANET, intrusion detection and response systems should be both 
distributed and cooperative in order to fulfill the needs of mobile ad hoc networks. 
For instance, in the architecture proposed in [9], every node in the mobile ad hoc 
network participates in intrusion detection and response. Since every node cannot 
trust its neighboring nodes, it is responsible for detecting signs of intrusion locally 
and independently. However, neighboring nodes can collaboratively exchange 
messages in case of a suspicious situation or confirmed intrusion detection [10]. 
 
2.2 Misbehaving nodes in MANET 
 

Those nodes in the network which cause dysfunction in network and damage 
the other nodes are called Misbehaving or Critical nodes. MANETs like other 
wireless networks are liable to active and passive attacks. In the passive attacks, 
only eavesdropping of data happens; while in the active attacks, operations such 
as repetition, changing, or deletion of data are necessitated. Certain nodes in 
MANETS can produce attacks which cause congestion, distribution of incorrect 
routing information, services preventing proper operation, or disable them [11]. 

Those nodes in the network which perform active attacks to damage other nodes 
and cause disconnection in the network are called Malicious or Compromised 
nodes. Also, those nodes which do not send the received packets (used for storing 
battery life span to be used for their own communications) are called Selfish 
nodes [12,13]. A selfish node impacts the normal network operations by not 
participating in routing protocols or by not sending packets. A malicious node 
may use the routing protocols to announce that it has the shortest route to the 
destination node for sending the packets. In this situation, this node receives the 
packets and doesn’t send them. This operation is called Blackhole attack [14,15]. 

Malicious nodes stop the operation of a routing protocol by changing the 
routing information or by structuring false routing information; this operation is 
called Wormhole attack. As two malicious nodes create a wormhole tunnel and 
are connected to each other through a private link, it can be concluded that they  
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have a detour route in the network. This allows a node to create an artificial route 
in the current network and shorten the normal currency of routing messages in a 
way that the massages will be controlled by two attackers [16,17]. 

Selfish nodes can intensively lower the efficiency of the network since they do 
not easily participate in the network operations. Malicious nodes can easily 
perform integrity attacks by changing the protocol fields in order to destroy the 
transportation of the packets, to deny access among legal nodes, and can perform 
attacks against the routing computations. Spoofing is a special case of integrity 
attacks with which a malicious node, due to lack of identity verification in the 
special routing protocols, forges the identity of a legal node. The result of such an 
attack by malicious nodes is the forgery of the network topology which creates 
network loops or partitioning of the network. The lack of integrity and 
authentication in the routing protocols creates forged or false messages 
[15,18,19,2]. 

If a node participated in routes finding but does not forward a packet, it is a 
misleading node and misleads other nodes. But if a node does not participate in 
routes finding, it is a selfish node [6]. 
 
2.3 Authentication and key management problems 
 
   The network needs the assurance that only the certified users have an access to 
its services and the users would have access to secure facilities in which lack of 
security in the network would be considered as a permanent threat for the user. 
The main goal is to create a session key for confidential communication, mutual 
authentication, and non-repudiation [20,21].    
   Most of the access control systems depend on public key management systems. 
The verification of a link between an identity and a key is established by a digital 
certificate. This certificate includes a public key, an identity, and other 
cryptography details signed by a trusted third party. In order to be used in 
applications, the certification of a public key is created by the Certificate 
Authority (CA). Security requirements are very important for CAs because they 
can encounter many attacks. 
   In conventional networks, the two main solutions of public key management 
are Pretty Good Privacy (PGP) and the X.509 public key infrastructure. The 
X.509 in comparison to PGP has a strong hierarchy. In PGP there are many 
central certificate repositories which are not often used. But in X.509 there is a 
hierarchy structure of CAs which is responsible for issuing certificates and their 
verifications. A node determines the verification of a certificate by using CA 
public key. The CA may revoke a certificate. So, it is necessary to propagate the 
Certificate Revocation List (CRL) periodically. Delay in propagating a CRL may 
cause acceptance of revoked certificates by some nodes in the network. 
   In Ad hoc networks, this method is difficult in practice in as much as access to 
a CA to get the latest CRL is not guaranteed all the time. The process of 
estimating the verification of a certificate in Ad hoc networks takes a lot of time 
and it is also difficult. It has been tried to eliminate the need for a centralized CA 
in key management methods for Ad hoc networks. In the first method, there is one 
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CA with distributing parts of the secret key on several nodes [5]. One proposed 
public key scheme for Ad hoc networks is using the threshold cryptography and 
the public key technique. In this scheme, the special nodes on which parts of the 
secret key are distributed are determined as servers. An attacker has to attack a 
certain number of servers in order to get access to the secret key service. To 
prevent the gradual compromising of the servers, refreshing is done constantly.      
To establish the service, this scheme needs pre communication and coordination 
of the nodes. In addition, some nodes will work more than other nodes. Also, if 
the number of nodes in Ad hoc network is high, knowing the public key for all 
nodes will not be possible. In another method, a self-organized public key 
infrastructure was used. Hubaux et al. [22] proposed a public key distribution 
based on trust building scheme for Ad hoc networks. In this scheme, there are no 
central certificate directories for the distribution of certificates. 
   In most methods of authentication and key management, there are many 
attacks which can target the identity of a mobile node or the encryption key that is 
stored or exchanged with the protocols of cryptography [2,15,23].   
 
 
 
3 The detection scheme 
 
   The detection scheme that we proposed is shown in figure 1 and it is based on 
the main operations of Ad hoc networks in link and network layers of Open 
Systems Interconnection (OSI) Reference Model.  
   In link layer the cases of one-hop connectivity and frame transition, and in 
network layer, the cases of routing and data packet forwarding are considered 
[5,12,15]. Data link layer protocols provide the connections between neighboring 
nodes and will also provide the accuracy of the transmitted frames. As routing 
protocols exchange routing data between nodes, as a result, they would maintain 
routing states in each node. Based on routing states, data packets are transmitted 
by mediated nodes along an established route to the destination.   
   The presented scheme includes three phases. In the first phase of the detection 
procedure, it is tried to detect the unauthorized nodes and the second phase from 
among authorized nodes, will specify malicious nodes. These two phases of our 
scheme is based on Komninos and et al.’s framework and use a non-interactive 
zero knowledge technique [15]. Then in the third phase, from among authorized 
and valid nodes, the ones which have higher battery power will be determined as 
monitoring nodes. 
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Fig. 1 Detection scheme of identifying monitoring nodes in MANET 

    
3.1 Detecting unauthorized nodes phase 
 
   When one or a few nodes are linked to MANET, the procedure of detecting 
unauthorized nodes begins working. In this phase, there is a need for 
authentication and so the nodes with verifiable authentication are determined and 
they can have access to specific applications or services in a MANET. This 
function can be performed by a suitable authentication protocol for MANET.  
   Suppose B and C nodes are verified. When node X1 enters the MANET, its 
authentication action is done by neighboring nodes B and C. New routes will be 
built between nodes. As soon as nodes X1 are verified as authorized nodes in the 
network, routing and transmitting packets would be done through them.  
   There are several suitable protocols for authentication in the MANET which 
can be used. Of course, it is necessary to use protocols with low complexity and 
non-interactive which would not produce excessive computational overhead in the 
network. The interactive zero protocols are not suitable for the wireless 
environments because they exchange many messages and as a result the efficiency 
of the network decreases. The non-interactive zero knowledge protocols are 
proper for the MANET networks in such a way that the nodes do not need to 
exchange messages to verify their identities. For example, the node X1 can prove 
its identity to the nodes B and C and guarantees that discrete logarithms of y1=α1

x1 

and y2 = α2 
x2 are computed with α1 and α2 bases and are displaced in equation (1):  

   )(mod.. 2211 pbxkxk =+                                           (1) 
k1 and k2 are integers and p is the prime number [15].  
   In the protocol, node X1 first computes the y3 and y4 (y3= α3

x3, y4= α4
x4) then  
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solves the equation (2): 
   )(mod0.. 4231 pxkxk =+                                          (2) 
Then the following messages are exchanged: 
   B,C← X1 : 43 2615 , xx yy αα ==                                     (M1) 
   B,C→X1  : ( )652121217 ,,,,,,,, yybkkyyHy αα=                          (M2)  
   B,C← X1 : ( ),mod. 1738 pxyxy −=  ( )pxyxy mod. 2749 −=                (M3) 
   Node X1 sends y5 and y6 to the B and C nodes. As soon as these nodes receive 
the M1 message, compute the y7 with a one-way hash function and send M2 
message to the node X1. Node X1 by examining M1 validity builds the M3 
message and sends y8 and y9 to the B and C nodes.  
   Node X1 convinces nodes B and C that it knows the discrete logarithms of y1 
and y2 with the α1 and α2 basis and also knows that these logarithms build a linear 
equation. This can be done through verifying the resulted proof of y7, y8, and y9. It 
is easily seen that nodes B and C will be always successful in making an accurate 
proof by reconstructing y10= α1

y8.y1
y7 and y11= α2

y9.y2
y7, then it is examined to see 

whether y7 is an equivalent to y12, when y12=H(α1,α2,y1,y2, k1,k2,b,y10,y11), and if 
the equation (3) is accurate: 
   )(mod... 79281 pbyykyk −=+                                        (3) 
   It is seen that nodes B and C are always successful in making a reliable proof 
because y10= y5 and y11= y6.  

,.. 51
.

1
.

1

,

1110
371173

18
78 yyy xyxxyx

yy
yy === −= αααα       ... 62

.
2

.
2

,

2211
472274

29
79 yyy xyxxyx

yy
yy === −= αααα  

So, 
),,,,,,,,( 111021212112 yybkkyyHy αα=

765212121 ),,,,,,,,( yyybkkyyH == αα  

   In this way, nodes B and C compute y12 and compare it with y7 in M2 message.   
Nodes B and C, for verification, will replace the responses Y8 and Y9 in the 
equation (3): 

).(.).(. 27121731

,

9281
98

xyxkxyxkykyk
yy

−+−+ =  
  2724217131 ...... xykxkxykxk −+−=  
  )...(.. 221174231 xkxkyxkxk +−−=  

   )(mod.7

)2(),1(
pby−=  

Then the identity of node X1 is known authorized [15,23].  
 
3.2 Detecting malicious nodes phase 
 
   When routing information or data packets are ready to be delivered, the 
second step of detection mechanism begins to identify the malicious nodes on the 
starting nodes with one step in the route continuing from the source to the 
destination. Due to the mobility of the node in the ad hoc network, the route from 
the source to the destination is changeable. The detection procedure is 
independent of the mobility of the nodes and the routing protocol of is responsible 
for delivering the data to nodes. 
   This process requires the authentication of the valid and compromised identity 
situation of the interacting nodes. So, the identity of nodes is verified with  
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zero-knowledge technique; and the situation of a malicious node is determined by 
an agent which collects and analyses the audit data. The agents that are on nodes, 
distinguish the standard profile of the user, the deviation of records from this 
source, and also the known attacking signatures. Anyhow, the operations of the 
agent are in accordance with IDS type. The agent has a passive local role in 
gathering and analyzing audit data plus authorizing a confidence interval for the 
neighboring node for the next step. The agent can collect and analyze data in an 
organized time interval or it can provide a continued service for an open 
environment. Data processing determines the method of node detection and it also 
determines the situation of the malicious node. 
   Suppose node X1 enters MANET and its identity is verified by 
zero-knowledge technique; then, when the routing information is ready for 
delivery, node X1 should prove its identity and maliciousness again to nodes B 
and C and it should guarantee that the discrete logarithms )(

11 211 zzfxy ++= α  and 
)(

22 212 zzfxy ++= α  with bases α1 and α1 are computed and displaced in equation (4).  
   )(mod),(.. 212211 pbzzfxkxk +=+                                    (4) 
k1, k2 and b are integers and p is the prime number [15].  
   Equation (4) has a multi-variable function of ƒ(z1,z2) which determines the 
maliciousness of a node. This function is defined in equation (5).  

   
⎪⎩

⎪
⎨
⎧ ≤≤=+

=
otherwise

xzzxforPCzkzkzzf
,0

,,mod..),( 22112211
21

 (5)                 

k1 and k2 are integers and p is the prime number. 
   The value of ƒ(z1,z2) is determined by a local agent. Based on the analysis of 
data, the agent defines a confidence interval. With the help of this confidence 
interval, the agent can identify a malicious node. The confidence interval can 
follow a normal distribution, shown in figure 2, in a way that the values x1 and x2 
are discrete and the interval is continuous [15]. 
 
 

 
Fig. 2 Confidence interval for malicious nodes 

 
    
If values z1 and z2, determined by agent, are found in interval x1 and x2 then ƒ(z1,z2) 
equals PCzkzk mod.. 2211 =+ , then node X1 proves its true identity to nodes B and 
C and the routing information is exchanged. Conversely, if values z1 and z2 are 
outside the distance from x1 to x2, in this case ƒ(z1,z2)=0. Therefore, equation (1) 
and (4) are the same. In this situation, node X1 is considered to be Malicious 
because it verifies its identity to nodes B and C in the first step. Therefore, the 
routing information will be unreliable and it will be deleted by nodes B and C 
[15,2].   

   X1                 X2     
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3.3 Selecting monitoring nodes phase 

   Since in the intrusion detection systems in MANET, the node, which has been 
selected to monitor, must collect and analyze all packets in the communication 
area. So, it uses the extra resources and energy. When the monitoring node 
identifies the attacker intrusion, it propagates warning messages to the 
neighboring nodes. Since the bandwidth and the battery power in the MANETs 
are limited, there is a need for an effective method of utilizing these resources to 
build detecting intrusion systems. The lifetime of the network is the time that the 
first failure or decrease (de-charge) of the battery, which is one of the important 
efficiency criteria, happens to the point that the failure of one node would be able 
to link the network to some disconnected sub-networks and the next 
communication services among separated networks would stop [24].  
   So, in order to improve the lifetime of the network, an effective method in 
selecting a monitoring node is needed so that a required level of detection 
intrusion in MANETs would be provided. So, in the proposed method, after the 
unauthorized and malicious nodes are determined in the first ad second phases; in 
the third phase, from among authorized and valid nodes, the nodes which have 
higher battery power would be selected as the monitoring nodes. Consider node i, 
its neighboring nodes are the ones which are placed about one-hop from it. Ni is 
the set of the neighboring nodes which include the node i too, and the Pi is the 
remaining battery power of node i. The node i* is the monitoring node which is 
searched, for each node, according to the equation (6):  
   jNj Pi i∈= maxarg*                                              (6) 

   Each node sends a periodically controlled packet including battery power 
value to its neighboring nodes. So, all nodes always know their neighboring 
nodes' battery power value. Then, to select the monitoring node, each node must 
vote. The node which would receive at least one vote becomes a monitoring node 
and the monitoring sensors of the network is loaded and executed. Whenever the 
condition of the connectivity changes or whenever the remaining battery power of 
a monitoring node becomes lower than the lowest battery power among the 
neighboring nodes, the process of selecting the monitoring node must be 
performed again (equation 7): 
   jNji PP i** min

∈
<                                              (7) 

In the equation (7), Ni* is the set of neighboring nodes of monitoring node i* 
[25,23,2].  
 
 
4 Analysis the proposed scheme 
 
   The selected nodes for hosting the monitoring sensors in network, collect all 
the packets in their communication area and analyze them in order to discover 
undesired attack patterns. The used energy by a monitoring node during an 
interval of tΔ  is computed by equation (8): 
  )()()()( mmmooorrrttt bsmbsmbsmbsmE +++++++=                   (8) 
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In this equation, st, sr, so, and sm, respectively show the sizes of the packets in 

bytes in the operations of transmission, receiving, eavesdropping, and monitoring. 
The m and b factors are respectively the varied and constant energy costs for each 
operation, and are derived experimentally [26]. In this method, monitoring nodes 
change constantly. Kim and et al. [25] presented a monitoring node selection 
scheme for intrusion detection in mobile ad hoc network, as selected node as the 
monitoring node can be an unauthorized or malicious node. The advantage of our 
scheme is that monitoring nodes are chosen among authorized and valid nodes.  

On the other hand, in the most of the existing intrusion detection systems for 
MANETs, a detection system sits on every node, which runs all of the time. This 
intrusion detection system could be monitoring traffic in its neighborhood, or 
changes in its routing table and etc. [15,27,28,29,30]. Since, a node in a MANET 
has limited battery power, so, selecting all of nodes to contribute in monitoring 
turn out to be a costly overhead.  
 
 
5 Conclusions 
 
   Power resources and rare computational of mobile nodes in mobile ad hoc 
networks impose heavy limitations on functionality of an effective intrusion 
detection system. Our work in this paper is to select the monitoring nodes with 
largest energy power. We propose detection scheme based on the non-interactive 
zero knowledge technique to exchange information for their authentication; so, 
the unauthorized and malicious nodes are identified. Our scheme will improve the 
lifetime of the network among nodes by evenly distributing of the usage of the 
resources. Meanwhile the nodes that will be selected as monitoring nodes in the 
network will be authorized and valid nodes. We have also analyzed the 
performance of the proposed scheme theoretically. In the future, we will simulate 
aspects of intrusive behavior of unauthorized and malicious nodes by ns2 network 
simulator.  
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