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Abstract . The most efficient previously proposed oblivious transfer schemes require t calls of 

1-out-n oblivious transfer (OT) to construct the t-out-n OT. Its computational requirements and 

bandwidth consumption are quite demanding. Therefore, to guarantee the quality of growing popular 

communication service, an efficient t-out-n OT scheme with low bandwidth is urgently desired. Based 

on elliptic curve cryptosystems, we propose a new t-out-n OT scheme in this paper. Compared with 

existing OT schemes based on modular exponentiations, our scheme can reduce many computation and 

communication loads for both the sender and the receiver. Owing to its smaller bandwidth and faster 

computation speed, our scheme is very suitable for mobile clients and smart-card users. Moreover, our 

scheme provides a simple algorithm and fewer parameter requirements. 
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1. Introduction 
   Rabin [10] proposed the concept of the two-party oblivious transfer (OT) scheme 
in the cryptographic scenario. Generally, 1-out-n OT is a natural extension of 1-out-2 
OT in case of n secrets, in which Alice (sender) has n secrets , and is 
willing to reveal one of them to Bob (receiver) at the receiver’s choice. And the 
receiver cannot obtain other  secrets. Again, Bob does not want Alice to know 
which secret he chooses. The OT has found many applications in cryptographic 
studies, such as fair electronic contract signing, oblivious secure computation, private 
information retrieval (PIR), etc [3][4] [5]. A general approach for constructing t-out-n 
OT is more practical than 1-out-n OT applications. For example, with private 
information retrieval applications (PIR), a user may want to query some data blocks 
from a database, but the user does not want the database manager (DBM) to know 
which t blocks interest him [3]. And the user cannot obtain other 

nmmm ,,, 21 K

1−n

tn −  secret blocks. 
Many studies have been conducted in the public key cryptosystem based on modular 
exponentiations. So far, most efficient previous 1-out-n OT schemes cannot simply 
construct a t-out-n OT scheme [2][9][12][13]. They require t calls of 1-out-n OT to 
form t-out-n OT. Their computation complexity is O(nt) modular exponentiations for 
the sender and O(t) modular exponentiations for the receiver. In Tzeng’s scheme [13], 
the most efficient previous scheme to the best of our knowledge, the sender needs 2nt 
modular exponentiations and the receiver needs 2t modular exponentiations to form 
t-out-n OT. The computational requirements and bandwidth consumption are quite 
demanding and likely to bottleneck in many applications. Recent technological 
advances have allowed users to carry portable communication devices. They offer 
affordable mobile networking capabilities while using very little power. However,  

 



New t-out-n Oblivious Transfer                                        313 
 
these above mentioned oblivious transfer schemes [2][9][12][13] require several 
modular exponentiations and larger bandwidth for a user or receiver to obtain secrets. 
  Recently, elliptic curve cryptosystems have been the focus of much attention, since 
there are many advantages, for example, a short key length and fast computation 
speed [1][11][6][8]. Hence, based on the two-lock cryptosystem [15] and elliptic 
curve cryptosystems, we propose an efficient t-out-n OT scheme in this paper. Elliptic 
curve cryptosystems potentially provide equivalent security as the existing public key 
schemes, but with shorter key lengths [1][11][6]. Having short key lengths means 
smaller bandwidth and memory requirements and can be a crucial factor in some 
applications, such as the design of smart card systems [7][14]. The cost operation in 
elliptic curve cryptographic schemes is point multiplication or scalar multiplication, 
namely, computing kQ, where Q is an elliptic curve point and k is an integer. This 
operation is the additive analogue of the exponentiation operation in a general 
finite group. In our method, we take just one call to construct t-out-n oblivious 
transfer. Only three rounds are required for our scheme, the computational complexity 
for the sender is (t+n) scalar multiplications and one modular inverse computation. On 
the other hand, the receiver requires one modular inverse computation and 2t scalar 
multiplications. In particular, the use of an optimal extension field [1] for software 
implementation has determined that an elliptic curve cryptosystem is faster than a 
public key cryptosystem based on modular exponentiations. Therefore, compared 
with existing OT schemes [2][9][12][13] based on modular exponentiations, our 
scheme can reduce bandwidth and many computations for the sender and the receiver. 
Moreover, owing to its simple algorithm and fewer parameter requirements, our 
method is user friendly in today’s computer environment.  

ka

The rest of this paper is organized as follows: In the next section, we present the 
necessary related works of our scheme. In Section 3, we propose a new t-out-n oblivious 
transfer scheme. The security and performance of the scheme is examined in Section 4. 
Finally, a brief conclusion is given in Section 5. 

 
2. Preliminaries 

Before a new t-out-n OT scheme based on elliptic curves is proposed, we first 
introduce the properties of elliptic curves [8] that will allow us to discuss our scheme’s 
security in Section 4.  

An elliptic curve is generally given by  
cbxaxxy +++= 232 .                                (1) 

Let q be a prime number larger than 3. An elliptic curve modulo q, , is the set of  qE
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solutions (x,y) satisfying 

            mod q.                           (2) cbxaxxy +++= 232

Here we take x and y to be in a fixed complete residue system modulo q, so is a finite 

set. The group law on an elliptic curve is defined when the discriminant is nonzero, 
where the discriminant of the curve in Equation (2) is  

qE

abcbabcac 84427 22332 +−++=Δ  mod q. 

Again, the point at infinity is O. The rules for addition of points on apply with the 

interpretation that the reciprocal is the inverse modulo q. When the inverse modulo q 
does not exist, then the corresponding line is “vertical” modulo q. Suppose that two 
points  and . The rules are as follows. 

qE

),( 111 yxP = ),( 222 yxP =
  If , then . If 21 xx = qmod OPP =+ 21 01 =y  , then qmod 11 PP −=  and OP =12 . 
In other cases, the sum is obtained by computing 21 PP +

21

21

yy
xx

−
−

=λ  mod q, if  ,  or 21 PP ≠
1

1
2
1

2
23
y

baxx ++
=λ  mod q, if ,  21 PP =

and then let  mod q. 21
2

3 xxax −−−= λ

Hence, , where  mod q. The addition rules are 

given below. For all P, Q , 

),( 3321 yxPP =+ 1313 )( yxxy −−= λ

qE∈

(1) O + P = P and P + O = P. 
(2) –O = O. 

(3) If , then OyxP ≠= ),( ),( yxP −=− . (Note that P and –P are the only points 

on with the same x-coordinate.) pE

(4) If Q = –P, then P + Q = O. 

(5) For any positive integer k and a point P qE∈ , the scalar multiplications kP is  

kP = P + P + P+L , where P is added to itself k times. 

(6) If the number of elements on is , then for every point P on , it hasqE qN qE OPN q =  

mod q. 
The computation of kP for large k can be done by addition and duplication laws. We can  
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write , where each  is 0 or 1. Then r
r kkkkk 222 2

2
10 ++++= L ik

       , )2()2()2( 2
210 PkPkPkPkkP r

r++++= L

where Pi2  can be computed from Pi 12 −  using the doubling formula. 
In the elliptic curve cryptosystems, the elliptic curve discrete logarithm problem 

in is the following: Given P with order N (That is NP = O) and QqE qE∈ P∈ , find r 

such that Q = rP. It is intractable. 
  Next, a t-out-n OT scheme is a two-party protocol where the sender possesses n 
secrets and would like to reveal t secrets of them to the receiver at 
receiver’s choice. A t-out-n OT scheme should satisfy the following requirements 
[15]: 

nmmm ,,, 21 K

Correctness: If both the sender and the receiver perform the protocol, the receiver 
gains t secrets after executing the protocol with the sender. 
Receiving ambiguity: After executing the protocol with the receiver, the sender will 
not know which t secrets the receiver has received. 
Sending privacy: After executing the protocol with the sender, the receiver does not 
get any information about other tn −  messages. 
 
3. The Proposed t-out-n Oblivious Transfer Scheme 
   According to the concept of two-lock cryptosystem [15], we propose a new 
t-out-n oblivious transfer scheme based on the elliptic curve. A sender first chooses a 

large prime q  and an elliptic curve : )2( 160≈q qE

cbxaxxy +++≡ 232 qmod ,with . 

Let the sender possess n (string) secrets 

084427 22332 ≠+−++=Δ abcbabcac qmod

qn EMMM ∈,,, 21 K and be willing to reveal 

t secrets of them to the receiver. Here, we assume that any message is encoded to a 

point on the elliptic curve . Suppose that the number of elements on is , thus 

for every point P on , it has

qE qE qN

qE OPN q = . The elliptic curve :  

 and  are published. Then, they perform the following protocol: 

qE cbxaxxy +++≡ 232

qmod qN

Step 1. The sender selects a secret number a such that 1),gcd( =qNa  and computes  
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       these elements ii aMC =   forqmod ni ,,2,1 K= , then 

delivers to the receiver. nCCC ,,, 21 K

Step 2. The receiver chooses a secret number b such that and t ciphers 

and  

1),gcd( =qNb

tiii
CCC ,,,

21
K ∈ },,,{ 21 nCCC K

calculates ,
11 ii bCP = qmod

22 ii bCP = qmod , ,K
tt ii bPP = qmod  . Then, he 

sends to the sender. 
t21 iii PPP ,,, K

(We have   for
jjjj iiii abMaMbbCP === )( qmod tj ,,2,1 K= .) 

Step 3. The sender derives  and computes , 

where

1−a qNmod
jj ii PaY 1−= qmod

tj ,,2,1 K= . Then, the sender sends to the receiver for 

all . 

jiY

tj ,,2,1 K=

Step 4. After receiving , the receiver derives and then computes t 

messages   , where

jiY 1−b qNmod

jiYb 1− qmod tj ,,2,1 K= . Then, the information is 

the message .  

jiYb 1−

jiM ∈ },,,{ 21 nMMM K

An authenticated channel from the sender to the receiver (or the receiver to the 
sender) is required. The authenticated channel can be achieved with authentication 
techniques and we omit it in the description. We give the following theorem to examine 
the correctness of the proposed method. 
Theorem 1: In the proposed method, the receiver can obtain t validity messages by 

computing , where
jj ii YbM 1−= tj ,,2,1 K=  and 

jiM ∈ },,,{ 21 nMMM K .  

Proof: According to the proposed method, we have , 
jj ii aMC = qmod 1),gcd( =qNa  

and . On the other hand,
jiM ∈ },,,{ 21 nMMM K

jjjj iiii abMaMbbCP === )( qmod , 

and . Since the number of elements on is , given any point P on , it  1),gcd( =qNb qE qN qE
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has . Both a and b are selected by the sender and the receiver, 

respectively. Hence, the sender can derive  and compute 

, where

OPN q = qmod

1−a qNmod

jjjj iiii bMabMaPaY === −− )(11 qmod tj ,,2,1 K= . Next, the receiver can 

derive  and obtain the validity message , 

where  and .  

1−b qNmod
jjj iii MbMbYb == −− )(11 qmod

tj ,,2,1 K=
jiM ∈ },,,{ 21 nMMM K

 
4. Discussions 

In this section, we examine the security and the performance of the proposed 
t-out-n OT scheme. 
4.1 Secrecy 
In the proposed scheme, let q be a large prime number , and the elliptic 

curve :  mod q with an infinity point O. The sender selects a 

secret number a such that 

)2( 160≈q

qE cbxaxxy +++≡ 232

1),gcd( =qNa  and computes these elements  

 for , then delivers to the receiver. Without knowing a, 

no one can derive  . Hence, an intruder cannot obtain the message by 

computing . On the other hand, after receiving , the receiver 

chooses a secret number b such that

ii aMC =

qmod ni ,,2,1 K= nCCC ,,, 21 K

1−a qNmod iM

iCa 1− qmod nCCC ,,, 21 K

1),gcd( =qNb  and t ciphers 

. Then, he calculates
tiii

CCC ,,,
21
K ∈ },,,{ 21 nCCC K

jjj iii abMbCP ==   and 

sends to the sender for . Similarly, without having b, no one can know 

which t specific ciphers the receiver selected. 

qmod

jiP tj ,,2,1 K=

4.2 Receiver’s Ambiguity  

In the proposed method, only the sender can derive   and 

compute , where

1−a qNmod

jjjj iiii bMabMaPaY === −− )(11 qmod tj ,,2,1 K= . However,  
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without knowing b, the sender cannot obtain which message the receiver has received, 
where the integer b is randomly chosen by the receiver. Hence, after receiving the 

information  , the receiver can obtain t secrets by computing   

for . Therefore, after executing our protocol with the receiver, the sender 
shall not know which t secrets the receiver has received. This means that our t-out-n 
OT scheme satisfies the receiving ambiguity requirement. 

ji
Y

jj ii MYb =−1 qmod

tj ,,2,1 K=

4.3 Sender’s Privacy 
After executing our protocol with the sender, the receiver gains t 

secrets for
jiM tj ,,2,1 K= . In our method, it provides   

for . With and , if the receiver can derive a from , 

then the receiver can obtain another message by computing . 

However, the security of our scheme lies on the difficulty of elliptic curve discrete 

logarithm problems. Hence, the receiver cannot derive a from  

.Therefore, after executing our protocol with the sender, the receiver gets just t 
secrets. Again, the receiver only receives the t secrets he has chosen and no other (n-t) 
messages. Consequently, it means that the proposed t-out-n OT scheme provides 
sending privacy. 

ii aMC = qmod

ni ,,2,1 K=
jiC

jiM
jj ii aMC = qmod

iM iCa 1− qmod

jj ii aMC =

qmod

4.4 Performance 
In the public key cryptosystem based on modular exponentiations, the complexity 

of most efficient previous t-out-n OT schemes [2][9]12][13], which require t calls to 
1-out-n oblivious transfer, is O(nt) modular exponentiations for the sender and O(t) 
modular exponentiations for the receiver. In Tzeng’s scheme [13], the sender needs to 
send nt elements to the receiver and the receiver needs to send t elements to the sender. 
According to the computational complexity, the sender needs 2nt modular 
exponentiations and the receiver needs 2t modular exponentiations. In these previous 
schemes, the cost computation is modular exponentiations. Based on the elliptic curve 
cryptosystem, we take just one call to construct t-out-n OT. Only three rounds are 
required for our method, the sender only sends n+t elements to the receiver and the 
receiver sends t elements to Alice. In our scheme, the computational complexity for 
the sender is (t+n) scalar multiplications and one modular inverse computation. On 
the other hand, the receiver requires one modular inverse computation and 2t scalar  
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multiplications. The dominate cost operation in elliptic curve cryptographic schemes 
is scalar multiplication, namely computing kQ, where Q is an elliptic curve point and 
k is an integer. This operation is the additive analogue of the exponentiation operation 

 in a general finite group. Elliptic curve cryptosystems potentially provide 
equivalent security as the existing public key schemes, but with shorter key lengths. 
Having short key lengths means smaller bandwidth and memory requirements and can 
be efficient for the computations. In general, the key is larger than  in the public 
key cryptosystem based on modular exponentiations. The key is about  in elliptic 
curve cryptosystem, it is much smaller than in the public key cryptosystem based on 
modular exponentiations. Hence, in comparison with previous OT schemes 
[2][9][12][15], our scheme will reduce bandwidth and computation loads for both the 
sender and receiver. Recently, many techniques for speeding up scalar multiplication 
of elliptic curves have been explored [1] [11] [6]. Also, elliptic curves over prime 
fields have been included in the WAP WTLS (Wireless Transport Layer Security) 
standard [14]. Hence, one can select a suitable elliptic curve to implement.   

km

5002
1602

The t-out-n OT has many applications. One application is for private information 
retrieval (PIR), in which the user wants to query some data blocks from a database, 
but the user does not want the database manager (DBM) to know which data blocks 
interest him [3]. The regular PIR does not restrict the user to obtain only one data 
block of the database. When the user wants to obtain more than one block, our 
scheme is more attractive than the previously proposed schemes.  
 
5. Conclusions 

   Using the concept of two-lock cryptosystem and elliptic curve cryptography, we 
have proposed a novel t-out-n oblivious transfer with low bandwidth. The proposed 
protocol requires three rounds of communication. Compared with existing oblivious 
transfer schemes based on modular exponentiation, the computation and 
communication loads are greatly reduced for both the sender and receiver to finish the 
protocol in the proposed scheme. Since it provides short key lengths and fast 
computation speed, the proposed scheme is very suitable for mobile clients and 
smart-card users. In addition, our method has a simple algorithm and fewer parameter 
requirements. It is very practical in real applications. 
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