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R. Flores-Carapia

Instituto Politécnico Nacional
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Instituto Politécnico Nacional
Escuela Superior de F́ısica y Matemáticas
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Abstract

In this research substitution boxes are built for Advanced Encryption
Standard cryptosystem –AES–, using the Chaos procedure. Chaos is
generated by a non–linear differential equation. Levels of boxes non–
linearity using the Walsh function are measured. Eight thousand one
hundred ninety–two boxes are constructed with non–linearity of 104.
This article uses AES–128 with one box in each round, which is taken
from the 8192 generated. An encryption application to colour images is
presented. The randomness degree in the ciphered images to quantify
encryption quality is measured. Image encryption is performed without
loss of information, i.e., the JPEG format type is not used.

Mathematics Subject Classification: 14G50

Keywords: AES, Walsh Function, Non–linearity, Colour Cipher images,
Chaos, Randomness

1 Introduction

At present sensitive information is transmitted on public networks such as
the Internet. This is the reason why different types of information encryption
have emerged, particularly for images [26]. There are different types of image
encrypted processes such as using Chaos [19] and the Hyper-Chaos [17]. How-
ever, in the latter two cases there is loss of information when the figures are
decrypted. On the other hand, there has been significant researches in optics
[6] and [24] where the size of the keys is not specifically mentioned. In this
research it is important not to compress images since there are countries whose
rules do not allow this [21].

An algorithm defining a bijective function is developed [23], which is used
for constructing boxes of 16 × 16 elements, i.e. a permutation over an array
of 256 elements. To achieve this, 255 constants are required to generate the
permutation on an array of 256 elements, and to get the constants Chaos is
utilized. In the case of boxes selection for each round a procedure that employ
modular arithmetic is used.

Chaos is generated by a non-linear differential equation of the form dP (t)
dt

=
f(t, P (t)). The boxes non-linearity by the Walsh function is measured Wfi =
ρ(fi ⊕ Da) where fi is a Boolean function and defines a correspondence fi :
Z8

2 −→ Z2, with Z2 = {0, 1} [9]. The Da amount is defined as follows: Da =
⊕8

i=1aixi with ai, xi ∈ {0, 1}
To measure the randomness degree of encrypted figures a goodness of fit

test is employed using the Chi-Square distribution [25]. In addition, Entropy
and Correlation Coefficient are used. Many studies in analysis of encrypted
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figures randomness, Entropy and Correlation Coefficient tests are performed
[8]. Furthermore, the type of figures used in this research is: Lena and a text
image; this latter is based on a criterion detailed below.

The article is divided into the following sections: In the first part there
is a short description of the art state; in the second a short explanation of
the tools used is given. In the third section the description of the algorithm
that defines the bijective function is addressed. The fourth is the procedure
for generating and measuring boxes non-linearity. In the fifth unit a box with
non-linearity of 104 is shown. In the sixth part the results are presented and,
in the seventh section the analysis and results discussion are conducted, and
finally, the conclusions.

2 Preliminary Notes

Chaos. Let us have a non-linear differential equation of the form:

dP (x)

dx
= f(x, P (x)).

where f(x, P (x)) = aP (x)−bP 2(x) with a, b > 1. Moreover, the x variable
is discretized, put another way, taking the values x0, x1 . . . xn and for these
quantities the following values can be written: P (x0), P (x1), . . . P (xn).

Then, according to the Euler algorithm [4] it has the following:

P (xn+1) = P (xn) + f(xn, P (xn)) ∗ 4x (1)

where 4x is a very small amount.
The parameters r, s are defined as follows:

r = 1 + a ∗ 4x and s = b ∗ 4x (2)

The supposition P (xn) = r
s
xn on the point xn is made [10]. This latter

result can be substituted in equation (1) and the following formula is obtained:

xn+1 = r ∗ xn(1− xn) (3)

Thus, the limit of xn variable when n→∞ can be written for the expression
(3). That is:

lim
n→∞

xn+1 = lim
n→∞

r ∗ xn(1− xn)

.
For practical cases, say n = 1000, the x value is stabilized if the limit exists.

For example, in Table 1 some values of x are presented, when n = 1000, x0 =
0.1415926535 and different amounts of r.



154 V. M. Silva-Garćıa et al.

Table 1: Table 1. Different values of x when n = 1000 and x0 = 0.1415926535
r 1.3 1.5 1.65 1.75 2
xn 0.23076923 0.333333 0.393939 0.42857142 0.5

However, when r = 3.714159265 the number of x values is large, put in other
way, Chaos occurs [10]. Moreover, the expression (3) fulfills three important
aspects of Chaos [14], namely:

a) The xn numbers are deterministic.
b) A small change in the values r or x0, causes unpredictable variations in

xn.
c) The xn amounts cannot be predicted, of course, when the calculations

are not carried out.
Non-linearity. Symmetric cryptosystems that were the standard such as

DES [12] and Triple DES [2] used substitution boxes. Now, the standard is
AES [11] and it utilizes a substitution box too. Substitution boxes having
different values of non-linearity, for example, DES cryptosystem boxes do not
have an adequate level of non-linearity and this is the reason the linear [20]
and differential [3] attacks can be carried out.

In the case of AES, the substitution box has larger non-linearity quantities
and this is the reason why it is not possible to carry out the linear and differ-
ential attacks [9]. In this research the non-linearity is measured according to
the Walsh function Wfi(a) = ρ(fi ⊕Da). The procedure is as follows:

The input of AES box is an eight bits string x1, x2, . . . x8 with xi ∈ {0, 1},
so, it is possible to say that there are eight Boolean functions defined as:
fi : Z8

2 −→ Z2; that is, fi(x1, x2, . . . x8) = yi with yi = 0, 1 for i = 1 . . . 8.
Functions Da = ⊕8

i=1aixi with ai, xi ∈ {0, 1} and ρ(fi) =
∑

X∈Z8
2
(−1)(fi(X))

are defined. The latter measures the bias, i.e. if the number of zeros that fi
function takes is equal to number ones, then ρ(fi) = 0; meaning there is no
bias. If there is a significant difference between the zeros and number ones,
then ρ(fi) will take values away from zero. The Walsh function is defined as
Wfi(a) = ρ(fi⊕Da) in order to consider more bias possibilities [5]. Therefore,
if |ρ(fi ⊕ Da)| takes a big value for some vector a = (a1, a2 . . . a8), it follows;
for this vector there is a significant bias and then a linear attack can be made.

Here, the non-linearity of fi function is defined as

NLi = 27 − 1

2
maxaεZ8

2
|Wfi(a)|.

If a simple analysis is performed in the last expression it can be observed
that NLi non-linearity is higher if the equation 1

2
maxa∈Z8

2
|Wfi(a)| is small, and

otherwise lower. Then, the box non-linearity is expressed as follows: LN=
min.NLi. This latter, because the linear attack uses the part where there is
the greatest bias.
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Randomness. Figure encrypted quality is associated with the degree of
randomness that has the primary colours distribution. Thus, to measure the
randomness degree of primary colours distribution –red, green and blue– in the
encrypted images the following instruments are used: Entropy [9], Correlation
coefficient [22], and a Goodness–of–fit test proposed [8].

Entropy. This is measured according the formula:

H(x) = −
∑
x∈X

P (x)log2P (x).

However, when working with image colours each of the basic colours –red,
green or blue– is described as one byte; that is, 256 levels are sufficient for
each colour. So, if each basic colour has a uniform distribution; i.e. all points
are equally likely the value of entropy is 8. Furthermore, it is possible to
build a theoretical distribution with 8 Entropy and this is not uniform [9].
Nevertheless, in practice values as close to 8 are sought for the distributions
of basic colours of encrypted images.

Correlation coefficient. The analysis of Correlation coefficient between ad-
jacent pixels of an encrypted image is performed in three directions: horizontal,
vertical and diagonal. A figure is ”well encrypted” if the Correlation between
adjacent pixels is an amount close to zero. The process of calculating the
Correlation between two random variables; x, y it is carried out as follows:

A pixel is chosen at random from the encrypted image. This pixel has
a level of red, green and blue which is denoted as xr, xg and xb; that is,
the analysis is performed for each of the basic colours. After choosing the
pixel at random, the subsequent pixel is taken in an adjacent way; that is,
in direction horizontal, vertical or diagonal as appropriate, and in the same
manner as above, the adjacent pixel has a level for red, green and blue. These
are denoted as follows: yr, yg and yb.

Now, suppose that M pairs of pixels x, y are randomly selected. There-
fore, the Correlations can be calculated in three directions for the three basic
colours. The formula for the Correlation in the horizontal direction and for
red colour is presented below:

rh;xr,yr =
1
M

(
∑M

i=1(xi,r − xr)(yi,r − yr))√
( 1
M

∑M
i=1(xi,r − xr)2(

1
M

∑M
i=1(yi,r − yr)2))

(4)

where the xr and yr are

1

M

M∑
i=1

xi,r;
1

M

M∑
i=1

yi,r (5)

Clearly, the expressions for vertical and diagonal directions, as well as for
the green and blue colours are similar.
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Hypothesis test. To assess the randomness of a bits sequence a test of
statistic hypothesis is formulated; which consists of a null hypothesis H0, which
states that the bit string is random versus the alternative hypothesis Ha, which
indicates that this is not so. To accept or reject the null hypothesis a statistical
and threshold are used. Threshold defines a region of rejection; thus, if the
value of the statistical based on data is in the rejection region, it would imply
that the null hypothesis is not accepted, otherwise H0 is accepted.

In any hypothesis testing scheme there are two types of error, namely:
Type I and Type II error. The Type I error is committed when H0 is rejected
and this is true. The Type II error is to accept H0 when this hypothesis is
false. The Type I error is controlled because it is considered that H0 is the
most important of both hypotheses. The amount used in this research for the
Type I error is α = 0.01, although, the value α = 0.001 [1] can be utilized.

To carry out the analysis proposed, a Goodness-of-fit test is applied using
the χ2 distribution as follows: Working with images a test to measure the
randomness based on how the colours in an encrypted figure are distributed is

presented, for which the statistical χ2 =
∑k

i=1
(oi−ei)2

ei
is used, in each primary

colour. The observed value is oi and ei is an expected amount. Using the χ2

statistical the degree of randomness can be quantified that has the different
shades of colours; red, green and blue.

NIST 800-22 does not have this type of procedure; that is, the randomness
of the tones distribution in the basic colours is not measured, since, it is a very
special situation.

Likewise in some 800-22 NIST standard tests, in this approach the Goodness-

of-fit test is applied using the statistical χ2 =
∑k

i=1
(oi−ei)2

ei
, which has a Chi-

square probability distribution with n − 1 freedom degrees. The degrees of
freedom are obtained as follows: the shades of each image colour can be rep-
resented as a histogram whose abscissa has 256 divisions. So, the freedom
degrees are 255 [8]. On the other hand, if it is considered that random variable
χ2 approaches to normal distribution, according to the Central Limit Theorem
[16], it follows that the mean and variance of χ2 statistical are: µ = 255 and
σ =

√
2(255) = 22.5831 for each colour.

With this information, it is simple to calculate the thresholds for a signif-
icance level of α = 0.01 and α = 0.001, considering that both levels are in
the right tail of the normal distribution, it follows that the threshold for the
significance level of α = 0.01 is 307.61 and for α = 0.001 is 324.78. Conse-
quently, making a decision to accept or reject the null hypothesis according to
particular data is as follows:

a) The statistical χ2 =
∑k

i=1
(oi−ei)2

ei
is calculated for specific values, regard-

ing that both oi and ei are the i-th observed and expected values.
b) Probability to the right of χ2 value is quantified; if this probability

is bigger or equal to 0.01, then the null hypothesis is accepted, otherwise it
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is rejected. Obviously, when the significance level is 0.001 the procedure is
similar.

3 Algorithm to generate permutations

Let us start from the following facts: given a non-negative integer m ≥ 2, the
sets Nm = {n ∈ N |0 ≤ n ≤ m!− 1} and Πm = {π} are defined, such that π is
a permutation of 0, 1, . . . ,m−1 arrangement. On the other hand, considering
the division algorithm of Euclides [13], any n ∈ Nm can be written in a unique
way as follows:

n = C0(m− 1)! + C1(m− 2)! + . . .+ Cm−2(1)! + Cm−1(0)! (6)

It will be seen, in the algorithm description that Cm−1 = 0. Also, it is
simple to prove:

0 ≤ Ci < (m− i) with 0 ≤ i ≤ (m− 2) (7)

Once the C0, C1, . . . C(m−2) values were calculated, the following algorithm
is constructed:

Step 0. An array in ascending order is written as: X[0] = 0, X[1] = 1, . . . X[m−
1] = m− 1.

Step 1. According to the expression (7) C0 < (m); then, X[C0] is one element
of the step 0 array. So, X[C0] is removed from the arrangement and
instead is replaced by X[m− 1]; that is, the last array element. Note, in
this case only two operations are performed; removal and replacement.
In other words, the other array elements remain unchanged, and only
a new position to X[m − 1] is assigned. Furthermore, if the C0 value
corresponds to the last element position, then X[m− 1] is removed from
the array and its position is taken by the X[m− 2] element.

Step 2. In the same way as in the previous step, using the expression (7)
C1 < (m− 1); thus X[C1] is an array element of step 1. So, in the same
manner as in the above step, X[C1] is removed from the arrangement
and replaced by the last item. In the case that X[C1] is the array last
element, the procedure is as in the previous step.

Step m-1. If this process is repeated, the final result will be the following:
X[C(m − 2)] and X[C(m − 1)] = k with 0 ≤ k ≤ m − 1. X[C(m − 1)]
is automatically displayed since it is the last element; so, C(m− 1) = 0
because there is one position only; the zero.
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The arrangement of positive integers X[C0], X[C1], . . . X[C(m − 2)] and
X[C(m − 1)] is a permutation of the 0, 1, . . .m − 1 array. This procedure is
performed in m−1 steps. Regarding the complexity to perform this algorithm
is O(m), because in each step a removal and replacement of one element is car-
ried out, the remaining elements are unchanged. The above algorithm defines
a function Nm :→ Πm that is bijective, which is denoted as Im [23].

4 Box generation and non-linearity

Utilizing expression (3) chaotic amounts can be generated for certain values of
r such as r = 3.7141 . . . 7618 (499 digits after the decimal point). There is an
infinite number of possible values that can be assigned to r from expression
(3), to generate amounts chaotically [4].

In this research the process is: initial values x0 in the range 0.1 ≤ x0 < 1
with 499 digits are taken. Expression (3) is iterated until maximum n = 3000,
since it is possible to obtain the box with non-linearity of 104. The result is
an amount less than one, and numbers after the decimal point do not follow
any pattern, i.e. appear in a pseudo-random way.

Furthermore, each iteration takes 1000 digits after the decimal point. In
this vein, this article proposes to take blocks of one Byte, one after another, to
calculate the constants required in the expression (6), using the relationship:
Ci = bi mod.(256 - i), where bi is the value of the one Byte block after the
decimal point for i = 0, 1, . . . 254. Once the Ci amounts were calculated for
i = 0, 1, . . . 254, the algorithm defined in the previous section to obtain a
permutation over an array of 256 elements is applied, considering that C255

= 0; it is clear that a substitution box is a permutation over a 256 positions
array. When the substitution boxes were calculated the next step is to obtain
the non-linearity, according to the expression LN = min.NLi where NLi =
27 − 1

2
maxa∈Z8

2
|Wfi(a)|, the boxes with non-linearity of 104 are chosen. Now,

the following questions are answered:
a) How many boxes are generated and what is its non-linearity?
b) How to apply the AES cryptosystem?
With regard to the first question 8192 = 213 boxes are constructed with a

104 non-linearity. It is possible to obtain bigger non-linearity boxes. However,
it is important to mention that the safety is not affected. Regarding the second
question, it proceeds as follows: once the 8192 boxes were built 10 are chosen
according to the following procedure:

i) Multiply pi by the integer associated to the 128-bit key [18]. The Divide
and Conquer algorithm is used [15].

ii) From 0 to 8191 the boxes are listed, and from the above result to the
right of the decimal point, 10 blocks set of 2 Bytes each are taken which are
denoted as aj for j = 0,1 . . . 9. Then, the following formula is used: Cj = aj
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Table 2: Substitution box with 104 non-linearity
86 8c 24 a2 17 e2 94 ff 54 36 e3 58 64 52 72 84
ad b8 1e 2c af 0b ac c2 16 6f 2b 02 b2 ed 5a b5
e0 26 60 4c 90 c7 0f 12 8e 81 43 62 fb 7c 3c a3
35 92 9c df 97 ee 10 a9 59 8f da 89 5f fe 4e 77
03 a1 1d 67 49 01 25 cc ab de d5 06 22 42 c8 4f
c9 80 7d a0 f8 f4 8d e8 70 2a 5b bf e1 ca 1c 13
1a 9e 4b 0a 00 51 b0 fc 46 d1 b1 ec 32 78 f2 08
53 0e 56 4a 20 11 71 d0 1f d2 2e 57 d8 d9 19 99
eb 75 fd 44 b3 4d f9 b4 2d 09 31 fa d3 9b 30 96
1b e7 82 a7 34 5e d4 e9 85 21 f6 74 8a cd b7 29
c4 a6 40 8b 76 a4 a5 7f dc f3 b9 cb 83 41 aa 05
14 6b e6 55 7b 3e dd 9f 6a ea 45 9a c5 ef 0d 79
6d 3f 98 a8 27 47 3a 61 bb ae 0c 6c 91 37 68 db
65 48 6e 7a b6 15 cf 38 2f e5 f0 07 04 66 bc 73
23 28 87 69 39 7e 3d 50 d7 5d c3 ce c0 63 93 f5
5c 33 f1 88 bd d6 95 e4 18 c6 ba be 3b c1 9d f7

mod.(8192) for j = 0,1 . . . 9. Knowing the constant Cj it is possible to get
the arrangement of 10 boxes taken from the 8192 generated. Indeed, the Cj

value indicates which box will be part of the 10 boxes array. According to this
procedure, the total number of 10 box arrangements taken from 8 is (213)10 =
2130. Regarding that in this process could be repetitions of some boxes in the
array elements, it is clear that the order of boxes appearance is important.

iii) The keys schedule is generated once using the standard box and ac-
cording to the key proposed.

To get a substitution box of non-linearity 104, the following values x0, r
and n in expression (3) are used:

x0 =0.28318530717958647692528676655900576839433879875021164194988918461563281
2572417997256069650684234135964296173026564613294187689219101164463450718
8162569622349005682054038770422111192892458979098607639288576219513318668
9225695129646757356633054240381829129713384692069722090865329642678721452
0498282547449174013212631176349763041841925658508183430728735785180720022
6610610976409330427682939038830232188661145407315191839061843722347638652
235862102370961489247599254991347037715054497824558763660238982.

r =3.88171828182845904523536028747135266249775724709369995957496696762772407
663035354759457138217852516642742746639193200305992181741359662904357290
033429526059563073813232862794349076323382988075319525101901157383418793
070215408914993488416750924476146066808226480016847741185374234544243710
75390777449920695517027618. n = 260.

In this investigation the images to be encrypted are shown in Figure 1. The
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(a) (b)

Figure 1: Images to be ciphered: (a) Text, and (b) Lena.

image suggested in this paper is Figure 1 (a). It is based on a characteristic of
goodness-of-fit test that tells us the following: if the tones distribution of the
three basic colours were completely random, then χ2 = 0. In fact, this means
that the colour histogram follows a uniform distribution [25].

However, if the χ2 has a large value it means the opposite, i.e. the colours
are not random. So, in this research an image that has a χ2 as large as possible
is proposed. The above is because in many images with relatively small χ2,
less than one million can be applied directly to the AES cryptosystem; that
is without any change, and gets an encrypted image that passes the tests
suggested in this research. For figures with large χ2 values, say some hundreds
of millions, it is necessary to apply the procedure proposed in order that the
encrypted image does not provide information.

This work uses a figure with a χ2 = 559757935.49, which is a piece of poetry
written by Sor Juana Ines de la Cruz (Mexican Poetess 1615-1683) [22].

5 Results Presentation

Now, there is a brief mention of how the randomness analysis process is per-
formed on the encrypted figures. The primary colours are taken separately. If
each basic colour approves the randomness process the encryption is random.
Nevertheless, if any of them fail the test, then the encryption is not adequate.
Also, it is clear that the key can be chosen in an arbitrary way; in this case
it is: k = 2123456789ABCDEFFEDCBA9876543210. The images in Figure 1
are ciphered as was mentioned above.

Results of the prosed test are shown in Table 3.
Table 3 shows the amounts P − value, which is the area under the normal

curve to the right of χ2 =
∑k

i=1
(oi−ei)2

ei
. The P − valuer, P − valueg and
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Table 3: Proposed test results applied to Figure 1 images ciphered with k key
(X Accepted, x Rejected).

α = 0.01 (a) (b)
Proposal Red – P − valuer 0.06/X 0.21/X
Test Green – P − valueg 0.73/X 0.72/X

Blue – P − valueb 0.80/X 0.49/X

Table 4: Entropy results of Figure 1 encrypted images, utilizing k.
Entropy (a) (b)
Red colour 7.99976 7.99925
Green colour 7.99980 7.99933
Blue colour 7.99981 7.99929

P − valueb notation, indicates the value of P − value for each basic colour;
red, green or blue.

The Entropy for each basic colour: red, green and blue are calculated
looking for amounts approaching to 8. The results of the Figure 1 encrypted
are shown in Table 4.

Concerning the Correlation, the randomness measuring of the pixels is per-
formed in three directions; horizontal, vertical and diagonal, for each primary
colour. In Table 5 the results are shown.

In Figure 2, the graphics of the colours distribution are shown, for basic
colours of the Figure 1 (b) encrypted with the k key. Horizontal, vertical
and diagonal Correlations for the three basic colours from top to bottom are
presented.

6 Analysis and results discussion

As noted above, 10 boxes using the expression Cj = aj mod.(8) with j = 0,
1, . . . 9 are chosen; furthermore, according to this process, some boxes can be
repeated. Knowing the constants Cj the array of 10 boxes taken from the 8
generated, is obtained. Then, the following question can be raised; what is
the probability that the same selection of 10 boxes arrangement for different
blocks of 128 bits can be repeated? Considering that the choice of 10 boxes
arrangement is independent from each to another block of 128 bits, so, the
number of options is (213)10 = 2130.

Therefore, the probability of the event described above is 1
2130

. So, it can
be seen that it is unlikely. The latter is important since it is desired that the
encrypted blocks appear randomly. Regarding the cryptosystem complexity
proposed, the following is mentioned: if a brute force attack is carried out,
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Table 5: Correlation results in directions: horizontal, vertical and diagonal for
red, green and blue colours of Figure 1 encrypted images with the k key.

Color Correlation (a) (b)
Coefficient

Red Horizontal 0.0040 0.0104
V ertical 0.0338 0.0009
Diagonal 0.0010 0.0147

Green Horizontal 0.0153 0.0387
V ertical 0.0066 0.0236
Diagonal 0.0162 0.0056

Blue Horizontal 0.0157 0.0213
V ertical 0.0180 0.0513
Diagonal 0.0289 0.0535

Figure 2: Correlation in the three directions and for the three basic colours,
using encrypted image of Figure 1 (b) and k key.
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it is necessary to know only the AES key, because with this information it is
sufficient to obtain the boxes arrangement. Thus, the complexity to be solved
is 2128 and can reach up to 2256. In another vein, nowadays there are different
attacks to the AES cryptosystem such as: Rebound, Statistical, Algebraic and
Related-Key attacks [7]. However, none has solved the AES cryptosystem yet.

It is noteworthy that the AES box has a 111 non-linearity and this research
used boxes with a 104 non-linearity. If someone thinks that for this reason a
linear attack can be performed, this is incorrect according to the following two
arguments:

a) In the linear attack to the Data Encryption Standard –DES– largely the
weakness of box seven is used because it has the lower non-linearity. The Walsh
function used here has the following expression: NLi = 25− 1

2
maxaεZ6

2
|Wfi(a)|

since the input strings to boxes are of six bits. Furthermore, in this case
the maximum non-linearity is 32, considering that for AES it is 128. If the
calculations are made the box seven has a non-linearity of 14, that is, 43.75%
of the maximum value. In this investigation the non-linearity 104 is 81.25% of
the maximum value, and as can be observed is near of 40% bigger.

b) To perform the linear attack, at least as is known at this time, it is
necessary to know which are the boxes and their order. Nevertheless, in this
research they are variable in each block.

Concerning randomness, it is clear from Tables 3, 4, 5 and Figure 2 that the
results show an “appropriate” level of randomness in the encrypted images, and
in some cases as those shown in Table 5, exceed the results of other researches
[17]. So, the outcomes have a ”right” level of randomness according to the
following three arguments:

1. Approve the Goodness-of-fit proposed

2. Entropy has values close to 8

3. Correlation Coefficient of adjacent pixels in the directions; horizontal,
vertical and diagonal, considering the three basic colours are close to
zero.

7 Conclusions

An original cryptosystem which encrypts colour images is shown based on the
Advanced Encryption Standard with 128–bit keys; these keys can be increased
up to 256 bits. The main feature is that in each round a box is used which
can be different to each other or not, and each of them has a non–linearity of
104. The 10 boxes are obtained from 8192 which were generated by the Chaos
method. Chaos is carried out by a non–linear differential equation.
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The pi number is used to choose the 10 boxes for each 128–bits block. The
encrypted strings pass randomness tests suggested in this research. A Video
card of 2324 cores in the encryption process was used. Finally, cipher time
was reduced to 3.6 milliseconds.
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Politécnico Nacional (Secretaŕıa Académica, COFAA, SIP, CIDETEC, and
ESFM), the CONACyT, and SNI for their economical support to develop this
work.

References

[1] Andrew Rukhin, Juan Soto, James Nechvatal, Miles Smid, Elaine Barker,
Stefan Leigh, Mark Levenson, Mark Vangel, David Banks, Alan Heckert,
James Dray, San Vo, A Statistical Test Suite for Random and Pseudoran-
dom Number Generators for Cryptographic Applications, NIST 800-22,
2010. http://dx.doi.org/10.6028/nist.sp.800-22r1a

[2] W. Barker, Recommendation for the Triple Data Encryption Algorithm
(TDEA) Block Cipher, NIST Special Publication 800-67, 2008.

[3] E. Biham and A. Shamir, Differential cryptanalysis of the full 16-round
DES, Lecturer Notes in Computer Science, 1993, 494-502.

[4] W. Boyce, R. Diprima, Ecuaciones Diferenciales y Problemas con Valores
en la Frontera, 5a edición, 2013.

[5] C. Carlet, On highly nonlinear S-boxes and their inability to thwart
DPA attacks, 6th International Conference on Cryptology of the Springer-
Verlag, 2005, 49-62. http://dx.doi.org/10.1007/11596219 5

[6] Chong Fu, Jun-jie Chen, Hao Zou, Wei-hong Meng, Yong-feng Zhan
and Ya-wen Yu, A chaos-based digital image encryption scheme with
an improved diffusion strategy, Optics Express, 20 (2012), 2363-2378.
http://dx.doi.org/10.1364/oe.20.002363

[7] J. Daemen and V. Rijmen, The first ten years of Advanced Encryption
Standard, Crypto Corner, 2010.

[8] Jay L. Devore, Probabilidad y Estad́ıstica: Para Ingenieŕıa y Ciencias,
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