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Abstract

This paper proposes a modified construction of pseudorandom bi-
nary sequences using chaotic maps. The output binary digits are sta-
tistically tested with NIST, DIEHARD and ENT packages. The ex-
perimental results show that the output streams possess statistically
identical properties with ”true random” values.
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1 Introduction

Pseudorandom binary sequences using chaotic maps are continually increasing
in the last three decades. The need of novel ones is always expanding in the
advanced interactive media.

A novel pseudorandom number algorithm based on Logistic map, is pro-
posed in [8]. A novel variable parameters hyperchaotic pseudorandom number
generation structure which is composed by homogenized Logistic chaos and
unified hyperchaos cascade, is presented in [17]. Two pseudorandom bit gen-
erators based on Chebyshev polynomial and Duffing map are presented in
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[13]. In [10], pseudorandom bit stream scheme based on the Lorenz attractor
and bent Boolean function is provided. A pseudorandom generation scheme
constructed from the solutions of two Chebyshev polynomials, filtered by a
threshold function, is designed in [11]. Modified Chebyshev map based pseu-
dorandom bit generator is proposed in [5]. Cryptography secure bit generation
scheme based on Circle map, is provided in [12]. In [6], a pseudorandom se-
quence generator based on two Circle maps and XOR function is designed.
The Chen chaotic map is proposed as pseudorandom sequence generator in
[3]. Chaos-based pseudorandom bit generator, which uses two Chirikov stan-
dard maps filtered by a search-based rule, is proposed in [14].

The aim of the paper is to present as modified pseudorandom generating
scheme based on the Tinkerbell map. The proposed method could be used as
a separate element of the information protection systems [7].

2 Description of the Chaotic Map

In this paper we use a Tinkerbell map as a main key generation engine. It is
recursively defined as [1]:

um+1 = u2
m − v2m + aum + bvm

vm+1 = 2umvm + cum + dvm ,
(1)

where a = 0.9, b = −0.6013, c = 2.0 and d = 0.50.

3 Novel Construction of Pseudorandom Binary

Sequences using the Chaotic Map

3.1 Proposed Scheme

The novel construction is a simple modification of [15]. The generator of B.
Stoyanov and K. Kordov is based on the following two Tinkerbell maps:

u1,n+1 = u2
1,n − v21,n + au1,n + bv1,n

v1,n+1 = 2u1,nv1,n + cu1,n + dv1,n

u2,m+1 = u2
2,m − v22,m + au2,m + bv2,m

v2,m+1 = 2u2,mv2,m + cu2,m + dv2,m ,

(2)

where a = 0.9, b = −0.6013, c = 2.0 and d = 0.50. The algorithm starts with
real numbers u1,0, v1,0, u2,0, and v2,0. On every iteration, two pseudorandom
output bits are computed from v1,i and v2,i, respectively, by using the following
function:

s
′

i = abs(mod(integer(x× 100000000000000), 2) (3)
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where abs(x) returns the absolute value of x, integer(x) returns the integer
part of x, truncating the value at the decimal point, mod(x, 2) returns the
reminder after division. In order to use the four real numbers in the keystream
calculation, we propose a modified construction of pseudorandom binary se-
quence generation by using Eq.(3) twice for two different parameters u1,i and
u2,i. Then we perform XOR operation between the four post-processing bits
s
′
i1, s

′
i2, s

′
i3, and s

′
i4, to get a single output bit si.

A software simulation of the novel keystream generator is developed in PHP
language, using the following initial values: u1,0 = −0.134622309652632, v1,0 =
−0.652799703451106, u2,0 = −0.434155080322762, and v2,0 = −0.532344590085386.

3.2 Key space analysis

The set of all possible initial values creates the key space. The novel algorithm
has four secret keys u1,0, v1,0, u2,0, and v2,0. , L1, and L2. As stated in [18], the
computational precision of the 64-bit double-precision number is about 10−15.
We work with the same precision and the proposed key space is more than
2199. The key space is long enough against brute-force search [2].

3.3 Statistical tests

Three software statistical applications to estimate the pseudorandom charac-
teristics of the output stream are used.

The NIST package [9] includes 15 statistical tests. One thousand sequences
of 1000000 bits were generated using the proposed algorithm. The results
are given in Table 1. The entire NIST package is passed successfully. The
minimum pass rate for each statistical test with the exception of the Random
excursion (variant) test is approximately of 980 for a sample size of 1000 zero-
one sequences. The minimum pass rate for the random excursion (variant)
test is approximately equal to 584 for a sample size 598 bit sequences.
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NIST Proposed Construction
statistical test P-value Pass rate
Frequency (monobit) 0.072514 988/1000
Block-frequency 0.707513 991/1000
Cumulative sums (Forward) 0.107512 987/1000
Cumulative sums (Reverse) 0.486646 991/1000
Runs 0.023228 995/1000
Longest run of Ones 0.223648 991/1000
Rank 0.522100 987/1000
FFT 0.576961 981/1000
Non-overlapping templates 0.492172 990/1000
Overlapping templates 0.950247 992/1000
Universal 0.881662 989/1000
Approximate entropy 0.783019 992/1000
Random-excursions 0.411631 592/598
Random-excursions Variant 0.534956 593/598
Serial 1 0.288249 986/1000
Serial 2 0.262249 988/1000
Linear complexity 0.526105 983/1000

Table 1: NIST statistical package results.

The DIEHARD statistical suite [4] consists of 19 tests. The result is given
in Table 2. All calculated P-values are in a range of [0, 1). All tests are passed
successfully.

DIEHARD Proposed Construction
statistical test P-value
Birthday spacings 0.50526
Overlapping 5-permutation 0.15132
Binary rank (31 x 31) 0.93832
Binary rank (32 x 32) 0.33144
Binary rank (6 x 8) 0.54686
Bitstream 0.52291
OPSO 0.53710
OQSO 0.42495
DNA 0.48471
Stream count-the-ones 0.81137
Byte count-the-ones 0.60367
Parking lot 0.56038
Minimum distance 0.56465
3D spheres 0.47836
Squeeze 0.29765
Overlapping sums 0.42241
Runs up 0.76122
Runs down 0.76522
Craps 0.35821

Table 2: DIEHARD statistical test results.
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The ENT package [16] includes 6 statistical tests. We tested output string
of 125000000 bytes of the proposed scheme. The result is in Table 3. The
construction of pseudorandom binary sequences passed all the tests of ENT.

ENT Proposed Construction
statistical test results
Entropy 7.999999 bits per byte
Optimum compression OC would reduce the size of

this 125000000 byte file
by 0 %.

χ2 distribution For 125000000 samples is
246.70, and randomly would
exceed this value 63.38 %
of the time.

Arithmetic mean value 127.5053 (127.5 = random)
Monte Carlo π estim. 3.141731186 (error 0.00 %)
Serial correl. coeff. 0.000112

(totally uncorrelated = 0.0)

Table 3: ENT statistical test results.

4 Conclusion

We have proposed a construction of pseudorandom binary sequences using
chaotic maps. The experimental results show that the output streams possess
statistically identical properties with ”true random” values.

Acknowledgements. This work is partially supported by the Scientific
research fund of Konstantin Preslavski University of Shumen under the grant
No. RD-08-305/12.03.2015.

References

[1] K. T. Alligood, T. D. Sauer, J. A. Yorke, CHAOS: An In-
troduction to Dynamical Systems, Springer-Verlag, Berlin, 1996.
http://dx.doi.org/10.1007/978-3-642-59281-2

[2] G. Alvarez, S. Li, Some Basic Cryptographic Requirements for Chaos-
Based Cryptosystems, International Journal of Bifurcation and Chaos,
16 (2006), 2129–2151. http://dx.doi.org/10.1142/s0218127406015970

[3] H. P. Hu, L. F. Liu, N. D. Ding, Pseudorandom sequence generator based
on the Chen chaotic system, Computer Physics Communications, 184
(2013), 765–768. http://dx.doi.org/10.1016/j.cpc.2012.11.017



3852 Dimo Malchev and Ilhan Ibryam

[4] G. Marsaglia, Diehard: a Battery of Tests of Randomness.
http://www.fsu.edu/pub/diehard/

[5] K. Kordov, Modified Chebyshev map based pseudo-random bit gen-
erator, in 6th AMiTaNS’14, AIP CP, 1629 (2014), 432–436.
http://dx.doi.org/10.1063/1.4902305

[6] K. Kordov, Modified Pseudo-Random Bit Generation Scheme Based on
Two Circle Maps and XOR Function, Applied Mathematical Sciences, 9
(2015), 129–135. http://dx.doi.org/10.12988/ams.2015.411887

[7] A. Nachev, S. Zhelezov, Assessing the efficiency of information protection
systems in the computer systems and networks, Information Technology
and Security, 1 (2013), 79–85.

[8] K. J. Persohn, R. J. Povinelli, Analyzing logistic map pseudorandom
number generators for periodicity induced by finite precision floating-
point representation, Chaos, Solitons & Fractals, 45 (2012), 238–245.
http://dx.doi.org/10.1016/j.chaos.2011.12.006

[9] A. Rukhin, J. Soto, J. Nechvatal, M. Smid, E. Barker, S. Leigh, M.
Levenson, M. Vangel, D. Banks, A. Heckert, J. Dray, and S. Vo, A
Statistical Test Suite for Random and Pseudorandom Number Gener-
ators for Cryptographic Application, NIST Special Publication 800-22,
Revision 1a (Revised: April 2010), Lawrence E. Bassham III, 2010.
http://csrc.nist.gov/rng/

[10] B.P. Stoyanov, Chaotic cryptographic scheme and its randomness
evaluation, in 4th AMiTaNS’12, AIP CP, 1487 (2012), 397–404.
http://dx.doi.org/10.1063/1.4758983

[11] B.P. Stoyanov, Pseudo-random bit generator based on Chebyshev
map, in 5th AMiTaNS’13, AIP CP, 1561 (2013), 369–372.
http://dx.doi.org/10.1063/1.4827248

[12] B.P. Stoyanov, Using Circle Map in Pseudorandom Bit Gener-
ation, in 6th AMiTaNS’14, AIP CP, 1629 (2014), 460–463.
http://dx.doi.org/10.1063/1.4902309

[13] B. Stoyanov, K. Kordov, Novel Image Encryption Scheme
Based on Chebyshev Polynomial and Duffing Map, The Sci-
entific World Journal 2014, Article ID 283639, 2014, 1–11.
http://dx.doi.org/10.1155/2014/283639



Construction of PRBS using chaotic map 3853

[14] B. Stoyanov, K. Kordov, K., A Novel Pseudorandom Bit Generator
Based on Chirikov Standard Map Filtered with Shrinking Rule, Math-
ematical Problems in Engineering, 2014, Article ID 986174, 2014, 1–4.
http://dx.doi.org/10.1155/2014/986174

[15] B. Stoyanov, K. Kordov, Novel Secure Pseudo-Random Number Genera-
tion Scheme Based on Two Tinkerbell Maps, unpublished.

[16] J. Walker, ENT: A Pseudorandom Number Sequence Test Program.
http://www.fourmilab.ch/random/

[17] K. Wang, Q. Yan, S. Yu, X. Qi, Y. Zhou, Z. Tang, High through-
put pseudorandom number generator based on variable argument uni-
fied hyperchaos, VLSI Design 2014, Article ID 923618, 2014, 1–9.
http://dx.doi.org/10.1155/2014/923618

[18] IEEE Computer Society, IEEE standard for binary floating-point arith-
metic, ANSI/IEEE Std. 754, 1985.

Received: March 5, 2015; Published: May 15, 2015


