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Abstract

Cryptography is an evolving field that research into discreet math-
ematical equation that is representable by computer algorithm for pro-
viding message confidentiality. The scheme has been widely used by
nation-states, corporates and individual who seeks privacy for data in
storage and during transmission. This paper provides a ground up sur-
vey on elliptic curve cryptography. It tailors the mathematics behind
elliptic curve to the applicability within a cryptosystem. In brief, el-
liptic curve is a study of points on two-variable polynomials of degree
3. With curve defined over a finite field, this set of points acted by an
addition operation forms a finite group structure. Also known as torsion
points, they are used to represent the coded messages. Encryption and
decryption transform a point into another point in the same set. Besides
providing conceptual understanding, discussions are targeting the issues
of security and efficiency of elliptic curve cryptosystem. This paper serve
as a basis in guiding anyone interested to understand the fundamental
concept behind this cryptosystem. Moreover, we also highlight subareas
of research within the scope of elliptic curve cryptosystem.
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1 Introduction

By definition, originally cryptology is defined as a research into message se-
crecy. The domain is divided into subfields namely cryptography and crypt-
analysis. Cryptography is originally an art but gradually develops into a sci-
ence of message hiding. The need for cryptosystem is of paramount importance
whenever message needs to be communicated between two parties in which its
meaning shall remain undisclosed. The most famous communication scenario
in crypto world would be Bob wanting to communicate some messages to Alice,
having Eve as a third person lurking as an eavesdropper.

The earliest fundamental effort was put forward by Shannon[59] in his arti-
cle ‘The communication theory of secrecy systems’. Based on his idea on infor-
mation theory, he defined the principle of a secure cryptosystem. From then
on, cryptography has surfaced under some branches of mathematics (which is
the interest of this paper) and later quantum physics. Cryptography originally
aims at providing message secrecy through encryption. However, recently, the
system is made capable to provide message integrity, authenticate the sender
and prevent any repudiation. On the other hand, cryptanalysis is the reverse
of cryptography which is an effort to unfold the secret message. Unless other-
wise stated, the remaining of this thesis assumes cryptography for the purpose
of message secrecy.

In this survey, we try our best to bridge two topics, the theory of elliptic
curve and the applicability of a cryptosystem. We feel there are lacking of
discussion that directly connects the two pieces within the same literature.
Some texts were strictly written specifically for the theory of elliptic curve
from mathematical point of view. While others on elliptic curve cryptography
only slightly touch the mathematical detail leaving readers unattended. This
paper aims at providing a thorough discussion right from the mathematical
theory through to the applicability of the cryptosystem. We try to answer
the question of why the theory of elliptic curve is suitable for building up a
cryptosystem and how to fine tune this mathematics of elliptic curve so that
it satisfies the requirements for a cryptosystem.

This paper is organized as follows: Section 2 discusses the basic principles
of cryptosystems. Section 3 discusses the mathematical background to the
theory elliptic curve. Section 4 discusses the building block of elliptic curve
group structure. Section 5 discusses the specific requirement needed for a cryp-
tosystem based on elliptic curve. Section 6 introduces the one most important
operation in ECC, responsbile for encrypting (decrypting alike) the message
and this include a special topic on endomorphism which serve as a basis to
improve this operation. Section 7 summarizes our survey.
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2 Foundation of Cryptography

Modern mathematical-based cryptosystems were designed according to some
fundamental principles. These principles ensure that the cryptosystem is at
least workable. An input to this cryptosystem is normally represented by
mathematical objects commonly numbers and/or variables. The original mes-
sage is encoded into these objects. Individually or in groups, these objects are
transformed into some unintelligible message using a mathematical function
prior sending over to the other party. Once received by the other party, this
message is transformed back into the encoded message by reversing the origi-
nal function operation. The encoded message is then decoded back to readable
message.

Cryptographic applications are based on computer system. Computer sys-
tem is a finite state machine with finitude capability in terms of computing
power and storage space. Messages can only be transformed into representa-
tion allowable by the computers. In case of numbers, it must be within some
predefined boundaries.

We identify the two most fundamental requirements for cryptographic algo-
rithm and that are recoverability and controllability. Recoverability is achiev-
able through one-to-one function whereas controllability comes from finitude
set of objects. As a message is represented by a mathematical object typ-
ically numbers, from geometrical point of view, this number can be points
(x, 0) on x-axis as that found in Diffie-Hellman [12], Rivest-Shamir-Adleman
(RSA) [54] and El-Gamal [13] systems, or points (x, y) on xy-axis as for elliptic
curve system. This number must be controlled to make sure it will not get too
large. Congruence arithmetic keeps the set of numbers to a finite number of
elements. On the other hand, recoverability is assured if the function used for
transformation is reversible. Since this function is represented by an operation
on a number, then the number must have an inverse. By combining these two
requirements, we have a finite set having an operation or two that satisfies a
finite group or field structure definition. This idea serves as a basis to any
workable cryptosystem.

Once the two requirements were satisfied, two important features namely
security and efficiency came into consideration. Security depends on an in-
ability to reverse transform the original message from an encrypted message,
whereas efficiency concerns with forward transformation of the original mes-
sage to an encyrpted message. A secure cryptosystem means the ability of an
algorithm to provide certain level of security to the encrypted message, and to
resist some known cryptanalysis attacks. It is normally attached to inability
to backward or reverse transform the encrypted message. At worst, the best
possible attack should be in exponential form. This is achievable through a
proper combination of key of long enough size and the inability to revert the
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operation in a timely manner using one − way one-to-one function. On the
other hand, efficiency is measured as the execution speed during an encryption
and decryption processes. They should be bounded to polynomial function in
nature. As much as the key size is affecting the execution time, it should be
maintained to be as short as possible for an acceptable security requirement.
These processes are nothing else but a mathematical formula modelled into
computer program. A series of modules involved during this process are for-
mula, algorithm, computer code and computer hardware. Studies have shown
that improvement can be introduced into any of these modules.

2.1 Keyed Cryptography

Most modern cryptosystems provide security through the proper use of keys
which also assures uniqueness of message transformation. The only elements
to this type of cryptosystem are an algorithm and a secret key. Algorithm is
derived from a mathematical formula/function which transforms an element
a ∈ A to an element b = k(a) such that b ∈ B, under an influence of a key
k ∈ K. According to Kerckhoffs’s Principle, the resistance of the cipher to
attacks must be based only on the secrecy of the key. Guessing the key would
be so difficult such that hiding the encryption and decryption algorithms is not
required. This idea forms the basis to the philosophy of current cryptosystem.

Keyed cryptosystem can be classified as secret-key system and public-key
system. Secret-key system uses the same key to encrypt and to decrypt the
message. An early achievement was due to Horst Feistel through his work on
iterative block-cipher system [18, 17]. This has led to the introduction of Data
Encryption Standard (DES) cryptosystem in 1977 proposed by researchers
at IBM. Until recently, DES has been adapted as a standard cryptosystem.
However, Advanced Encryption Standard (AES) which was founded by two
researchers from Belgium begins to replace DES [10]. Unlike DES, AES algo-
rithm is known to the public such that its security can be widely challenged.
However, a major drawback of secret-key system involves difficulties in sharing
of keys between two parties beforehand in a secure manner. Key management
has continously been an issue as the network gets larger.

Public-key system makes use of a pair of keys; one called the public key
which is used to encrypt and the other one called private key which is used
to decrypt the message. Each party has their own key pair. In order to com-
municate messages they must exchange their public keys among themselves.
Although public-key system is considered slower in execution than secret-key
system, one important contribution would be the capability to provide secure
exchange of secret key that belongs to secret-key system.
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2.2 Public Key Cryptography

Apart from message encryption, public-key cryptosystem emerged as a result
of the crucial need for secure key exchange algorithm and digital signing appli-
cations. One thing to remember, cryptography is not a one man effort. It has
been a continuous works passed from one man to another. In case of public
key cryptosystem, the idea was originally born earlier but the two who put the
pieces together are W. Diffie and M. Hellman in 1976 [12]. Based on multi-
plicative group modulo a prime denoted as (Z/pZ)×, Diffie-Hellman (DH) key
exchange protocol was introduced. The security of the algorithm is assumed
and pegged to the computational intractability of discrete logarithm problem
(DLP).

Shortly after, the first public key message encryption algorithm was intro-
duced with the realization of RSA scheme [54]. The algorithm is based on the
operation on multiplicative group modulo a composite denoted as (Z/nZ)×.
The workability of the algorithm is based on Euler’s theorems. The security
is assumed and levelled to the hardness of an integer factorization problem
(IFP). The fastest known algorithms to attack RSA is number field sieve [53]
which runs at subexponential time.

Another breakthrough based on DLP namely El-Gamal (EG) scheme was
introduced for the purpose of secure message encryption [13]. Similar to DH,
the algorithm is presumably secure based on the difficulty in finding exponent
with respect to some pre-defined element of multiplicative group. The fastest
algorithms for solving DLP are the number field sieve [55, 22] and Pollard’s
rho [52] of which both run at subexponential time.

A leapfrog in public-key cryptosystem took place after Koblitz and Miller
independently came out with elliptic curve crytosystem (ECC) based on ad-
ditive group having two dimensional elements which are points on Cartesian
plane [30, 44]. Addition of points on elliptic curve is not straightforward a
process, but rather it is bounded to polynomial time. This point arithmetic
is considered as one-way function. The reverse operation is known as elliptic
curve discrete logarithm problem (ECDLP). The ECC algorithm exploits the
difficulty on solving ECDLP.

Definition 2.1. Given an elliptic curve E /Fq, a point P ∈ E (Fq) of order
o and a point Q ∈ E (Fq). ECDLP is defined as finding an integer k for which
0 ≤ k ≤ o− 1 such that Q = kP .

Solving ECDLP is much harder than DLP due to an increase in the com-
plexity contributed by the point arithmetic in ECDLP compared to integer
arithmetic in DLP. For this reason, ECC is capable of providing similar secu-
rity level as that of RSA but with a shorter key size which in turn makes it
the most popular choice.
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Both EC group structure and DLP group structure shares a common simi-
larity, that of finite abelian cyclic group. This has given ways to the realization
of elliptic curve analogues of other DLP based cryptosystems such as DH and
EG. Consider the case in which Bob wants to send a message to Alice. The
following communication reveals a simple secure message transfer using ECC
EG analogue.

Elliptic curve cryptography communication

1.Alice negotiates with Bob on the choice of elliptic curve E
over the finite field Fq with characteristics p. Also included are
a point P ∈ E (Fq) and its order o.

2.Alice selects a private key Ki at random such that 0 < Ki < o.
She calculates the corresponding public key Ku = KiP . Alice
sends Ku to Bob.

3.Bob selects a random number r such that 1 < r < o. He
encrypts the message M ∈ E (Fq) using Ku to obtain C1 = rP
and C2 = M + rKu. Bob sends C1 and C2 back to Alice.

4.Alice decrypts the message using her Ki such that KiC1 =
Ki(rP ) = r(KiP ) = rKp. The original message M is acquired
through M = C2 − rKp + rKp.

Many algorithms for solving ECDLP exists, but the most successful one is
the combination of Pollard’s rho and Pohlig-Hellman attacks which has fully
exponential running time [24]. Attacks normally results from the weaknesses
in the selection of elliptic curve and the finite field. Unlike RSA, in the absence
of multiplicative structure, index calculus method is not applicable in elliptic
curve group.

Based on Monte-Carlo method [52], Pollard’s rho algorithm produces a
sequence of randomly generated terms (Ri, ai, bi) where Ri ∈ E (Fq) and ai, bi ∈
Fq. This sequence is most likely to loop back as a consequence of periodicity
in finite cyclic group. This characteristic can be extended to solve ECDLP.
On the other hand, Pohlig-Hellman algorithm is closely related to prime power
factorization of the order of E (Fq) [51]. This algorithm is most efficient when
#E (Fq) is smooth. However, this attack will be of little use if only large
prime factors exist. For both algorithms, the time taken to solve ECDLP is
proportional to the square root of the largest factor of #E (Fq). To protect
against these attacks, #E (Fq) should be chosen from a prime or almost prime.

There are also other attacks such as MOV attack [42] targetting a special
class of curve namely supersingular curve, and isomorphic attack by reducing
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the ECDLP in P ∈ E (Fq) to the DLP based groups [5]. Most attacks can be
thwarted by correctly choosing elliptic curve parameters. Therefore, ECDLP
is considered as the most secure cryptosystem so far. There is no known subex-
ponential attack on ECC, and that makes it a superior cryptosystem among
others. In general, what goes as a pillar of today public-key cryptosystem
is the hardness of discrete logarithm or integer factorization in finite abelian
group.

3 Mathematical Background

The studies of elliptic curve involves the blends of geometry, algebra and num-
ber theory. Readers are expected to be equipped with some preliminary knowl-
edge on such topics. The following is the notations to be used throughout this
paper. A generic field is denoted by K, whereas its associated algebraic closure
is denoted by K. A cubic curve is denoted by C , whereas an elliptic curve is
denoted by E . A curve with coefficients in a field is denoted through the use of
backslash, e.g. C /K. A curve with its points in a field is denoted by a bracket,
e.g. C (K). In general, K can be any field of C,R,Q or Fq. In the instances
where a theorem was proved for a specific field, a specific symbol for that field
will be used, otherwise, in general case discussion which applies to any field,
K will be used instead.

Any polynomial is proved to be solvable in the complex field. For a poly-
nomial of two variables f(x, y), of degree three, it has a set of real solution for
f(x, y) = 0 of the form cubic curve in the xy plane and is denoted as C (R).

Definition 3.1. A general equation of degree three polynomial with two
variables can be defined as

f(x, y) = c0x
3 + c1x

2y + c2xy
2 + c3y

3 + c4x
2 + c5xy+

c6y
2 + c7x+ c8y + c9 (1)

where the coefficient ci belong to any field K.

A polynomial or a curve is said to be over a field K if the coefficients are in
K. In this paper, it will also be addressed as K-rational polynomial or curve.

The solutions to the equation f(x, y) = 0 are also known as the roots of
f(x, y). Other solutions would be ordered pairs (x, y) for which f(x, y) 6=
0. Geometrically, they can be represented by points on Descartes coordinate
system.

Definition 3.2. A point P in C (K) is non-singular if and only if the partial
derivatives of f with respect to x and with respect to y are not both zero at the
point P .
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Following this definition, a cubic curve C (K) has a singular point if and
only if it has multiple roots. Moreover, a curve having all non-singular points
is said to be smooth and is called a non-singular curve.

Suppose g(x) is a polynomial of degree n with leading coefficient c0 having
roots r1, . . . , rn. Then, the discriminant ∆ of g is given by

∆ = c2n−2
0

∏
1≤i<j≤n

(ri − rj)2 (2)

Clearly ∆ = 0 if and only if g has at least one repeated root. Moreover,
∆ < 0, if one root is real and the other two are complex conjugate roots.
Otherwise, for ∆ > 0, this condition will require C to have all three distinct
roots. This will be an important point for the rest of our discussion.

Historically, an earlier interest would be in solutions to f(x, y) = 0 in the
field of rational numbers. Studies have shown that, the behaviour of C (Q) is
not completely understood until now [62]. As for finding the integral solutions
on Diaphontine equation, when necessary, rational solutions on cubic curve
can easily be tranformed into integers by multiplying the cubic with the least
common multiple of their denominators. The coefficients of f(x, y) will then
be restricted to rational numbers.

Any cubic polynomial equation with rational coefficients can be trans-
formed to an equivalent Weierstrass equation by making linear change of vari-
ables.

Proposition 3.3. (Blake, et al. [5]). Any cubic curve C over a field K
with at least one rational point can be rationally transformed into a special
form called Weierstrass normal form in affine space

y2 + a1xy + a3y = x3 + a2x
2 + a4x+ a6 (3)

where for some b2, b4, b6, b8 ∈ K, b2 = a21 + 4a4, b4 = 2a4 + a1a3, b6 = a23 + 4a6,
b8 = a21a6 + 4a2a6−a1a3a4 +a2a

2
3−a24, and for some c4, c6 ∈ K, c4 = b22−24b4,

c6 = −b32 + 36b2b4 − 216b6, with discriminant ∆ given by

∆ = −b22b8 − 8b34 − 27b26 + 9b2b4b6

and its j-invariant given by

j = c34/∆

An equivalent homogeneous equation in projective space is of the form

Y 2Z + a1XY Z + a3Y Z
2 = X3 + a2X

2Z + a4XZ
2 + a6Z

3 (4)
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where x = X/Z and y = Y/Z.

The curve intersects with the line at infinity at one only point namely
[0,1,0]. This point is called a point at infinity denoted by O. It can be obtained
by letting Z = 0, which results in X3 = 0 and hence X = 0, whereby Y can
take any value and is represented by 1 as 1 = n.1 in homogeneous equation
with n ∈ Z.

This point at infinity is equivalent to O = (∞,∞) in affine space. Theo-
retically, two vertical lines will meet at O. So a line is said to pass through the
line at infinity when it is exactly vertical, in other words when x is constant.

This transformation is valid even for singular curve provided there exists
at least one rational point. There is a one-to-one correspondence between the
rational point on the original curve and the rational point on the Weierstrass
curve although it is not really a linear transformation. On the other hand,
this type of relation preserves the algebraic structure of the set of points on
the curve. The operation that is to be defined later is unchanged under this
transformation. Hence, the study of rational points on cubic curve can be
reduced to the study of rational points on Weierstrass form.

The Weierstrass equation brings a study of rational points on cubics to
a new height with greater efficiency. The original equation has been greatly
simplified without any loss of generality.

If the characteristics of the field K is not 2 then Equation 3 can be divided
by 2 and its square can be completed. This gives

(y +
a1x

2
+
a3
2

)2 = x3 + (a2 +
a21
4

)x2 + (a4 +
a1a3

2
)x+ (

a23
4

+ a6) (5)

which can be written as

y21 = x3 + a
′

2x
2 + a

′

4x+ a
′

6 (6)

with y1 = y + a1x/2 + a3/2 for some constants a
′
2, a

′
4, a

′
6 ∈ K. If char(K) = 2,

this is equivalent to dividing by zero which is impossible. Furthermore, if the
char(K) 6= 2, 3, then another substitution of x1 = x + a

′
2/3, results in the

following equation

y21 = x31 + a
′′

4x1 + a
′′

6 (7)

for some constants a
′′
4 , a

′′
6 ∈ K. In the subsequent discussion, one of the three

equations will be chosen over the others without affecting the originality of the
studies.

For non-singular curve, its minimal Weierstrass equation can be derived by
finding local minimal equation using Tate’s algorithm [64]. A much efficient
version of Tate’s algorithm was given by Laska [34].



7674 M. A. Mohamed

Definition 3.4. Let two non-singular cubic curves C1 and C2 defined over
K be given by Weierstrass equations

C1 : y2 + a1xy + a3y = x3 + a2x
2 + a4x+ a6

C2 : y2 + ā1xy + ā3y = x3 + ā2x
2 + ā4x+ ā6

(8)

C1 and C2 are said to be isomorphic over K if there exist u, r, s, t ∈ K with u
invertible, such that the function is defined by the change of variables

(x, y)→ (u2x+ r, u3y + u2sx+ t) (9)

which transforms equation C1 into C2.

With ∆ invertible, it follows that the relation between j-invariants is j̄ = j.
This means j is an invariant of C1 up to isomorphism. For an algebraically
closed field K, the converse of this theorem is also true. Over this fact, the
curves C1 and C2 are called twists of each other. However, for non-closed field
K, it is possible to find two elliptic curves with the same j-invariant that is
not isomorphic to each other over K.

The transformation in Definition 3.4 is referred to as an admissible change
of variables. Clearly, this transformation is reversible, and its inverse also
defines an admissible change of variables that transforms C2 into C1. Such an
isomorphism defines a bijection between the set of rational points in C1 and
the set of rational points in C2.

There is a special class of curve which is called supersingular curve. Su-
persingular elliptic curves form a certain class of elliptic curves over a field
of characteristic p > 0. Elliptic curves over such fields which are not super-
singular are called ordinary and these two classes of elliptic curves behave
fundamentally different in many aspects. Consider an elliptic curve C over a
field K with char(K) = p. Such a curve is called supersingular if there exists a
point of order p. Specific to p = 2, 3, C is supersingular if and only if j = 0.

Before embracing into the next theorem, it is necessary to have a prior
understanding about chord-tangent composition law [29]. Geometrically, the
law is used to generate rational points on cubic curve based on intersecting a
line to a cubic. However, this will be generalized in coming section. According
to this law, a line, being a chord to the cubic meets the cubic at three different
points. Meanwhile, being a tangent to the cubic, the line meets the cubic at
two different points with the tangent point counted twice during composition.
Having known the two points (probably the same in case of a tangent), the
third point can be found simply by solving the two equations. The fact that
only non-singular points meets the curve at three different points, this law can
only be operated on non-singular points.

Let P and Q be two points on an elliptic curve C over a field K. By
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projecting a line L through P and Q, L intersects the curve at a uniquely
defined third point denoted as PQ. The set of intersection points between the
line and the cubic is L ∩ C = {P,Q, PQ}. Following to [26], PQ must also
be a rational point. Another case is where only a single point P is known. Let
L be a tangent line at point P , the third point is generated as PP by means
of projecting L from the two same points P .

By this law, it can be shown that the whole set of rational points in C (Q)
does not satisfy axioms of any algebraic structure. This can easily be seen as
the set that does not have an identity element.

The idea of generating all rational points using this method raises a few im-
portant questions. First, whether this method works for just any non-singular
cubics. The answer is it doesn’t, only cubics with at least one rational point
is operable.

Second, does all non-singular cubics have rational points? Again the answer
is in the negative. In particular, the studies from Nakagawa and Horie [47]
shows that there exist infinitely many non-singular cubics on affine plane with
no rational points in this way.

Third, there exists no theorem that is capable of deciding if the cubic has
any rational point. It directly assumes the existence of at least one rational
point. Moreover, an algorithm to determine the existence of rational point on
a general cubic in a number of finite steps is not known. As a result, it is
assumed that there are always at least one rational point on the cubic curve
on affine plane.

Finally, whether the number of rational points on any cubic curve can be
either finite or infinite depends upon the properties of the curve itself. Section 4
will look into the deeper part of this specific question. Nevertheless, a non-
singular cubic equations has only finitely many integer solution as shown by
Siegel [60]. The study of integer solutions later evolved into the study of S-
integral points of E (Q). The proof of finiteness of these solutions was studied
by several authors [69, 32, 8, 37].

An explicit upper bound for the largest solution in terms of the coefficients
was earlier derived by Baker [2] and later the joint work of Baker and Coates [3]
gives an explicit version of Siegel’s theorem. The value of upper bound tends to
be very large and less practical. This bound was improved by Lang’s conjecture
in [33]. Later, Pinter [50] introduced a polynomial height version, and the best
known so far is given by Hajdu and Herendi [23]. Recently, an algorithm
for solving elliptic equation was developed by Gebel et al. [20], and Stroeker
and Tzanakis [63] which was based on estimates of linear forms in elliptic
algorithms. This algorithm computes all integral points in E (Q).
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4 Group Structure

In this section, the discussion focuses on rational points on elliptic curve. This
is in line with the upcoming theorems to be discussed that were proved specif-
ically for rational points. Moreover, it is consistent with the tangent-cord law
found in the previous section. Therefore, a definition for an elliptic curve will
be specific to rational numbers, although it can be generalized to K.

Definition 4.1. An elliptic curve E is a non-singular cubic curve, a rational
solution to f(x, y) = 0 over K. The set of points is given by E (Q) = {(a, b) ∈
Q×Q | f(a, b) = 0}

⋃
{O}, where O is the rational point at infinity.

By a small twist, assume there is an identity element O and extend the
chord-tangent composition law from two points P and Q to include a relation
defined as P + Q = O(PQ), for which P + Q is now considered as the third
intersection point on the line L through O and PQ. Then the following
theorem is true.

Theorem 4.2. (Niven et al. [48]). Let E be an elliptic curve over K. For
all P,Q ∈ E (Q), define P + Q = O(PQ). Then (E (Q),+) forms an additive
abelian group.

Proof. Assume O to be the identity element.
Closure: By definition, a line through any two non-singular points (probably
the same) on a non-singular curve will always intersect the curve at a third
point.
Commutativity: Let L1 be a line through P and Q and extend to a third
intesection to produce PQ. Extending from Q to P would produce the same
line and the same point of intersection. To get a point P +Q, extend a second
line L2 from O and PQ or QP , to produce a third intersection O(PQ) or
O(QP ) for either case. Hence P +Q = O(PQ) = O(QP ) = Q+ P .
Identity: Consider two points P and O. Extending L1 through P and O
produces PO. Extending L2 through O and PO results in L2 = L1 and the
third intersection would be P . Hence P +O = O(PO) = P .
Inverse: Consider two points P and O. Extend L1 through a tangent point
at O to produce OO such that O + O = O(OO) = O. Let L2 be a line
through A and OO with the third intersection P (OO) and call it M . On L2,
consider P +M to produce O(OO) on L1 which again yield the third point O
at the tangent. Remember tangent is considered as having two points. Hence
O +O = O(OO) = O. P +M = O(OO) = O,⇒M = −P .
Associativity: The proof for this property is lengthy. Only the simplified
version will be laid here. Consider three points P , Q and C. Let L1 be a line
through P and Q to produce PQ, so P +Q = O(PQ) will be on L2. Let L3

be a line through Q and R to produce QR, so Q + R = O(QR) will be on
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L4. Now, let L5 be the line through (P + Q) and R. Hence (P + Q) + R is
O((P + Q)R) with line L6. Also, let L7 be the line through P and (Q + R).
Hence P + (Q + R) is O(P (Q + R)) with a line L8. Geometrically, the two
lines L7 and L8 are the same, which conclude the proof.

Now, let us consider an algebraic formulation of the well-defined point
arithmetic. For simplicity, consider

y2 = x3 + ax+ b (10)

over K where char(K) 6= 2, 3.

Let P = (x0, y0) ∈ E (Q). A line through x0 parallels to y-axis meets a line
at infinity at O and meets E at another point P

′
. Following the composition

law for inversion, this point is actually −P with its y-coordinate a reflection
of y0 at x-axis. Therefore, −P = (x0,−y0).

Let P = (x0, y0), Q = (x1, y1), R = (x2, y2) ∈ E (Q) for which P,Q 6= O.
Allow P +Q = R and consider the following cases separately.

If x0 6= x1 then

x2 = m2 − x0 − x1, y2 = m(x0 − x2)− y0 (11)

where the slope, m = y1−y0
x1−x0

.

If x0 = x1 but y0 6= y1 then P +Q = R = O.

If P = Q and y1 6= 0 then

x2 = m2 − 2x0, y2 = m(x0 − x2)− y0 (12)

where the slope m =
3x2

1+a

2y1
.

If P = Q and y1 = 0, then P + Q = R = O. Moreover, P + O = P and
O +O = O.

The first two cases deal with adding two different points on the curve
and this operation is known as point addition. Meanwhile, the last two cases
involves doubling a point and this operation is known as point doubling. These
two operations serve as the basis to improve the speed of scalar multiplication
which will be discussed further in Section 6. Somehow these formulas shall
be made efficient in its execution time in order to make this algorithm more
practical.

Bear in mind, these formulas were obtained for elliptic curve of character-
istics different from 2 and 3. Even so, similar method can be used for general
case characteristic, see Silverman [61].

Every point on an elliptic curve is one of two kinds, a point of finite order
or a point of infinite order. For P to be a point of finite order means there
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exists a smallest integer o for which oP = O. If no such o exists, P is said to
be of infinite order.

A property of group structure allows an element of a group to be repre-
sented by another element or a combination of elements. In case of (E (Q),+),
there exists some points A1, A2, . . . , As, B1, B2, . . . , Bt ∈ E (Q), where Ai for
1 ≤ i ≤ s having finite orders and Bj for 1 ≤ j ≤ t having infinite orders, for
which any element P can be represented by a linear combination such that

P = c1A1 + c1A2 + . . . csAs + d1B1 + d1B2 + . . . dtBt (13)

where ci, dj ∈ Z. Now let G = {Ai | 1 ≤ i ≤ s}∪{Bj | 1 ≤ j ≤ t}, then a group
(E (Q),+) is called finitely generated group if there exists a finite nonempty
set G ⊆ E (Q) such that E (Q) = 〈G 〉. In this case G is a generating set for
E (Q).

Theorem 4.3. (Mordell [45],Weil [67]). Let K be any field and E (K) be
an elliptic curve defined over K. Then the group E (K) is finitely generated.

This theorem simply says, all points on the E (K) can be generated from the
finite generating set G using chord-tangent composition method. Originally,
Poincare conjectured in 1901 that there exists a finite set of points that would
generate all of the rational points. Mordell proved this theorem for K = Q.
Later in his thesis, Weil generalized K to be any number field.

It is worth mentioning that, if E1, E2 are two isomorphic elliptic curves de-
fined over Q, then through admissible change of variables, the group structures
of E1(Q), E2(Q) are also isomorphic to each other. But the converse is not al-
ways true. Let E

′
1 , E

′
2 be two elliptic curves defined over Q. If E

′
1(Q) ∼= E

′
2(Q),

then E
′
1
∼= E

′
2 may be untrue for some cases as shown by Hankerson et al. [24].

Since (E (Q),+) is a finitely generated Abelian group, then it is isomorphic
to a finite sum of cyclic groups such that

E (Q) ∼= Zr × Zn1 × Zn2 × · · · × Zns (14)

where r ≥ 0 is the rank for the free abelian group Zr, ni ≥ 2 is the invariantfactors,
and ni+1 |ni for 1 ≤ i ≤ s− 1. Observe that, (E (Q),+) is only a finite group
if r is zero, having the order as the products of its invariant factors. Since
Zn1×Zn2×· · ·×Zns is a finite group then every element of Zn1×Zn2×· · ·×Zns

is of finite order [4]. Whereas every non-identity element of Zr is of infinite
order. According to folklore conjecture, the value of r can be arbitrary large,
of which the biggest so far is 28, found by Elkies [15].

The distinction between finite and infinite order of points leads to the
definition that a point P ∈ E (Q) is called a torsion point of order o if oP = O
where o < ∞. Provided that the group E (Q) is an abelian group, the set
of all torsion points denoted as T (Q) is a subgroup under the operation of
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E (Q) [28]. This torsion subgroup is isomorphic to the product of finite cyclic
subgroups,

T (Q) ∼= Zn1 × Zn2 × · · · × Zns (15)

as given by Malik et al. [38]. Having known how the structure looks like, its
time to find the x and y of points with finite orders which belong to T (Q).
The following theorem provides such a great help.

Theorem 4.4. (Nagel [46], Lutz [36]). Let f(x) = y2 = x3 + ax2 + bx + c
be an elliptic curve over Q. If P = (x0, y0) ∈ E (Q) such that |P | = n < ∞
then: i) x0, y0 ∈ Z, ii) either y0 = 0 or y20 divides ∆ where ∆ = −4a3c+a2b2 +
18abc− 4b3 − 27c2.

According to this theorem, all that needs to be done is to find all integers
y whose squares divides ∆. These are actually the y values of each point. By
plugging each y into the curve equation, the resulting integer solutions of x
can be obtained. All points obtained in this way may not be all of finite orders
although many points were filtered out.

Note that, the converse of this theorem may not be true (not if and only if
statement). In other words, if P ∈ T (Q) and if y2 |∆, then P need not be a
point of finite order except when P has coordinate y = 0 which has order two.
Therefore, some of them might still be of infinite order. Nevertheless, in order
to determine which of these points belong to T (Q), the following theorem
would be useful.

Theorem 4.5. (Mazur [40]). Let E (Q) be an elliptic curve over Q. Then
(T (Q),+) is isomorphic to one of the following groups: i) cyclic group of
order N for which 1 ≤ N ≤ 10 or N = 12, ii) a product of a cyclic group of
order 2 and a cylic group of order 2N for which 1 ≤ N ≤ 4.

Theorem 4.5 states that every element (x, y) ∈ T (Q) must have an order
which does not exceed #T (Q). The torsion subgroup itself is isomorphic to
one of the sixteen groups given.

5 Elliptic Curve Over Finite Fields

Some applications such as cryptography requires certain level of controllability
on the object under operation. There is nothing wrong with integer field except
that the number could get rather huge that computer could no longer work so
efficiently.

Let E be an elliptic curve and let Fq be the finite field of q number of
elements where q is a prime and Fqm its associated extension field where m is a
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positive integer. An elliptic curve over Fq is denoted as E /Fq. Geometrically,
the curve is not anymore possible to be imagined. Studies on this topic shall
be solely based on algebraic form.

Consider E /Q an elliptic curve defined over rational numbers with integer
coefficients. By reducing the coefficients ai modulo q, the equation of cubic
curve C /Fq is obtained. The reason to use the term cubic curve is because
the resulting curve under this reduction may be rendered in its properties
differently. Although E /Q was originally a non-singular curve, the resulting
curve C /Fq might have singular points. The following definition clarify this
interesting fact.

Definition 5.1. Let E /Q be an elliptic curve with integer coefficients. Un-
der a reduction modulo q, if E /Fq is a non-singular curve, then E is said to
have a good reduction at q. Otherwise, E has bad reduction at q.

The result of good reduction of E at q is E (Fq) which forms an abelian
group. This group is finite since all possible combination of elements of Fq is
finite. Moreover, the function from E (Q)→ E (Fq) is a group homomorphism.
On the contrary, in case of bad reduction, some non-singular points P ∈ E /Q
becomes singular points. Even so, the set of all non-singular points on E /Fq

denoted as ENS(Fq) still forms an abelian group. In general, the condition for
E /Fq to be non-singular is ∆q 6= 0 where ∆q = ∆(mod q).

Proposition 5.2. (Husemoller [26]). Let E be an elliptic curve and let ∆q

be the discriminant of E /Fq. If q is a prime of bad reduction then q | ∆.

Naturally, since coefficents which forms ∆ is reduced module q, if q divides
∆ then ∆q = 0. As a result of reduction modulo q, E (Fq) forms a finite abelian
group. Moreover, every element of finite group is also of finite order. In other
words, any P ∈ E (Fq) is a torsion point. Intuitively, for every x there will be
two possible y values. Therefore, the upper bound for #E (Fq) is 2q + 1 with
additional point at infinity. Even so, the next theorem which was conjectured
by Emil Artin in his thesis and later proved by Hasse in 1930s speaks more
accurately about the order of E (Fq).

Theorem 5.3. (Hasse [25]). Let E (Fq) be an elliptic curve defined over
finite field. Then

|#E (Fq)− q − 1| ≤ 2
√
q (16)

Hasse proved Theorem 5.3 for an elliptic curve. This idea is equivalent to
the determination of the absolute value of the roots of the local zeta-function
of E (Fq). The theorem was generalized to curve of arbitrary genus due to an
effort from Weil [68].
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Now consider the subgroup T (Q) of E (Q) discussed in previous section.
Let us discuss how T (Q) can be related to E (Fq). For any P with integer
coordinates, it can be reduced modulo q to P̃ .

Earlier from Nagell-Lutz theorem for E /Q, if P = (x, y) is of finite order,
then its coordinates x, y ∈ Z. But the converse of the theorem is not always
true. If x, y ∈ Z then |P | may be infinite. Let Z (Q) be the set of all points
with integer coordinates such that Z (Q) = {P = (x, y) ∈ E (Q) | x, y ∈ Z}
and T (Q) ⊆ Z (Q) ⊆ E (Q).

Any point of finite or infinite order, P = (x, y) ∈ Z (Q) can be reduced
modulo-p to P̃ = (x̃, ỹ) to make up the set E (Fq). This reduction causes P̃ to
be of finite order as a result of being an element of finite group E (Fq).

On the other side, all torsion points must have integer coordinates, so this
class of points will be reduced into E (Fq). Apart from these points, other
points of infinite order in E (Q) will also be added up to E (Fq). An original
relation of #Z (Q) ≥ #T (Q), under reduction modulo q, is transformed
into #E (Fq) ≥ #T (Q). The following theorem namely, reduction modulo q
summarizes it all.

Theorem 5.4. Silverman [61]. Suppose E is an elliptic curve

y2 = x3 + ax+ b (17)

with integer coefficients. Let T (Q) ⊆ E (Q) be a torsion subgroup, and

T (Q)→ E (Fq), P → P̃ =

{
(x̃, ỹ) if P = (x, y);

Õ if P = O.
(18)

be a reduction modulo-p. If q > 3 and q - ∆, then T (Q) → E (Fq) is one to
one and T (Q) ∼= T̄ (Fq) ≤ E (Fq).

This theorem can be used to determine the point of finite order [62]. Now,
let’s take a look into the group E (Fq) itself. The following theorem classifies
E (Fq), up to isomorphism.

Theorem 5.5. Washington [66]. Let E (Fq) be an elliptic curve over the
finite field Fq. Then

E (Fq) ∼= Zn or Zn1 × Zn2 (19)

for some integer n ≥ 1, or for some integer n1, n2 ≥ 1 for which n1 | n2.

As mentioned earlier, for the purpose of cryptographic application, it is
important to know #E (Fq) for all q to ensure this value shall not be divisible
by a prime of considerably small size. Hasse’s theorem gives bounds for the
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number of points in E (Fq). The following theorem determines the actual order
of the group for an extension field Fqm for a known #E (Fq).

Theorem 5.6. Washington [66]. Let #E (Fq) = p + 1 − a. Write X2 −
aX + q = (X − α)(X − β). Then

#E (Fqm) = qm + 1− (αm + βm) (20)

for all m ≥ 1.

As it may seem, Theorem 5.6 is useful if the order of E (Fq) is known in
advanced. Therefore, this algorithm is suitable only when q is small. The
problem of determining the cardinality of E (Fq) is easy. However, this is not
always the case. When q is large, another algorithm induced from Lang-Trotter
conjecture [31] can also be used to determine the group order. This algorithm
is very efficient with small q although it gets less practical as q gets bigger.
Another algorithm called Big-Step-Giant-Step was formed from the idea of
Buchmann [7] and Shanks [58]. This algorithm is efficient for medium size q,
still with exponential running time. Some modifications on this algorithm to
cater for large values of q were given by Terr [65].

A much faster algorithm was introduced by Schoof [56] for very large q.
This is the first polynomial time point counting algorithm. Central to this
algorithm is the use of division polynomials and Hasse’s theorem, along with
Chinese remainder theorem. This algorithm forms the basis to the develop-
ments in point counting, although considered not as efficient in its original
form. The most notable one is due to Atkin [1] and Elkies [14] for which a
modified version of Schoof algorithm to use Elkies and Atkin primes was made
to work with q of several hundreds decimal digits, for overall description, see
also [5, 57]. This combined works produced an algorithm called Schoof-Elkies-
Atkins(SEA) algorithm. There are also others such as Lercier’s algorithm [35]
and isogeny cycles algorithm [6, 9].

Further improvement was realized by Izu et al. [27], by combining SEA and
isogeny cycles algorithms to produce a more efficient algorithm. Lately, SEA
algorithm triggered another wide research within the search for fast algorithm
for computing the eigenvalue. For detail refer to [43], [21] and [39].

6 Scalar Multiplication

The efficiency of ECC depends mostly on the computations of scalar multipli-
cation operation. This operation involves huge integers and thus requires large
amount of computational time. The research into minimizing time factor has
received a wide interest from researchers and the field now stands on its own
right.
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Definition 6.1. Given a point P ∈ E (Fq) and an integer k ∈ Z, a scalar
multiplication on ECC is defined as adding point P to itself k times such that

kP = P + P + · · ·+ P︸ ︷︷ ︸
k times

and −kP = k(−P ).

To some scholars, the name scalar multiplication is used interchangeably
with point arithmetic. The underlying scalar multiplication operation is quite
complicated, for simplicity it can be divided into two functional layers.

On the lowest layer, a scalar multiplication involves finite field operations
such as addition, multiplication, squaring and inversion. Initially, a scalar mul-
tiplication is defined over an affine space in which point arithmetic requires
operation such as inversion which to a computer is considered as time con-
suming. By representing points using projective coordinates an original point
inversion can be eliminated and substituted by point multiplication which is
significantly less expensive. Many deviations of projective coordinates appear
other than standard projective coordinate such as Jacobian, Lopez-Dahab and
Chudnosky projective coordinates. They offer different advantages by means
of simplification of the projective equation. Moreover, there also exists a mixed
coordinate version which combines the optimal conditions from different coor-
dinates to obtain the best result. Moreover the choice of right basis between
the prime field (Fq), polynomial binary field (F2m) or other optimal extension
field such as (F3m) is important in order to be able to efficiently perform the
operation. The decision is taken based on the finite field which an elliptic
curve is defined over.

One layer higher concerns with the representation of Q = kP . EC point
arithmetic is very much involved, as the integer k gets large, direct computation
of Q can be computationally exhaustive. An alternative to this is to represent
k as a series of addition and doubling operations which at the end also yields
k. This idea is not new, in fact it was adapted from modular exponentiation
operation that was used for RSA. The original squaring and multiplication
has now become doubling and addition. This reduction is in accord with
the computer processor capability which can compute this type of operations
efficiently. On the other side, the representation of this type is refered to as an
addition chain. Meanwhile, finding the optimal addition chain is always being
a problem since the end of last century. In that sense, being able to solve
addition chain problem is similar to being able to provide an efficient scalar
multiplication technique. As the requirement for bigger key size is imminent,
the need for faster addition chain method has rapidly surged.
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6.1 Endomorphism

This section introduces a special type of mapping called endomorphism, a ho-
momorphism mapping of a point on an elliptic curve E over a field K into
itself, defined by a pair of rational function. Past and current studies con-
centrate on Frobenius map which has made a significant contribution to the
improvement of the scalar multiplication on the so-called anamolous curve or
Koblitz curves. Other known endomorphisms were also suggested [19, 49].

Definition 6.2. An endomorphism ϕ of E /Fq given by a rational function,
is defined by

ϕ : E (Fqm) −→ E (Fqm) P 7−→ (r1(P ), r2(P )) (21)

where r1 and r2 are rational functions on E and

ϕ(P1 + P2) = ϕ(P1) + ϕ(P2) (22)

for all P, P1, P2 ∈ E (Fqm).

The simplest type of endomorphism on E (Fp) is the multiplication by k
map

[k] : P 7−→
k︷ ︸︸ ︷

P + P + . . .+ P
(23)

and the Frobenius map

ψ : (x, y) 7−→ (xq, yq) and ψ : O 7−→ O. (24)

It follows that ψ(x, y) ∈ E (Fq) since (x, y) ∈ E (Fq).

Proposition 6.3. (Enge [16]). Let the set of endomorphisms of E be de-
noted as End(E ). Then (End(E ), +, ◦) is a ring.

The set of endomorphisms End(E) forms a ring with two binary operations
(+, ◦), where the ◦ satisfies function composition

(α + β)(P ) = α(P ) + β(P )

β ◦ α(P ) = β(α(P ))
(25)

There are three classes of endomorphism rings of an elliptic curve. For
complete description, see Deuring [11].
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Theorem 6.4. (Silverman [61]). Let E (Fq) be an elliptic curve with qth-
power Frobenius endomorphism ψ, and let

a = q + 1−#E (Fq). (26)

The Frobenius map ψ satisfies the minimal polynomial

ψ2 − τψ + q = 0 (27)

where τ is the trace of ψ for which |τ | ≤ 2
√
q. If E is non-supersingular, then

End(E) is an order in a imaginary quadratic field Q(
√
τ 2 − 4q).

This theorem is similar as saying (xq
2
, yq

2
)− τ(xq, yq) + q(x, y) = 0, a zero

map in End(E). This relation holds for all (x, y) ∈ E (Fq). The equation
X2 − τX + q is often called a characteristic polynomial of ψ.

Consider a specific class of curve, namely anamolous curve having charac-
teristic 2 with the following equation.

E /F2 = y2 + xy = x3 + x2 + 1

for which a point P ∈ E (F2m). By definition, it is non-supersingular having
τ = 1. The fact that ψ satisfies X2 − X + 2 = 0, let ψ be a number by
assumption, this results in X = (1 +

√
−7)/2, a complex multiplication by X.

There is a natural homomorphism from a ring Z[X] to an endomorphism ring
End(E) which maps X to ψ. Let Z[X] be a set of polynomial in indeterminate

X over Z, so that Z[X] = {δ0 + δ1X | δ0, δ1 ∈ Z}, therefore Z[X]
X2−X+2

∼= Z[ψ].
The problem of finding ψ-expansion for k in End(E) is reduced to finding
X-expansion in Z[X] [41].

Endomorphism plays a crucial role in the theory of elliptic curve. Other
than being used to improve scalar multiplication, it has also been applied to
prove the Hasse’s Theorem.

7 Summary

In this paper, a broad view of elliptic curve was discussed. It starts out with
the theory of elliptic curve as a study of polynomial, roots of polynomial,
points on the curve, and its mathematical structure. The idea is to show why
elliptic curve is suitable for cryptographic primitive.

Cryptosystem in general is based on abstract structure consisting of a set
with finite number of element. For each element, its order is also finite. In
ECC, our structure is a group structure based on non-singular curve having
finite number of integer points with each of this point having a finite order.
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Throughout this paper, we also highlighted some issues that could affect
the security as well as efficiency of this cryptosystem. For examples, the sim-
plification of Weierstrass equation in affine space and further in projective
space for faster scalar multiplication; finding rational points on non-singular
cubic curve, determining the finitude of those points and collecting all integer
solutions.

Researchers in the field of cryptography always been searching for a new
cryptosystem with better complexity in its reverse operation and hence in-
crease security. That RSA and ECC are based on sets of one dimensional and
two dimensional points respectively, we anticipate an algorithm based on 3
dimensional point or higher to replace existing schemes soon.
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