
Applied Mathematical Sciences, Vol. 8, 2014, no. 126, 6257 - 6266 

HIKARI Ltd,  www.m-hikari.com 
http://dx.doi.org/10.12988/ams.2014.48665 

 

 

A Lightweight Authenticated Encryption 

 

Algorithm for RFID Systems 
 

 

Il-Soo Jeon ,  Myung-Sik Kim 

 

School of Electronic Engineering, Kumoh National Institute of Technology,  

77 Sanho-Ro, Yangho-Dong, Gumi, Kyungsangpuk-Do 730-701, Korea 

 

Eun-Jun Yoon* 

 

Department of Cyber Security, Kyungil University,  

33 Buho-Ri, Hayang-Ub, Kyungsan-Si, Kyungsangpuk-Do 712-701, Korea  

 
   Copyright © 2014 Il-Soo Jeon, Myung-Sik Kim and Eun-Jun Yoon. This is an open access 

article distributed under the Creative Commons Attribution License, which permits unrestricted 

use, distribution, and reproduction in any medium, provided the original work is properly cited. 

 

 

Abstract 

 

Security of RFID systems is a very important issue with the increasing of their 

applications. To achieve secure communications between a reader and a tag in 

RFID systems, encryption of the communication data is usually performed. 

However, in case of low-cost RFID tags, it is difficult for them to adopt the 

well-known encryption algorithms because the tags have very limited resources to 

implement the encryption algorithms. Therefore, in this paper, we propose a new 

lightweight authenticated symmetric key encryption algorithm for RFID systems 

which use low-cost tags. To achieve a secure message authentication in the 

proposed algorithm, redundant bits are contained in a ciphertext. Even though the 

proposed algorithm uses very lightweight operations for the encryption/decryption, 

it provides confidentiality, authentication, and integrity. 
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1 Introduction 
 

RFID(Radio Frequency Identification) systems are very useful and convenient 

to identify objects automatically. RFID systems are generally consisted of tags, 

readers, and the back-end server connected to the reader. If an RFID tag which 

contains some information of an object is attached to the object, the reader can 

read the information in the tag and identify the object through wireless 

communication channel. In these days, RFID systems are applied to various 

applications such as access control, supply chain management, inventory control, 

smart labels, etc. However, since the wireless communication channel is not 

secure from the various security attacks, a security mechanism is required to 

resolve the problems. An encryption algorithm of the communication data is one 

of the solutions. 

Encryption algorithms are categorized into two groups: public key encryption 

algorithms and symmetric key encryption algorithms. Public key encryption 

algorithms such as RSA and ECC provide a strong confidentiality, but they are 

very heavy algorithms in terms of computation costs and required space. 

Symmetric key encryption algorithms such as AES and DES also provide strong 

confidentiality, and they have less computation costs and required space than 

those of the public key encryption algorithms. However, they do not support 

authentication and integrity alone.  

Since RFID tags have very limited resources, it is not easy for them to be 

implemented the well-known encryption algorithms mentioned before. Therefore, 

some lightweight ECC-based algorithms [1-3] were published to be adopted in the 

RFID systems. Even if the lightweight ECC-based algorithms consume low 

resources compared to the original ECC, it is still difficult to implement the 

algorithms in low-cost RFID tags which have very constrained resources. In case 

of lightweight secret key encryption algorithms [4-8] that were designed for 

low-cost and low-power consumption devices, since they do not provide 

authentication, it is difficult for them to be used alone for secure communications. 

Recently few researches [9,10] have been proposed about authenticated 

encryption algorithms for low-cost RFID tags. In 2012, Jeddi et al. [9] proposed a 

redundant bit security algorithm (RBS) for RFID systems using low-cost tags. 

RBS is a lightweight authenticated encryption algorithm which uses redundant 

bits. To make a ciphertext in RBS, some redundant bits are distributed into a 

plaintext. In 2013, they proposed an improved authenticated encryption algorithm 

[10] that is similar to RBS except the generation method of MAC (Message 

Authentication Code). To generate MAC, they used NFSR (Nonlinear Feedback 

Shift Resister) and LFSR (Linear Feedback Shift Resister) in both the reader and 

the tags. 

This paper proposes a lightweight authenticated encryption algorithm (LAEAR) 

for low-cost RFID tags. In LARAR, to achieve a message authentication, some 

redundant bits are inserted into the ciphertext. As a result, the length of the 

ciphertext becomes triple of the original message. The main operations of LAEAR 

are the merge and separation operations that were defined in [11] where an ultra-  
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lightweight authentication protocol for low-cost RFID tags was proposed. 

Actually in LARAR, to enhance security, we modified the original merge and 

separation operations defined in [11]. Even though LAEAR provides 

authentication, it does not use NFSR and LFSR in the tags unlike in RBS. 

The rest of this paper is organized as follows. In the following section, we 

describe RBS as related research. Then, we present a new authenticated 

encryption algorithm, LAEAR for the low-cost RFID tags in Section 3. In section 

4, we discuss the security analysis and performance evaluation of LAEAR. In 

section 5, the conclusion is given. 

 

 

2 Related Research 
 

As a related research of this paper, we briefly introduce redundant bit security 

(RBS) algorithm [10] in this section. RBS is a lightweight authenticated 

encryption algorithm which was designed for RFID systems using resource 

constrained devices such as low-cost RFID tags. In the algorithm, a ciphertext is 

made by merging redundant bits and bits of a plaintext. RBS is composed of three 

parts: MAC generator, encryption part, and decryption part. Each part is described 

below briefly. 

 

 
2.1 MAC Generator 

 

The MAC algorithm is composed of three parts: a linear feedback shift register 

(LFSR), a non-linear feedback shift register (NFSR), and an accumulator as in Fig. 

1. The s(x) is the result of performing bitwise addition of LFSR with the result of 

NFSR function which feeds back into the NFSR. The accumulator register bits are 

XOR-ed by NFSR’s value if mi is equal to “1”, where the mi is the input message. 

LFSR and NFSR registers are initialized to the secret key and the accumulator 

register is initialized to “0”. Then, the message enters bit by bit at each clock 

cycle. When all bits of input message are checked, the accumulator will have the 

MAC of the message [10]. In order to generate a different MAC, the value of the 

NFSR and LFSR must be unique per each message. Therefore, bitwise addition on 

plaintext and the encryption key value is performed for each plaintext. 
 

Fig. 1 MAC generator 
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2.2 Encryption Part 

 

The encryption process will be done as follows. At first, the plaintext is altered 

by bitwise addition between itself and the MAC (redundant bits). Then, the altered 

plaintext is merged with redundant bits according to each bit of the encryption key 

during data transmission. If the ith bit of the secret key is “0”, then one bit in the 

altered plaintext is transmitted as the ith bit of the ciphertext. Otherwise, one bit in 

the redundant bits is transmitted as the ith bit of the ciphertext. 
 

2.3 Decryption Part 

 

The decryption process is composed of the inverse processing of the encryption 

process and a message authentication processing. At the first step, the altered 

plaintext and the redundant bits are extracted from the received ciphertext 

according to each bit of the encryption key. Then, the original plaintext will be 

recovered by performing bitwise addition over the redundant bits and the altered 

plaintext. Finally, message authentication process will be done by generating of 

the MAC using the recovered plaintext and the secret key. If the generated MAC 

is different from the received redundant bits, the authentication has failed and the 

recovered plaintext message is discarded.  
 

3 Proposed LAEAR Algorithm 
 

In this section, we propose a very lightweight authenticated encryption 

algorithm for low-cost RFID tags (LARAR). As mentioned before, LAEAR uses 

two main operations, merge and separation operations, which are modified from 

the original definition in [11]. These two original operations perform merging bits 

from two bit-strings and separating the bits into two bit-strings. However, the 

modified merge and separation operations manipulate three bit-strings. Unlike in 

[11], in the modified operations proposed in this paper, the relative order of 

merged bits is changed in the ciphertext, which provides enhancement of security. 

The definition of the modified merge and separation operations is listed below. 

 

Definition. Suppose A, B, C, D, and K are bit-strings whose lengths are in 

multiples of l-bits, and their specific bit-strings are as follows.  

 𝐴 = 𝑎1𝑎2 ⋯ 𝑎𝑙 

 𝐵 = 𝑏1𝑏2 ⋯ 𝑏𝑙 

𝐶 = 𝑐1𝑐2 ⋯ 𝑐𝑙  

 𝐾 = 𝑘1𝑘2 ⋯ 𝑘2𝑙 , where total count of 0 = total count of 1=l 

D= 𝑑1𝑑2 ⋯ 𝑑3𝑙  

 

Then the merge operation, Mer(A,B,C,K,D) is as follows: 
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i,j,k ← 1 

m,n ← l 

for p=1 to 2l 

   if 𝑘𝑝=0 then 

if 𝑘2𝑙−𝑝= 0 then 𝑑𝑘← 𝑎𝑖, k← k+1, 𝑑𝑘← 𝑐𝑖, k← k+1, i← i+1 

              else 𝑑𝑘← 𝑎𝑚, k← k+1, 𝑑𝑘← 𝑐𝑚, k← k+1, m← m-1 

     end if 

   end if 

if 𝑘𝑝 = 1 then 

if 𝑘2𝑙−𝑝=0 then 𝑑𝑘← 𝑏𝑗, k← k+1, j← j+1 

              else 𝑑𝑘← 𝑏𝑛, k← k+1, n← n-1 

     end if 

   end if 

end for 

 

And separation operation, Sep(D,K,A,B,C) is as follows: 
i,j,k ← 1 

m,n ← l 

for p=1 to 2l 

   if 𝑘𝑝= 0 then 

if 𝑘2𝑙−𝑝=0 then 𝑎𝑖← 𝑑𝑘, k← k+1, 𝑐𝑖← 𝑑𝑘, k← k+1, i← i+1 

              else 𝑎𝑚← 𝑑𝑘, k← k+1, 𝑐𝑚← 𝑑𝑘, k← k+1, m← m-1 

    end if 

   end if 

if 𝑘𝑝 = 1 then 

if 𝑘2𝑙−𝑝=0 then 𝑏𝑗← 𝑑𝑘, k← k+1, j← j+1 

              else 𝑏𝑛← 𝑑𝑘, k← k+1, n← n-1 

     end if 

   end if 

end for 

 

The merge operation denoted by 𝑀𝑒𝑟(𝐴, 𝐵, 𝐶, 𝐾, 𝐷) merges A, B, and C to D 

according to K. The position of merged bit can be the indexed position from the 

front or from the rear of each bit string. There are four cases of the bit merging 

condition. If 𝑘𝑖 is “0” and 𝑘2𝑙−𝑖 is “0”, then 𝑎𝑖 is merged to D and then 𝑏𝑖 is 

merged to D. If 𝑘𝑖 is “0” and 𝑘2𝑙−𝑖 is “1”, then 𝑎𝑙−𝑖 and 𝑏𝑙−𝑖 is merged to D. 

If 𝑘𝑖 is “1” and 𝑘2𝑙−𝑖 is “0”, then 𝑐𝑖 is merged to D. If 𝑘𝑖 is “1” and 𝑘2𝑙−𝑖 is 

“1”, then 𝑐𝑙−𝑖  is merged to D. The separation operation denoted by 

𝑆𝑒𝑝(𝐷, 𝐾, 𝐴, 𝐵, 𝐶) is the inverse operation of the merge operation. It separates D 

to A, B, and C according to K. If 𝑘𝑖 is “0” and 𝑘2𝑙−𝑖 is “0”, then the indexed bit 

of D is moved to 𝑎𝑖 and then the next indexed bit of D is moved to 𝑏𝑖. If 𝑘𝑖 is 

“0” and 𝑘2𝑙−𝑖 is “1”, then the indexed bit of D is moved to 𝑎𝑙−𝑖 and then the 

next indexed bit of D is moved to 𝑏𝑙−𝑖. If 𝑘𝑖 is “1” and 𝑘2𝑙−𝑖 is “0”, then the 

indexed bit of D is moved to 𝑐𝑖. If 𝑘𝑖 is “1” and 𝑘2𝑙−𝑖 is “1”, then the indexed 

bit of D is moved to 𝑐𝑙−𝑖. Since each length of A, B, and C is l bits, the length of 

D is 3l bits. The parameter K in the operations is a secret key where the total bits 

of “0” and “1” are equal as l. We show an example in Fig. 2 that illustrates the 

movement of bits when 𝑀𝑒𝑟(𝐴, 𝐵, 𝐾, 𝐶)  and 𝑆𝑒𝑝(𝐶, 𝐾, 𝐴, 𝐵)  operations are 

performed. 
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Fig. 2 Execution Example of Mer() and Sep() 

 

 

In the proposed LARAR, the reader and tag will share a secret key denoted by 

K which has same number of “0” and “1”. When the K is stored in the reader and 

the tag, it will be split and stored as 𝐾1 and 𝐾2 where 𝐾1 is the left half part of 

K and 𝐾2 is the right half part of K. 

LARAR uses a random number generated by the reader for each 

communication message. By using the random number, even if the same plaintext 

is encrypted many times, the ciphertexts will be different from one another. It will 

contribute to enhance the security of the encryption algorithm. While the reader 

generates a random number to encrypt a plaintext, the tag never generates any 

random numbers but uses the random number generated by the reader in the 

processing of encryption. Since the proposed algorithm is designed for low-cost 

passive tags and communications will be always initiated by the reader, there is no 

problem to reuse the random number at tag side. Therefore, in the tag side, 

LARAR does not use heavy operations but uses very light operations: XOR, 

Mer(), and Sep() operations. In LARAR, the encryption and decryption processes 

of the reader are different from those of the tag. We describe the 

encryption/decryption algorithms of LAEAR below and summarize in Fig. 3. 

 

3.1 Encryption Algorithm in the Reader 

 

The reader generates a random number, n and computes 𝐴 = 𝑃𝑟 ⊕ 𝑛 ⊕ 𝐾1 

and 𝐵 = 𝑃𝑟 ⊕ 𝐾2 where 𝑃𝑟 is a plaintext. Then, it performs the merge operation, 

𝑀𝑒𝑟(𝐴, 𝑛, 𝐵, 𝐾1 ∥ 𝐾2, 𝑀1 ∥ 𝑀2 ∥ 𝑀3) and sends the ciphertext, (𝑀1 ∥ 𝑀2 ∥ 𝑀3) to 

the tag. Each bit of the ciphertext can be sent bit by bit as soon as each bit is 

merged. 

 

3.2 Decryption Algorithm in the Tag 

 

After receiving the ciphertext, (𝑀1 ∥ 𝑀2 ∥ 𝑀3), the tag performs the separation 

operation, 𝑆𝑒𝑝(𝑀1 ∥ 𝑀2 ∥ 𝑀3, 𝐾1 ∥ 𝐾2, 𝐴′, 𝑛′, 𝐵′)  and computes 𝑃𝑟
′ = 𝐵′ ⊕ 𝐾2 

and 𝑛′′ = 𝐴′ ⊕ 𝑃𝑟
′ ⊕ 𝐾1. If the 𝑛′ is equal to the 𝑛′′, the tag authenticates the 

extracted plaintext 𝑃𝑟
′ from the ciphertext as 𝑃𝑟 , otherwise, the tag does not 

authenticate the message and discards it. 
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3.3 Encryption Algorithm in the Tag 

 

The tag computes 𝐷 = 𝑃𝑡 ⊕ 𝑛′ ⊕ 𝐾2  and 𝐸 = 𝑃𝑡 ⊕ 𝐾1  where 𝑃𝑡  is a 

plaintext and 𝑛′ is the extracted random number from the last message received 

from the reader. Then, it performs the merge operation, 𝑀𝑒𝑟(𝐷, 𝐸, 𝑛′, 𝐾2 ∥
𝐾1, 𝑀4 ∥ 𝑀5 ∥ 𝑀6) and sends the ciphertext, (𝑀4 ∥ 𝑀5 ∥ 𝑀6) to the reader. Of 

course, each bit of the ciphertext, (𝑀4 ∥ 𝑀5 ∥ 𝑀6) can be sent bit by bit as soon as 

each bit is merged. 

 

3.4 Decryption Algorithm in the Reader 

 

After receiving the ciphertext, ( 𝑀4 ∥ 𝑀5 ∥ 𝑀6 ), the reader performs the 

separation operation, 𝑆𝑒𝑝(𝑀4 ∥ 𝑀5 ∥ 𝑀6, 𝐾2 ∥ 𝐾1, 𝐷′, 𝐸′, 𝑛′) and computes 𝑃𝑡
′ =

𝐸′ ⊕ 𝐾1  and 𝑛′′ = 𝐷′ ⊕ 𝑃𝑡
′ ⊕ 𝐾2 . If the 𝑛′  is equal to 𝑛′′ , the reader 

authenticates the extracted plaintext 𝑃𝑡
′ from the ciphertext as 𝑃𝑡, otherwise, the 

tag does not authenticate the message and discards it. 

 

4 Security Analysis and Performance Evaluation 
 

4.1 Security Analysis 

 

The security strength of a cipher depends on the resistance strength against 

security attacks breaking the cipher. The key space of a cipher is a well-known 

parameter to measure the security strength of the cipher. In LAEAR, the key  

Reader Tag 

[Reader Encryption] 

Generate a random number, n 

𝐴 = 𝑃𝑟 ⊕ 𝑛 ⊕ 𝐾1  

𝐵 = 𝑃𝑟 ⊕ 𝐾2 // 𝑃𝑟  is a plaintext. 

𝑀𝑒𝑟(𝐴, 𝑛, 𝐵, 𝐾1 ∥ 𝐾2, 𝑀1 ∥ 𝑀2 ∥ 𝑀3) 

𝑀1 ∥ 𝑀2 ∥ 𝑀3 

 
 

 

 

 

 

 

 

[Reader Decryption] 

𝑆𝑒𝑝(𝑀4 ∥ 𝑀5 ∥ 𝑀6, 𝐾2 ∥ 𝐾1, 𝐷′, 𝐸′, 𝑛′) 

𝑃𝑡
′ = 𝐸′ ⊕ 𝐾1  

𝑛′′ = 𝐷′ ⊕ 𝑃𝑡
′ ⊕ 𝐾2  

Verify 𝑛′ = 𝑛′′ and accept 𝑃𝑡
′ 

 

 

 

 

 

[Tag Decryption] 

𝑆𝑒𝑝(𝑀1 ∥ 𝑀2 ∥ 𝑀3, 𝐾1 ∥ 𝐾2, 𝐴′, 𝑛′, 𝐵′) 

𝑃𝑟
′ = 𝐵′ ⊕ 𝐾2  

𝑛′′ = 𝐴′ ⊕ 𝑃𝑟
′ ⊕ 𝐾1 

Verify 𝑛′ = 𝑛′′ and accept 𝑃𝑟
′ 

 

[Tag Encryption] 

𝐷 = 𝑃𝑡 ⊕ 𝑛′ ⊕ 𝐾2 // 𝑃𝑡 is a plaintext. 

𝐸 = 𝑃𝑡 ⊕ 𝐾1 

𝑀𝑒𝑟(𝐷, 𝐸, 𝑛′, 𝐾2 ∥ 𝐾1, 𝑀4 ∥ 𝑀5 ∥ 𝑀6) 

𝑀4 ∥ 𝑀5 ∥ 𝑀6 

 

Fig. 3 Encryption/Decryption Algorithms of LARAR 
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length is double of a plaintext length. If the length of a plaintext is l bits, then the 

key length will be 2l bits where the total count of “0” is equal to that of “1”. 

Assume l is 64 bits, then the key space will be (128
64

) which is approximately 

2124 . We can say that if the key space of a cipher is 2124 , the cipher is 

computationally secure from the brute force attack. Therefore, LAEAR is safe 

from the brute force attack if each partial key length of the tag is greater or equal 

to 64. 

 

In LAEAR, the bits of a random number are diffused to a ciphertext for each 

encryption. Therefore, even if the same plaintext is encrypted several times, the 

ciphertexts are completely different from one another. Since the random number 

cannot be extracted from the communication messages by the attackers, LAEAR 

is safe from the known plaintext attacks or chosen plaintext attacks. 

 

Assume a ciphertext is modified by an attacker during communications. The 

modified ciphertext cannot pass the verification to authenticate the plaintext. 

Since a random number diffused to the ciphertext, (𝑀1 ∥ 𝑀2 ∥ 𝑀3) , some 

modification of it will fail to pass the verification. Hence, LAEAR provides 

authentication and integrity of a plaintext. 

 

Therefore, even if LAEAR uses extremely lightweight operations, it is safe 

from the well-known security attacks.   

 

 

4.2 Performance Evaluation 

 

Performance of the proposed protocol, LARAR is compared to RBS [10] in 

Table 2. Since the reader is powerful enough to generate random numbers, 

evaluation of LAEAR is performed only for the tag side. We summarized the 

comparison results in Table 2 where L denotes the block length of a plaintext. 

As we can see in Table 2, the secret key length of the two algorithms is same. 

However, since LAEAR changes the relative bit’s order of a plaintext in the 

corresponding ciphertext, we can say that LARAR is more secure than RBS. In 

addition, LAEAR uses extremely lightweight operations: XOR, Mer(), and Sep() 

operations. However, RBS uses a MAC generator which requires relatively a 

considerable amount of resources and execution time in case of the low-cost tags. 

Therefore, we can say that LAEAR has a better performance than RBS in terms of 

both required resources to implement the cipher and computation costs to perform 

the cipher. However, in LAEAR, the length of the ciphertext is longer than that of 

RBS. In spite of the disadvantage, LAEAR will be a good solution for the 

low-cost passive RFID tags which have significantly constrained resources. 
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Table 1. Comparison of Related Protocols. 

Protocols 

Comparison factors 
RBS protocol [10] Proposed LAEAR protocol 

Providing authentication Yes Yes 

Bit order changing of 

plaintext in ciphertext 
No Yes 

Key length 2L 2L 

Ciphertext length 2L 3L 

Operation types MAC generator, XOR Mer(), Sep(), XOR 

L: Block length of a plaintext  

 

5 Conclusions 

In this paper, we proposed a new lightweight authenticated symmetric key 

encryption algorithm, LAEAR for the RFID systems which use low-cost tags. 

Even though LAEAR uses very lightweight operations, the merge and separation 

operations, it provides confidentiality, authentication, and integrity. Through the 

security analysis and performance evaluation, we showed that LAEAR is secure 

and efficient enough to be implemented and executed in the low-cost RFID tags. 
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