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Abstract 

 

Recently, many researches showing that the Elliptic Curve Cryptography (ECC) has 

many advantages especially in wireless communication due to the small size of the 

keys comparing to other public key cryptography algorithms and the mathematic 

difficulty to brake the key. The proposed method developed the previous method 

which is used to secure the output of ECC, by decreasing the size of ECC point to 6-

bit. This study depends on the base of 6 when converting each digit to the sequence, 

and finally leads to eliminate the number of bits. Therefore, the implementation of 

this study which is based on the ECC with the idea of data sequence, provides better 

performance in terms of energy exhausting, memory size, and  the processing time in 

the comparing to the another method.  

 

Keywords: elliptic curve cryptography, data sequence, ciphering, deciphering, and 

discrete Logarithm Problem 
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1. Introduction 

In 1985, Koblitz (Washington University) and Miller (IBM Company) invent ECC 

independently which is a type of public key cryptography which relies on  

mathematicians of elliptic curve approach [1, 2]. It produces the same level of 

security compared with RSA but with the smaller key size as shown in table 1. In 

example 160 bit key size of ECC provides the same level of security as 1024 bit key 

size of RAS. Thereby, the ECC private key is faster RSA private key [3]. The main 

operation in ECC which takes more than 80% of its execution time called scalar 

multiplication[4]. This operation encompasses two sub-operations called adding and 

doubling. The adding operation is for adding two points belong to the curve and the 

result is also a point on the curve. Whereas, doubling operation involves the addition 

of the point to itself.  

 The elliptic curve cryptosystem has many advantages in the security and 

authentication algorithms with a very good performance such as high security, high 

speed and low bandwidth required[5]. In order to make the ECC more powerful and 

strong, the data sequencing method could be embedded with it. In [6] the authors are 

exploited the method of data sequencing to make the ECC more robust. The proposed 

method depended on [6] and developed its message size to be 6-bit rather than 8-bit. 

Consequently, the sending message’s size is reduced. 

 Table 1 NIST Recommended key Sizes 

 

  

  

 

 

2. The Proposed Method 

The proposed method is depending on the idea of data sequencing to be merged 

with the ECC. Therefore, it is necessary to have some useful describing of it as 

follows before explaining the proposed method.  

A sequence can be thought of as a list of elements with a particular order. 

Sequences are useful in a number of mathematical disciplines for studying functions, 

RSA key size  

(bits) 

ECC key size 

 (bits) 

1024 160 

2048 224 

3072 256 
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spaces, and other mathematical structures using the convergence properties of 

sequences. In particular, sequences are the basis for series, which are important 

in differential equations and analysis. Sequences are also of interest in their own right 

and can be studied as patterns or puzzles, such as in the study of prime numbers. 

There are a number of ways to denote a sequence, some of which are more useful 

for specific types of sequences. One way to specify a sequence is to list the elements. 

For example, the first four odd numbers form the sequence (1,3,5,7). This notation 

can be used for infinite sequences as well. For instance, the infinite sequence of 

positive odd integers can be written (1,3,5,7,...). Listing is most useful for infinite 

sequences with a pattern that can be easily discerned from the first few elements. 

Other ways to denote a sequence are discussed after the examples  [7].  

This idea of data sequence can be applied on the output of the ECC as in [6] and 

this merging is described as the following steps. 

Procedure 1. Generating the sequence 

a) Assume   is a point generator and   is the order of P. 

b) Assume the sequence for  =0 to   values. 

c) Convert every digit of the sequence in base 6 (this is differed from [6] which 

is in base 3).  

d) Assume   the number of digits likes:  =30 therefore we find  =2 (this is 

differed from [6] in which m=4). As shown in table 2. 

 

Table 2 the sequence example 

# 

The sequence 

of 

n=34 & m=2 

Digit 

1 

Digit  

0 

0 0 0 

1 0 1 

2 0 2 

3 0 3 

4 0 4 

5 0 5 

http://en.wikipedia.org/wiki/Space_(mathematics)
http://en.wikipedia.org/wiki/Sequence#Limits_and_convergence
http://en.wikipedia.org/wiki/Series_(mathematics)
http://en.wikipedia.org/wiki/Differential_equations
http://en.wikipedia.org/wiki/Analysis_(mathematics)
http://en.wikipedia.org/wiki/Prime_number
http://en.wikipedia.org/wiki/Pattern
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Table 2 the sequence example (continued) 

6 1 0 

7 1  1 

8 1 2 

9 1 3 

10 1 4 

11 1 5 

12 2 0 

13 2 1 

14 2 2 

15 2 3 

... ... 

... ... 

29 4 5 

 

In instance, the verification of how the sequence 54 is equal to 34 can be illustrated as 

follows: 

                          
e) Mapping the table 2 into the following matrix: (this matrix is differed from [6] 

in the number of columns which is 4 columns) 

 

  [

          

          
   

          

] 

This matrix can be more clarified in the equation 1: 

 

(  ) =                     

f) Make a circular right shifting for each row of   by one digit.  

For example: 

                                      

(this sequence is differed from [6] in the number of columns which is 4 columns). 

As a result, the sequences form will be like the following: 

                                                                           ]  ]. 
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Procedure 2 Description of applying the generated sequence on the ECC 

In this step the procedure explained in step1 is applied on the ECC like in [6], but it 

applied according to the differences that the proposed method is achieved as follows:  

1- Encrypted the message transferring 

a) Bob must elite a random integer  , and spread the point    that will be a 

public key (where   remains secret and unknown to anyone but Bob) like in 

[6]. 

b) Afterword as in [6], Alice picks her own random integer   (where l is private 

key) and computes the two points:    is public key of her (as shown in 

equation 2), and    is the cipher text in the form of    (where Pi is character) 

which will represent a point in   as shown in equation 3.  

            ……………….…equ.2 

                    …….equ.3 

c) Compute          and          which   is a corresponding sequence value 

in gotten from Procedure 1(d,e) after applying the circular right shifting by 

one digit. Hence, the cipher message takes the form in equation 4. 

                         ...equ.4 

     will be 4 digits such that 00 01, while in [6] it is 8 digits such that 0000 

0001. 

d) Alice converts    to octal-binary form (three bits for each digit) like:  0 0 

000 000, 0 1000 001 , 2 3  010 111, 4 5100 101 but in [6]   0000 is 

converted to 00000000, etc. Finally, Alice will send the series of bits to Bob. 

 

2- Decrypting the received message 

To extract the plain text from the cipher text, Bob knows the sequence of   , his own 

private key  , and the values of ECC  parameters (base point         ). He receives 

the encrypted message as a series of bits as in [6] and do the following:  

a) Bob converts a binary bits form to the digits (binarydigit), for examples:     

000 0000 0, 000 0010 1, 010  1112  7, 100 1014  5. While in [6] 

Bob receives 16 bits and converted it to 8 digits as follows: 

0000000000000001 be 0000 0001.  

b) Bob converts    into group of    (digits), but in [6] is converted into    . 

c) Bob gets a group of   digits from the sequence in the (b). 

d) Bob makes a circular left shifting to the sequence of   digits by one for two 

digits. But in [6] this shifting is for 4 digits. 
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e) Transform the sequence digits to decimal form, and save the value in    
For example: 

(011 001) is separated as: (011 = 3) and (001=1).  Then it can be represented 

as (31) and be in the form of the following: 

                               

f) Find a point         from         
g) Repeat the same steps explained in decryption part for the next element of the 

sequence of step (c) for the   recovery of          . 

h) In order to obtain    from          , Bob used his private key   and 

compute        from the first part of the pair, then subtracts it from the 

second part to find  
                                        ,   and then separate the 

merging to get back the clear text as in [6]. 

 

3. Implementation of the proposed method 

The proposed method is depending on the following equation of the ECC [8]: 

                …………………...equ.4 

And the chosen base point   is picked as   (5, 7). The set of all points in the curve is 

depicted in table3: 
 

Table 3. A set of all points in the curve 

# EC point 

Equivale

nt 

alphabet 

# EC point 

Equivale

nt 

alphabet 

1P (5,7) a 16P (0,25) p 

2P (28,4) b 17P (1,25) q 

3P (18,1) c 18P (7,2) r 

4P (22,12) d 19P (16,6) s 

5P (6,20) e 20P (14,7) t 

6P (13,5) f 21P (10,22) u 
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Table 3. A set of all points in the curve (continued) 

 

7P (2,14) g 22P (23,26) v 

8P (21,11) h 23P (21,18) w 

9P (23,3) i 24P (2,15) x 

10P (10,7) j 25P (13,24) y 

11P (14,22) k 26P (6,9) z 

12P (16,23) l 27P (22,17) , 

13P 
(7,27) 

m 28P (18,28) . 

14P (1,4) n 29P (28,25) / 

15P (0,4) o 30P (5,22)  

 

The number of generated points for the equation 4 is 30 points. 26 of them are given 

to the English alphabetic, and the remaining points are given to some other special 

characters (‘,’, ‘.’, ‘/’, and ‘space’). Recall that the number of points can be increased 

to more characters in the case of changing the EC equation as in [6]. 

For example, suppose that Alice wants to encrypt and send a message "hello" to Bob. 

Thus, Alice must follow the following steps: 

 

Step 1. Establishing the data sequence: 

   Is a point generator with order      , and     . 

 Convert a sequence 0 to n to the form similar to table1, and it can be 

represented as a matrix named M[30 2]. 

 Circularly right shifting each row of   by one digit yields: 
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 Ms= 

 

 

 

 

 

 

 

 

 

 

 

Where    : is the matrix m after circular right shifting. 

 The sequence formed will be like: 

[00], [10], [20], [30], [40], [50], [01], [11], [21], [31], [41],[51], [02], [12], [22], [32], 

[42], [52], [03], [13], [23], [33],[43], [53], [04], [14], [24], [34], [44], [45].  

 

Step 2. Encryption mechanism  

The encryption mechanism can be described and clarified through the following 

example: 

Initially, suppose that the private key (l) of Alice is 13, and the private key (a) of Bob 

is 24. The plaintext (message) is ‘h’. Therefore, to encrypt ‘h’, Alice must attain the 

following steps: 

00 
10 
20 
30 
40 
50 
01 
11 
21 
31 
41 
51 
02 
12 
22 
32 
42 
52 
03 
13 
32 
33 
43 
53 
04 
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 Compute the public key of Bob: 

   =    = 24(5, 7) = (2, 15)  

 Convert the plain text ‘h’ to the corresponding ECC point as in table3: 

Plain text (‘h’) = (21, 11).  

 Compute     : 

    = 13(2, 15) = (28, 4). 

 Encrypting ‘h’: 

Cipher message=plain text            

                                                
                                     
 Compute public key of Alice (QA): 

lP= 13(5, 7) = (7, 27)  

  

Encrypted version of the message is: 

                     ,  

Where: 

                               
 Alice attains Procedure 1 for generating the sequence S: 

Where,                               

Notice that the message is converted into “0241”.  

Finally, convert the transmitted message “0241” to a stream of bits: “000 010 100 

001” 

Step 3. Decrypting mechanism: 

After receiving the encrypted message, Bob must attain the following steps to recover 

the plain text ‘h’: 

 To decrypt the (000010) convert it to digits (000 = 0) and (010=2). 

 Bob gets two digits which is (02). 

 Make circular left shift to the sequence by one digit yields (20) 

 Transform a sequence (20) to decimal form, and save the value in k. 

                                        

 k= ( 0 * 6
0 

) +( 2 * 6
1
 ) = 0 + 12=12                  

 Find the point from pre-computed and stored point                
P=12+1=13. 

Therefore,        =13(5,7)=(7,27). Where (7, 27) represents    and is the 

public key for Alice. Similarly, to recover other points the data sequence in 

Procedure 1 is attained. Then, the encrypted version ((7, 27), (10, 7)) is 

recovered to extract      



5562                                                                                        Aso Ahmed Majeed et al. 

 

 

 Bob must compute his private key and Alice’s public key as follows: 

                                                     

              

 

4. Analysis of the proposed method 

The proposed method provides a better performance in terms of the memory size 

requirement in the comparison with [6]. This reducing of memory usage can easily 

depicted for both methods (proposed and [6]) through the following example: 

 To send the “hello” message by the proposed method according to the table 4, the 

following stream of bits will be sent: 

“000010011001000010000001000010001010000010001010000010100010” 

While in [6] the stream of bits that will be sent is: 

“0000010100000100000001010000001000000101010001010000010101000101000

0010101000110”. 

Ultimately, the comparison between proposed and [6] methods in terms of no. of bits 

is shown in table 5. 

 

Table 4 Encryption before and after applying data sequence 

Character Point    

Encryption before 

Applying data 

sequence     
               

Encryption After applying  

data sequence  

                       
(proposed method) 

Encryption After 

applying  

data sequence  

  

                     
(Method in [6]) 

h (21, 11) ((7, 27), (10, 7)) 0231 

4
-d

ig
it

s 
(1

2
-

b
it

) 

00110010 

8
-d

ig
it

s 
(1

6
-

b
it

) 

e (6, 20) ((7, 27), (2, 14)) 0201 00110002 
l (16, 23) ((7, 27), (1, 4)) 0212 00111011 
l (16, 23) ((7, 27), (1, 4)) 0212 00111011 

o (0, 4) ((7, 27), (1, 25)) 0242 00111012 
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Table 5 comparison between two methods in terms of no. of bits 

Plain text 

No. of bits for sending 

message in proposed 

method 

No. of bits for sending 

message in [6] 

hello 5*12=60 5*16=80 

 

6. Conclusions 

The proposed method developed the previous method and uses the idea of data 

sequence to protect the out of ECC. This development is concentrated on the 

reduction of the number of bits for the sent encrypted message. The proposed method 

proved that it is much smaller than the compared method in terms of number of bits.  
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