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Abstract

This paper clarifies the possible existence of a safety function in
control laws under the authorization by the international standard IEC
61508 for the first time. The safety function consists of a dependability
function to maintain stability and admissible control performance even
if the system is not operating normally and a safety capability to sup-
press fluctuations of transient responses after a device failure in order to
prevent the deviations to the fullest extent possible. The safety function
can prevent events where physical parameter values in a control system
deviate from the normal operating range to the fullest extent possible.
Then, it can decrease the frequency of demand occurrences on ordinary
externally-implemented safety-related systems and supplement them in
risk reduction required by IEC 61508. In addition, this paper presents
a quantitative assessment framework for the contribution of the safety
function to risk reduction using Markov analysis and switching L2 gain.
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1 Introduction

As clearly defined in many international standards such as IEC 60050 [4] and
ISO/IEC Guide 51 [6], safety and dependability are completely different con-
cepts. Dependability is a measure of how designed performance can be main-
tained. Thus, the purpose of a dependability function is to maintain stability
and admissible control performance even if the system is not operating nor-
mally. That is, a dependability function gives a measure of abnormality of
“states.” On the other hand, safety relates to risk, which is a combination of
the occurrence probability of harmful events and their severity. Thus, a safety
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function can be evaluated in terms of its capability to decrease the frequency
of harmful events. That is, a safety function gives a measure of harmfulness
of “events.” The distinction between safety and dependability is important,
especially in safety assessment according to international standards.

In ordinary safety measures, if an externally-implemented safety-related
system (SRS) detects a physical value deviating from the normal operating
range, it performs its designed function to prevent harmful events to the fullest
extent possible. Thus, it is clearly desirable to decrease the frequency of devi-
ations from the normal operating range from the viewpoint of risk reduction,
as required by international standards on safety, such as IEC 61508 [5].

The authors have proposed the inclusion of a function in control laws for
maintaining stability and admissible control performance even if the system
is not operating normally [10, 11]. Strictly speaking, this is a dependability
function. From the viewpoint of risk reduction, a safety function to decrease
the frequency of the deviations is required for fault-tolerant control systems.
However, the important point here is that the deviations from the normal
operating range are caused not only by system destabilization but also by
fluctuations of transient responses. Thus, a safety function for preventing
deviations needs not only the above mentioned dependability function but
also the capability to suppress the fluctuations.

In this paper, the authors clarify the possible existence of a safety function
in control laws. The safety function consists of

• the dependability function to maintain stability and admissible control
performance even if the system is not operating normally, and

• the safety capability to suppress the fluctuations of transient responses
after a device failure.

The safety function can prevent events where physical parameter values in a
control system deviate from the normal operating range to the fullest extent
possible. Then, it can decrease the frequency of the deviations without de-
tection of faults. Thus, it can decrease the frequency of demand occurrences
on ordinary externally-implemented SRSs. This “demand frequency” is one of
the most important and fundamental indices in safety assessment and manage-
ment [5]. Unlike ordinary SRSs, the safety function in control laws acts on the
process from the initial events such as device failures in a control system till
the demand occurrences on ordinary SRSs. Thus, the safety function in control
laws can supplement the ordinary SRSs in risk reduction required by interna-
tional standards on safety, such as IEC 61508. That is, the ordinary SRSs will
play a smaller role in the reduction of the harmful event frequency. Concretely
speaking, with the safety function, we can use a SRS of lower performance and
price to achieve the same safety target.
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However, the adequacy of the proposed safety function in control laws is
difficult to assess because transient responses immediately after a failure are
difficult to analyze quantitatively. Numerous studies have been made on the
issue of suppressing abrupt or “bumpy” responses by using “bumpless transfer”
[12] and other concepts. For example, the L2 gain analysis using a Hankel-
like operator is proposed to evaluate the effects of switchings [1, 2]. However,
the existing studies mainly consider switchings of controllers and assume that
the switching time is known a priori for activating an additional controller in
order to suppress the fluctuations. Thus, we cannot apply them to evaluate
the fluctuations of transient responses after a failure whose occurrence time is
unpredictable.

In order to quantitatively establish the contribution of the safety function
in control laws for risk reduction, the authors also propose a probabilistic safety
assessment framework according to IEC 61508 for the first time. By applying
the switching L2 gain analysis on the entire time [3, 9] to the evaluation of the
safety capability, we can obtain the frequency of the deviations caused by the
fluctuations of transient responses, which does not depend on the switching
(failure) time. Combining it with the evaluation of the dependability function
by Markov analysis [10, 11], i.e., the frequency of the deviations caused by sys-
tem destabilization, we can finally obtain the total frequency of the deviations.

The authors now give a summary of the contributions of this paper. This
paper clearly establishes the above-mentioned concrete and practical contents
of the safety function in control laws under the authorization by the interna-
tional standard IEC 61508 for the first time. In addition, this paper presents a
quantitative assessment framework for the contribution of the safety function
to risk reduction using Markov analysis and switching L2 gain for the first
time. For risk reduction, until the contribution of a safety function is quanti-
tatively analyzed, the function cannot be regarded as a safety measure. Here,
the important point is that this paper considers ordinary linear time-invariant
feedback control systems. The aim of this paper is not limited to a certain
class of control laws, e.g., controllers by fault-tolerant design.

Note that in the vast majority of fault-tolerant control studied in the field
of control theory, a safety function has not been clearly established under
the authorization by international standards on system safety. Therefore, the
contribution to risk reduction has not been quantitatively analyzed according
to the international standards.

The following notations are used in this paper. R: the field of real num-
bers. E: an identity matrix of appropriate dimensions. O: a zero matrix of
appropriate dimensions. tA: the transpose of a matrix A. ‖G‖∞: the H∞
norm of a transfer function matrix G.
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Figure 1: Overall system.

2 Safety function in control laws

2.1 IEC 61508

Figure 1 illustrates the overall system configuration considered in IEC 61508. A
control system consists of an equipment under control (EUC), i.e., a controlled
object, and a basic control system (BCS), which operates EUC in the desired
manner. IEC 61508 requires the reduction of the initial risk of the control
system through safety measures so that the residual risk of the overall system
is smaller than the predetermined tolerable level.

An SRS has a safety function to achieve or maintain a safe state of the
EUC. Because a hardware failure can occur at a random time in an SRS,
there is a possibility that the SRS cannot perform its safety function. IEC
61508 assesses the functional safety of an electrical/electronic/programmable
electronic (E/E/PE) SRS, i.e., the capability to perform its safety function,
using four safety integrity levels (SILs) for two types of operation modes, a low
demand mode, as shown in Table 1, and a high demand or a continuous mode.
If an SRS should play a more important role in risk reduction, it is required
to fit a higher SIL.
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Table 1: Safety integrity levels in low demand mode of operation in IEC 61508.

SIL
Average probability of failure to perform
its design function on demand (PFDavg)

4 ≥ 10−5 to < 10−4

3 ≥ 10−4 to < 10−3

2 ≥ 10−3 to < 10−2

1 ≥ 10−2 to < 10−1

2.2 Process from initial events till demand occurrences

The safety function in control laws considered in this paper acts on the process
from the initial events such as device failures in a control system till the demand
occurrences on ordinary external safety measures.

Consider the control system shown in Figure 1. Let Devices 1,. . ., N denote
Sensors 1, . . . , Ns and Actuators 1, . . . , Na, where N = Ns +Na.

A functional stoppage failure probabilistically occurs in Device k in accor-
dance with the exponential distribution with the failure rate λk (k = 1, . . . , N).

The repair time of a failed Device k probabilistically follows the exponential
distribution with the mean time to repair MTTRk (k = 1, . . . , N)∗. The repair
rate of Device k is then obtained by μk = 1/MTTRk. This is the typical
formulation in the field of safety/reliability engineering.

We now make the following assumptions:

Assumption 2.1 The failure rates of the logic solver and the EUC are
sufficiently smaller than λk, and hence, their effects are negligible.

Assumption 2.2 The demand on safety measures such as an E/E/PE SRS
occurs when a physical value in the control system deviates from the normal
operating range.

This implies that the demand frequency in the assessment required by IEC
61508 is equivalent to the frequency of the deviations discussed in this paper.

Assumption 2.3 The frequency of the deviations by control device failures
is sufficiently higher than the frequency by other causes.

Hence, we assume that only control device failures as the initial events can
cause the demand occurrences.

In addition, we make the following assumption:

∗In IEC 61508, the repair process is quantitatively formulated by MTTR.
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Assumption 2.4 During the time interval including a device failure or a
repair completion that actually affects transient responses, another failure does
not occur.

Strictly speaking, the switching L2 gain analysis on the entire time is theo-
retically restricted to the cases of single system switchings. However, under
this assumption, we can discuss the occurrences of multiple device failures
and repair completions. That is, no practical problems occur if another failure
takes place outside the time interval including a system switching that actually
affects the analysis of the switching L2 gain [9].

2.3 Device context

The normal and faulty operation modes of Device k (k = 1, 2, . . . , N) are
described as follows:

δk =

{
0, Device k is operating normally
1, Device k is in a fault

(k = 1, 2, . . . , N). (1)

Let (δ1, δ2, . . . , δN) describe a particular situation of the control system, which
is hereafter referred to as the “device context.”

We consider that the normal operation (0, 0, . . . , 0) is referred to as
“Normal.” In addition, we consider that Normal is not a device context, and
then, there exist (2N − 1) device contexts in all.

2.4 Safety function in control laws

The safety function in control laws considered in this paper is to prevent events
where physical parameter values in a control system deviate from the normal
operating range to the fullest extent possible. Then, it can decrease the fre-
quency of the deviations without detection of faults. Thus, it can decrease
the demand frequency, i.e., the frequency of demand occurrences on ordinary
externally-implemented SRSs. Hence, the safety function in control laws can
supplement ordinary SRSs in risk reduction required by the international stan-
dards on safety, such as IEC 61508.

Here, the deviations from the normal operating range are caused not only
by system destabilization but also by fluctuations of transient responses after
such a failure. Thus, the safety function against the deviations from the nor-
mal operating range is realized on the basis of the dependability function to
maintain stability and admissible control performance even if the system is not
operating normally. Let us call a device context in which the control system
is stable with admissible control performance “intermediate device context,”
which will be defined quantitatively in the proposed assessment framework



Safety assessment of control laws using Markov analysis 4743

(Section 3.2). Let S denote the set of all intermediate device contexts. Then,
we can identify the dependability function with S.

In addition to the dependability function, the safety capability to suppress
the fluctuations of transient responses immediately after a failure is indispens-
able for preventing the occurrence of deviations at the system switching caused
by the failure. Consider a transition from Normal or a device context belonging
to S to another device context belonging to S caused by a failure as a possible
switching. The set of such possible switchings, at which measures are taken
against the deviations, is uniquely determined from S.

Thus, we can identify the total safety function consisting of the depend-
ability function and the safety capability with S.

The proposed safety function can decrease the frequency of the deviations
and thus the demand frequency under Assumption 2.2. Hence, it can supple-
ment ordinary SRSs in risk reduction according to international standards on
safety, such as IEC 61508. That is, A higher level of the safety function in
control laws gives a lower demand frequency. Therefore, the ordinary external
safety measures will play a smaller role in risk reduction, i.e., reduction of
the harmful event frequency. Consequently, we can use a SRS of lower SIL,
i.e., lower performance and price, to achieve a safety target. It is the concrete
contribution of the safety function in control laws to supplement the ordinary
external safety measures.

Remark 2.5 We exclude the system switchings caused by completing re-
pairs from the discussion because we can appropriately control their occurrence
times and surroundings.

2.5 Formulation of deviations from normal operating
range

Suppose that a generalized plant is given by

Gorg :

⎧⎪⎨⎪⎩
dxG(t)

dt
= AGxG(t) + BG1w(t) + BG2u(t)

z(t) = CG1xG(t) + DG11w(t) + DG12u(t)
y(t) = CG2xG(t) + DG21w(t),

(2)

where xG(t) ∈ R
nG is the state-variable vector of the generalized plant, u(t) ∈

R
Na is the control input, y(t) ∈ R

Ns is the measured output, w(t) ∈ R
nw is the

exogenous input, and z(t) ∈ R
nz is the evaluated output. The AG, BG1, BG2,

CG1, DG11, DG12, CG2, and DG21 are real matrices with compatible dimen-
sions. In (2), for simplicity, we assume that the controlled object is strictly
proper, however, the discussion can easily be extended to the general case
where it is proper, i.e., y(t) = CG2xG(t) + DG21w(t) + DG22u(t). Suppose
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Figure 2: Control system in normal operation.

that a control law is given by

K :

{
dxK(t)

dt
= AKxK(t) + BKy(t)

u(t) = CKxK(t) + DKy(t),
(3)

where xK(t) ∈ R
nK is the state-variable vector of the control law. The

AK , BK , CK , DK are real matrices with compatible dimensions.
The transfer function matrix of the closed-loop control system from w(t) to

z(t) during the normal operation is obtained by F�(Gorg,K), where F� denotes
the lower linear fractional transformation (Figure 2). Then, the normal control
performance is evaluated by the following index:

γ0 = ‖F�(Gorg,K)‖∞. (4)

Here F�(Gorg,K) is explicitly given by

F�(Gorg,K) :

{
dx(t)

dt
= A0x(t) + B0w(t)

z(t) = C0x(t) + D0w(t)
(5)

A0 =

[
AG + BG2DKCG2 BG2CK

BKCG2 AK

]
B0 =

[
BG1 + BG2DKDG21

BKDG21

]
C0 =

[
CG1 + DG12DKCG2 DG12CK

]
D0 = DG11 + DG12DKDG21,

where x(t) = t[ txG(t) txK(t) ] ∈ R
n (n = nG +nK) is the internal state of the

control system.

Remark 2.6 Using the special structure of CG2 and DG21 in the gener-
alized plant (2) for the full-information problem, we can also discuss state-
feedback control systems (Section 4).

Consider the L2 norm of a vector signal f(t) defined by

‖f(t)‖2 =

[∫ ∞

−∞
tf(t)f(t)dt

] 1
2

, (6)
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which corresponds to the total energy of the signal. We formulate the devia-
tions from the normal operating range using the following two assumptions:

Assumption 2.7 There exists a constant w (> 0) such that the exogenous
input w(t) satisfies ‖w(t)‖2 ≤ w.

Assumption 2.8 There exists a constant z (> 0) such that the deviations
from the normal operating range do not occur if the evaluated output z(t)
satisfies ‖z(t)‖2 ≤ z.

In Assumption 2.8, there is a possibility that the deviations occur if ‖z(t)‖2 >
z. Taking the width of the normal operating range into consideration, we
should set z as an input of the proposed assessment framework (for example,
see Remark 2.10). Note that a smaller value of z gives a more conservative
assessment result because a possibility of the deviations caused by smaller
energy is taken into consideration.

Remark 2.9 In Assumption 2.8, even if ‖z(t)‖2 > z, the deviations do
not always occur. We regard such cases where there is a possibility that the
deviations occur overall as “dangerous” situations and obtain the upper bound
of their occurrence frequency. Thus, the proposed assessment framework gives
conservative evaluations.

Remark 2.10 Suppose that the normal operating range for each evaluated
output zi(t) out of z(t) = t[ z1(t) z2(t) · · · znz ] is [−αi, αi] (αi > 0). We can
conservatively set z in Assumption 2.8 as

z = min
i
αi ·

√
T0, (7)

where T0 (> 0) is a sufficiently short interval. This is the limiting value such
that even if all the energy of z(t) is concentrated to zi(t) (t ∈ (0, T0]), pulsed
fluctuations of its transient response do not cause deviations from its narrowest
normal operating range. Here in order to determine T0, we should consider the
worst transient response obtained beforehand, as shown in Figure 5. A smaller
value of T0 results in a smaller value of z, which gives a more conservative
assessment result.

Remark 2.11 The discussion in this paper is based on the switching L2

gain analysis on the entire time with the L2 norm (6) of a signal. Thus,
we formulate deviations from the normal operating range by using the L2

norms of w(t) and z(t) on t ∈ (−∞,∞). However, under Assumption 2.4,
no problems arise if we apply the discussion to each time interval including
a device failure that actually affects transient responses. Then, ‖w(t)‖2 and
‖z(t)‖2 in Assumptions 2.7 and 2.8 can be regarded as the L2 norms on such
a time interval.
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3 Safety assessment framework

3.1 Step 1: threshold for switching L2 gain

From w in Assumption 2.7 and z in Assumption 2.8, we define the threshold
for the switching L2 gain as

θ =
z

w
. (8)

The deviations related to the fluctuations of transient responses do not occur at
the system switchings of the L2 gain smaller than or equal to θ, regardless of the
internal state of the control system at the switching time and the subsequent
exogenous input. Conversely, there is a possibility that the deviations occur
at any system switchings of the L2 gain larger than θ.

3.2 Step 2: state transition

For the Markov analysis in Steps 3 and 4-2, it is necessary to include all state
transitions caused by device failures and their repairs. In fact, there is no
need for writing a state transition diagram. It suffices to obtain the set S, in
Step 2-2, of all intermediate device contexts and the set Θ, in Step 2-3, of all
possible switchings.

3.2.1 Step 2-1: normal control performance

Obtain the normal control performance index γ0 in (4).
In general, the switching L2 gain is greater than or equal to the control

performance indices in the pre- and post-transition states [9]. In addition, if a
device failure occurs in the normal operation, the control performance becomes
worse (i.e., the index becomes greater). Then, all transitions from Normal have
switching L2 gains greater than γ0. Thus, without loss of generality, we assume
that θ obtained in Step 1 satisfies

γ0 < θ. (9)

Then, θ is an meaningful threshold for the switching L2 gain. Moreover, the
condition (9) assures that the deviations from the normal operating range do
not occur if a device failure does not occur.

For convenience, let S0 denote Normal: (0, 0, . . . , 0).

3.2.2 Step 2-2: intermediate device contexts

The faulty-case control performance in the i-th stable device context
(δi1, δi2, . . . , δiN) can be formulated as follows.
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Obtain a new generalized plant G, as shown in Figure 3(a), from the orig-
inal one Gorg in Figure 2. Using

Δi = diag
{
δi1, δi2, . . . , δiN

}
, (10)

define a new generalized plant G′i as shown in Figure 3(b). Then, the control
system in the i-th stable device context (δi1, δi2, . . . , δiN) is explicitly described
by

F�(G
′
i,K) :

{
dx(t)

dt
= Aix(t) + Biw(t)

z(t) = Cix(t) + Diw(t)
(11)

Ai =

[
AG + BG2Δ̃iaDKΔ̃isCG2 BG2Δ̃iaCK

BKΔ̃isCG2 AK

]

Bi =

[
BG1 + BG2Δ̃iaDKΔ̃isDG21

BKΔ̃isDG21

]
Ci =

[
CG1 + DG12Δ̃iaDKΔ̃isCG2 DG12Δ̃iaCK

]
Di = DG11 + DG12Δ̃iaDKΔ̃isDG21,

where x(t) ∈ R
n is the same internal state of the control system as the one in

(5), and

Δ̃is = diag
{
1 − δi1, 1 − δi2, . . . , 1 − δiNs

}
Δ̃ia = diag

{
1 − δi (Ns+1), 1 − δi (Ns+2), . . . , 1 − δiN

}
.

(12)

The normal control system (5) is a special case of (11) where Δ0 = O.
The faulty-case control performance index in the i-th stable device context

(δi1, δi2, . . . , δiN) is obtained by

γi = ‖F�(G
′
i,K)‖∞. (13)

Note that the normal control performance index (4) is a special case of (13)
where Δ0 = O.

Now, we define an “intermediate device context” by a stable one with
γi ≤ θ, where θ corresponds to admissible control performance. We obtain the
set of all intermediate device contexts

S =
{
Si

∣∣ γi ≤ θ
}
. (14)

We rearrange the device context numbers such that S =
{
S1, S2, . . . , SNDC

}
,

where NDC denotes the number of intermediate device contexts. Let γi denote
the faulty-case control performance index in the intermediate device context
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Figure 3: Control system in stable device context.

Si. Without loss of generality, we assume that the set S does not include
“isolated” device contexts that the control system cannot reach through states
belonging to S only.

We group the remaining (2N −1−NDC) device contexts into one and define
the state SNDC+1 as an “unstable device context.”

Remark 3.1 The threshold θ was originally associated with the switching
L2 gain only. We can now also use it as the threshold of the admissible control
performance for the following reason. Suppose that S′ is a stable device context
with the control performance index γ′(> θ). Then, all transitions to S′ have
switching L2 gains greater than θ because in general, the switching L2 gain
is greater than or equal to the control performance indices in the pre- and
post-transition states†. Thus, the deviations occur against the worst w(t)
after the switching, regardless of the internal state of the control system at the
switching time. If we treat S′ as an intermediate device context, the frequency
of the deviations caused by system destabilization in Step 3 has a smaller
value. However, the frequency of the deviations caused by the fluctuations of
transient responses has accordingly a greater value in Step 4, and the total
frequency of the deviations obtained in Step 5 remains unchanged.

3.2.3 Step 2-3: possible switchings

We consider a “possible switching” by a state transition from Si1 ∈ Normal/S
to another Si2 ∈ S by a failure in Device k, which is described as (i1, i2; k).
From the set S, we can uniquely derive the set Θ of all possible switchings.

†Let (i1, i2; k) denote a state transition from Si1 to another Si2 by a failure in Device k.
Then, it holds that θ(i1,i2;k) ≥ max{γi1 , γi2}, where θ(i1,i2;k) is the switching L2 gain of
this switching defined in (19), and γi1 , γi2 are the faulty-case control performance indices in
Si1 , Si2 , respectively, obtained in (13).
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3.3 Step 3: frequency of deviations caused by destabi-
lization

In Step 3, using Markov analysis presented in [7], we obtain the frequency of
the deviations caused by system destabilization. By this frequency, we evaluate
the dependability function in the assessed control law to maintain stability and
admissible control performance even if the system is not operating normally.

The control system transits between (NDC +2) states, S0 (Normal), S1, . . . ,
SNDC

, SNDC+1, by single failures and repairs in the control devices. Define
p(t) = t[ p0(t) p1(t) · · · pNDC

(t) pNDC+1(t) ] ∈ R
NDC+2, where pi(t) denotes the

probability that the system is in Si at t. Then, from all the state transitions
collected in Step 2, we have the Markov differential equation

dp(t)

dt
= Qp(t), (15)

where Q ∈ R
(NDC+2)×(NDC+2) is the transition rates matrix. The initial condi-

tion is p(0) = t[ 1 0 · · · 0 0 ].
Obtaining Q0 ∈ R

(NDC+1)×(NDC+1) from Q by deleting its (NDC +2)-th row
and (NDC + 2)-th column, and solving the linear equation

Q0q = t[−1 0 · · · 0 ], (16)

we obtain the solution q = t[ q0 q1 · · · qNDC
] ∈ R

NDC+1. Because qi (i =
0, 1, . . . , NDC) is equal to

∫ ∞
0
pi(t)dt, which indicates the mean total dwell

time in Si, the mean time to absorption (MTTA) until the system transits to
the only absorbing state SNDC+1 is given by

MTTA =

NDC∑
i=0

qi. (17)

Under the reasonable assumption that the necessary time for corrective
maintenance after the deviations from the normal operating range is sufficiently
shorter than MTTA, the frequency ωd of the deviations caused by system
destabilization is obtained by

ωd =
1

MTTA
=

[
NDC∑
i=0

qi

]−1

. (18)

3.4 Step 4: frequency of deviations caused by fluctua-
tions of transient responses

In Step 4, we obtain the frequency of the deviations caused by fluctuations of
transient responses. By this frequency, we evaluate the safety capability in the
assessed control law to suppress the fluctuations of transient responses after a
failure in order to prevent the deviations as much as possible.
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3.4.1 Step 4-1: analyzed switchings

For each switching (i1, i2; k) ∈ Θ in Step 2-3, we obtain its switching L2 gain

θ(i1,i2;k) = sup
w(t)∈L2(−∞,∞)\{0}

‖z(t)‖2

‖w(t)‖2

(19)

by the method presented in [9]. Then, we can have the following set of all
“analyzed switchings”:

Θ′ =
{
(i1, i2; k) ∈ Θ

∣∣ θ(i1,i2;k) > θ
}
. (20)

Let Θ′ =
{
Θ1,Θ2, . . . ,ΘNSW

}
, where NSW denotes the number of the analyzed

switchings. Note that at the switching (i1, i2; k) ∈ Θ such that θ(i1,i2;k) ≤ θ, it
holds that ‖z(t)‖2 ≤ z for any w(t) satisfying ‖w(t)‖2 ≤ w and for any internal
state of the control system at the switching. That is, the deviations from
the normal operating range do not occur. Thus, there is no need to analyze
such a switching for obtaining the frequency of the deviations caused by the
fluctuations of transient responses. In other words, we should analyze only the
possible switchings satisfying θ(i1,i2;k) > θ, which can cause the deviations from
the normal operating range. Then, Θ′ is the set of all analyzed switchings.

3.4.2 Step 4-2: frequency of switching

For each switching Θj : (i1, i2; k) ∈ Θ′, its occurrence frequency is obtained by

ωj = λk · qi1
MTTA

, (21)

where qi1 is obtained in Step 3.

3.4.3 Step 4-3: internal state at switching

To account for the effect of the situation when a device failure occurs, we prob-
abilistically evaluate the direction of the internal state of the control system.

Without loss of generality, we assume that the switching Θj : (i1, i2; k) ∈ Θ′

occurs at t = 0. Note that the switching time does not have an influence on
the results of switching L2 gain on the entire time [9].

Step 4-3-1: undesirable directions of internal state We first consider
an “undesirable direction.” If the internal state is located in such a direction at
the failure time, deviations can occur depending on the subsequent exogenous
input. Then, we obtain the region Rj that indicates all undesirable directions
for the switching Θj : (i1, i2; k).
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Suppose that the control system before the switching in Si1 ∈ Normal/S is
described by {

dx(t)

dt
= Ai1x(t) + Bi1w(t)

z(t) = Ci1x(t) + Di1w(t)
(t ≤ 0), (22)

and the control system after the switching in Si2 ∈ S is described by{
dx(t)

dt
= Ai2x(t) + Bi2w(t)

z(t) = Ci2x(t) + Di2w(t)
(t > 0), (23)

as in (11), where x(t) ∈ R
n is the same internal state as in (5) in Normal. Then,

there exists the antistabilizing solution Xi1 > O to the Riccati equation

Xi1Ai1 + tAi1Xi1 + tCi1Ci1

+ (Xi1Bi1 + tCi1Di1)(θ
2
E − tDi1Di1)

−1 · t(Xi1Bi1 + tCi1Di1) = O, (24)

because γi1 ≤ θ in Steps 2-1 and 2-2. Also, there exists the stabilizing solution
Xi2 > O to the Riccati equation

Xi2Ai2 + tAi2Xi2 + tCi2Ci2

+ (Xi2Bi2 + tCi2Di2)(θ
2
E − tDi2Di2)

−1 · t(Xi2Bi2 + tCi2Di2) = O, (25)

because γi2 ≤ θ in Step 2-2. Let us define

Xj = Xi1 − Xi2 (26)

and let USSn denote the unit spherical surface in the state space x ∈ R
n as

follows:
USSn =

{
x ∈ R

n
∣∣ tx x = 1

}
. (27)

(We can represent the direction of the internal state by a point on USSn.)
Then, we have the region Rj on USSn by

Rj =
{
x ∈ USSn

∣∣ txXjx < 0
}
. (28)

If the internal state of the control system is located in the direction of x0 ∈ Rj

at t = 0, i.e., there exists c > 0 such that x(0) = c · x0; then, there is a
possibility that ‖z(t)‖2 > z [9]. Such a direction is an undesirable direction.
Thus, the region Rj on USSn indicates the set of all undesirable directions for
the switching Θj. Note that whether it actually holds that ‖z(t)‖2 > z, i.e.,
whether there is a possibility that the deviations from the normal operating
range occur, depends on the exogenous input after the switching w(t) (t > 0).
On the other hand, if the internal state is located in any direction other than
those indicated by Rj at t = 0, the deviations do not occur, regardless of
w(t) (t > 0).
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Remark 3.2 The deviations do not always occur even if the switching Θj

occurs when the internal state of the control system is located in one of the
directions indicated by the region Rj. Even if so, whether the deviations
actually occur depends on the exogenous input w(t) after the switching. Thus,
the proposed assessment framework gives a conservative evaluation that is
different from the sense in Remark 2.9.

Step 4-3-2: probability of undesirable directions We next obtain the
probability Pj that the internal state is located in one of the undesirable di-
rections at the failure time.

Let fi1(x), x ∈ USSn, denote the density function of the direction of the
internal state in the intermediate device context Si1 . The fi1(x) satisfies∫

USSn

fi1(x)dσ = 1, (29)

where dσ denotes an infinitesimal surface element on USSn with center x.
Then, the probability that the internal state is located in one of the directions
indicated by the region Rj at t = 0 is obtained by

Pj =

∫
Rj

fi1(x)dσ. (30)

Furthermore, the surface area of USSn is obtained by

Sn =
n · π n

2

Γ
(

n
2

+ 1
) , (31)

where Γ denotes the gamma function. For simplicity, we introduce the follow-
ing assumption:

Assumption 3.3

fi(x) =
1

Sn

, i = 0, 1, . . . , NDC. (32)

This implies that the distributions of the directions of the internal state in the
normal operation and in all the intermediate device contexts are the same and
probabilistically uniform.

Under Assumption 3.3, the probability that the internal state is located in
one of the directions indicated by the region Rj at t = 0 is given by

Pj =
1

Sn

∫
Rj

dσ, (33)

where
∫

Rj
dσ denotes the surface area of Rj on USSn.



Safety assessment of control laws using Markov analysis 4753

It is supposed that we obtain the surface areas
∫

Rj
fi1(x)dσ in (30) and∫

Rj
dσ in (33) by numerical calculation. We represent a point

x = t[x1 x2 · · · xn ] ∈ USSn in the polar coordinates as follows:

x1 = cosφ1

x2 = sinφ1 cosφ2

x3 = sinφ1 sinφ2 cosφ3
...

xn−1 = sinφ1 sinφ2 · · · cosφn−1

xn = sinφ1 sinφ2 · · · sinφn−1,

(34)

where φ� ∈ [0, π] (� = 1, 2, . . . , n − 2) and φn−1 ∈ [0, 2π]. Then, using
φ1, φ2, . . . , φn−1, we can rewrite the region Rj as

Rj =
{
x

∣∣ tx(φ1, φ2, . . . , φn−1)Xjx(φ1, φ2, . . . , φn−1) < 0
}
. (35)

Thus, we have∫
Rj

fi1(x)dσ =

∫
Rj

fi1

(
x(φ1, φ2, . . . , φn−1)

)
sinn−2 φ1 sinn−3 φ2 · · · sinφn−2

dφ1dφ2 · · · dφn−1. (36)

We can numerically calculate the right-hand side of (36) to obtain
∫

Rj
fi1(x)dσ.

Remark 3.4 The symmetric matrix Xj in (26) is not positive definite. If it
has only one negative eigenvalue, we can simply obtain the surface area

∫
Rj
dσ

by using the approximation presented in Appendix.

3.4.4 Step 4-4: frequency of deviations caused by fluctuations of
transient responses

Under a reasonable assumption similar to that in Step 3, the frequency ωf of
the deviations caused by the fluctuations of transient responses is obtained by

ωf =

NSW∑
j=1

ωjPj. (37)

3.5 Step 5: demand frequency

From ωd obtained in Step 3 and ωf obtained in Step 4, we obtain the demand
frequency

DF = ωd + ωf . (38)

By DF, we evaluate the safety function in the assessed control law against the
deviations from the normal operating range.
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3.6 Step 6: SIL assignment

The functional safety of an E/E/PE SRS in a low demand mode of operation is
evaluated by the average probability of failure to perform its design function on
demand PFDavg, as shown in Table 1. In general, the harmful event frequency
is obtained by HEF = DF×PFDavg, where DF is the demand frequency. Thus,
given a target harmful event frequency HEFtar, a target PFDavg is obtained by

PFDtar =
HEFtar

DF
. (39)

Then, the required SIL is obtained from PFDtar and Table 1.

4 Example

4.1 Safety assessment

Consider the following generalized plant:

Gorg :

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

dxG(t)

dt
=

[
0 1 1
1 1 2
3 1 1

]
xG(t) +

[
1 0 0
0 1 0
0 0 1

]
w(t) +

[
1 0
0 0
0 1

]
u(t)

z(t) =

[
2 2 1
1 0 1

]
xG(t) +

[
1 0
0 1

]
u(t)

y(t) =

[
1 0 0
0 1 0
0 0 1

]
xG(t).

(40)
The controlled object has the state-variable vector xG(t) ∈ R

3 measured by
Sensors 1, 2, and 3 (Devices 1, 2, and 3) and two inputs through Actuators 1
and 2 (Devices 4 and 5). Then, Ns = 3, Na = 2, and N = 5. The failure rates
and MTTRs are as follows:

λ1 = 2 × 10−5 [1/h], MTTR1 = 100 [h]
λ2 = 1 × 10−5 [1/h], MTTR2 = 100 [h]
λ3 = 5 × 10−5 [1/h], MTTR3 = 50 [h]
λ4 = 2 × 10−5 [1/h], MTTR4 = 100 [h]
λ5 = 5 × 10−5 [1/h], MTTR5 = 50 [h].

(41)

Suppose that ‖w(t)‖2 ≤ 1 (= w). In Remark 2.10, both the normal operating
ranges of z1(t) and z2(t) are [−25, 25]. The sufficiently short time interval
immediately after a failure is set as T0 = 0.04 in consideration of the worst
transient response shown in Figure 5. Then, it follows from (7) that z = 5.
Thus, it is assumed that the deviations from the normal operating range do
not occur if ‖z(t)‖2 ≤ 5.
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Table 2: Step 2.

Normal / stable device contexts γi

Normal S0: (0,0,0,0,0) 1.2134

S1: (1,0,0,0,0) 1.7199

S S2: (0,0,1,0,0) 3.0830

S3: (0,0,0,1,0) 4.0998

�∈ S (0,0,0,0,1) 5.2359 (> θ)

Consider the following state-feedback control:

u(t) = −
[

67.1781 82.0841 101.4053
102.4053 124.8346 158.8084

]
xG(t), (42)

which is designed by hinfsyn.m in Matlab. This is the assessed control law.
Step 1:

θ =
z

w
=

5

1
= 5. (43)

Step 2: Step 2-1: We have γ0 = 1.2134, which satisfies γ0 < θ.
Step 2-2: From Table 2, the set of all intermediate device contexts is ob-

tained by

S =
{
(1, 0, 0, 0, 0), (0, 0, 1, 0, 0), (0, 0, 0, 1, 0)

}
. (44)

Let S1, S2, and S3, in this order, denote the intermediate device contexts.
Note that the stable device context (0,0,0,0,1) does not belong to the set S
because the control performance index in the device context is greater than
the threshold θ. That is, (0,0,0,0,1) is not an intermediate device context
because the control performance is worse than the admissible one.

Step 2-3: From the set S, the set of all possible switchings is obtained by

Θ =
{
(0, 1; 1), (0, 2; 3), (0, 3; 4)

}
. (45)

Step 3:

ωd = 6.0237 × 10−5 [1/h]. (46)

Step 4: Step 4-1: We obtain the switching L2 gain of each possible switching
in (45) as shown in Table 3. Then, the set of the analyzed switchings is obtained
by

Θ′ =
{
(0, 1; 1), (0, 2; 3)

}
. (47)
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Table 3: Step 4.

Switching
(i1, i2; k) ∈ Θ

Step 4-1: θ(i1,i2;k) Step 4-2: ωj Step 4-3: Pj

Θ1: (0,1;1) 5.2322 1.9911 × 10−5 [1/h] 7.4548 × 10−4

Θ2: (0,2;3) 9.0972 4.9778 × 10−5 [1/h] 3.3863 × 10−2

(0,3;4) 4.0998 (≤ θ) —– (�∈ Θ′)

0 1 2 3 4 5 6
0

0.5

1

1.5

2

2.5

3

φ
2

φ 1

 

 

: Worst direction

[0 0 1] t

 R2

Figure 4: Region R2.

Let Θ1 and Θ2, in this order, denote the analyzed switchings. Note that the
fluctuations of transient responses at the switching (0,3;4) do not cause devi-
ations from the normal operating range because the L2 gain of this switching
is smaller than the threshold θ. Thus, the switching (0,3;4) does not belong
to the set Θ′, and we do not need to analyze it.

Steps 4-2 and 4-3: See Table 3.

Take the switching Θ2: (0,2;3) as an example.

Figure 4 shows the region R2 on the unit spherical surface in the space of
x = t[x1 x2 x3 ] in the polar coordinates x1 = cosφ1, x2 = sinφ1 cosφ2, x3 =
sinφ1 sinφ2 (φ1 ∈ [0, π], φ2 ∈ [0, 2π]). The region R2 indicates the set of all
undesirable directions for this switching. That is, there is a possibility that
the deviations from the normal operating range occur at the switching Θ2, i.e.,
an occurrence of a failure in Device 3 during the normal operation, only when
the internal state is located in one of the directions indicated by R2. Note that
“worst direction” shown by the red “×” in Figure 4 gives the switching L2
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Figure 5: Responses in z(t) at switching Θ2 in the worst direction.
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Figure 6: Responses in z(t) at switching Θ2 in direction of t[ 0 0 1 ].

gain θ2. It is located inside of R2 and is therefore an undesirable direction. On
the other hand, if this switching occurs when the internal state is located in
any direction other than those of R2, the deviations do not occur, regardless
of the exogenous input w(t) after the switching.

Figures 5 and 6 show responses in the evaluated output z(t) = t[ z1(t) z2(t) ]
at this switching. If this switching occurs when the internal state is located in
the “worst direction,” z(t) fluctuates powerfully in the worst case, i.e., against
the worst w(t) (t > 0) for that direction, to deviate from the normal operating
range, as shown in Figure 5. This is the maximum possible fluctuation at this
switching. On the other hand, consider a direction of t[ 0 0 1 ], which is not an
undesirable direction, as shown by the blue “×” in Figure 4. If this switching
occurs when the internal state is located in this direction, the fluctuations of
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z(t) are suppressed even against the worst w(t) (t > 0) for that direction, as
shown in Figure 6. The deviations from the normal operating range do not
occur even in the worst case.

Under Assumption 3.3, by numerical integration, we can calculate the prob-
ability Pj that the internal state is located in one of the directions inside the
region Rj at t = 0, as shown in Table 3. In this example, X1 and X2 have only
one negative eigenvalue. Thus, we can use the approximation presented in Ap-
pendix (see Remark 3.4) to obtain the approximate values P1 = 7.4746× 10−4

and P2 = 3.4003 × 10−2. This shows that the approximation has sufficient
accuracy for practical use.

Step 4-4:

ωf =
2∑

j=1

ωjPj = 1.7005 × 10−6 [1/h]. (48)

Step 5:
DF = ωd + ωf = 6.1937 × 10−5 [1/h]. (49)

Step 6: We set the target harmful event frequency by HEFtar = 10−3[1/yr],
i.e., once per thousand years. Then, we have

PFDtar =
10−3 [1/yr]

6.1937 × 10−5 [1/h]
= 1.8431 × 10−3, (50)

and can achieve the safety target HEFtar by only one E/E/PE SRS of SIL2 in
a low demand mode of operation (Table 1).

4.2 Control law without safety function

Consider the following state-feedback control for the generalized plant (40):

u(t) = −
[

3.1507 3.0023 1.7209
2.7209 1.5463 3.5817

]
xG(t), (51)

which is designed by h2syn.m in Matlab. It does not have a safety function
against the deviations from the normal operating range. That is, the control
system with this feedback is stable only in Normal, and there are no interme-
diate device contexts, i.e., S = ∅. Thus, the system falls into an unstable state
even if one device fails. Then,

DF = ωd =
5∑

k=1

λk = 1.5 × 10−4 [1/h]. (52)

Because we have

PFDtar =
10−3 [1/yr]

1.5 × 10−4 [1/h]
= 7.6104 × 10−4, (53)
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we need an E/E/PE SRS of SIL3 in a low demand mode of operation to achieve
the same safety target HEFtar as set in Section 4.1 (Table 1).

We can see that the assessed control law (42) supplements the ordinary
external safety measures by realizing the situation where an E/E/PE SRS of
SIL2 is sufficient for achieving the safety target.
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Appendix: Approximation of surface area

Because Xj in (26) is a symmetric matrix, it can be diagonalized as follows:

tUXjU = diag
{
c1, c2, . . . , cn

}
(= D), (54)

where c1, c2, . . . , cn (∈ R) are its eigenvalues and U is an orthogonal matrix
whose k-th column is the eigenvector corresponding to ck. Without loss of
generality, we assume c1 ≥ c2 ≥ · · · ≥ cn. Volumes and surface areas are pre-
served under the orthogonal transformation x = Uξ, where ξ = t[ ξ1 ξ2 · · · ξn ].
The unit spherical surface (27) in x ∈ R

n is transformed again to

USS′
n =

{
ξ ∈ R

n
∣∣ tξ ξ = 1

}
. (55)

Thus, we have ∫
Rj

dσ =

∫
R′

j

dσ′, (56)

where

R′
j =

{
ξ ∈ USS′

n

∣∣ tξ D ξ < 0
}

(57)

and dσ′ denotes an infinitesimal surface element on USS′
n with center ξ.

We now assume the following.
Assumption A.1

cn−1 > 0 > cn. (58)

This implies that Xj , which is not positive definite, has only one negative
eigenvalue.
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Under Assumption A.1, tξ D ξ < 0 in (57) is equivalent to

ξ2
1

a2
1

+
ξ2
2

a2
2

+ · · · + ξ2
n−1

a2
n−1

< ξ2
n, (59)

where ak =
√|cn|/ck (k = 1, 2, . . . , n− 1). Note that (59), which indicates an

elliptic cone, cuts the region R′
j from the unit spherical surface (55). Thus, R′

j

consists of two point-symmetric parts located in ξn > 0 and ξn < 0.
Now, in the (n − 1)-dimensional space with ξ1, . . . , ξn−1 as its coordinate

axes, let Bn−1(b) denote a sphere with its center at the origin and its radius
b (0 < b < 1). The volume of Bn−1(b) is given by

π
n−1

2

Γ
(

n+1
2

) bn−1. (60)

In the space ξ ∈ R
n, consider a region cut by a cylinder with Bn−1(b) as its

base from the unit spherical surface (55) in ξn > 0. Its surface area is given by∫
Bn−1(b)

dξ1dξ2 · · · dξn−1√
1 − ξ2

1 − ξ2
2 − · · · − ξ2

n−1

=
(n− 1) · π n−1

2

Γ
(

n+1
2

) ∫ arcsin b

0

sinn−2 ψ dψ.

(61)
For each direction of the coordinate axis ξk (k = 1, 2, . . . , n− 1), this is

η(b) =
1

b

[
(n− 1)

∫ arcsin b

0

sinn−2 ψ dψ

] 1
n−1

(62)

times the (n− 1)-dimensional volume of the base (60).
Let Ej denote an ellipsoid obtained by the projection of the region R′

j on
the (n − 1)-dimensional space with ξ1, . . . , ξn−1 as its coordinate axes, which
is described by

ξ2
1

b21
+
ξ2
2

b22
+ · · · + ξ2

n−1

b2n−1

< 1, (63)

where bk = ak

/√
1 + a2

k (0 < bk < 1; k = 1, 2, . . . , n − 1). The volume of Ej

is given by

π
n−1

2

Γ
(

n+1
2

) n−1∏
k=1

bk. (64)

The region R′
j in ξn > 0 is equivalent to that cut by an elliptic cylinder with

Ej as its base from the unit spherical surface (55) in ξn > 0. Then, we can
approximate its surface area by that of the base (64) multiplied by η(bk) for
each direction of the coordinate axis ξk (k = 1, 2, . . . , n− 1) as follows:∫

R′
j , ξn>0

dσ′ =

∫
Ej

dξ1dξ2 · · · dξn−1√
1 − ξ2

1 − ξ2
2 − · · · − ξ2

n−1

≈
{

π
n−1

2

Γ
(

n+1
2

) n−1∏
k=1

bk

}
×

n−1∏
k=1

η(bk).

(65)
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Then, using the approximation (65), we finally have the following approx-
imation of (56):

∫
Rj

dσ = 2

∫
R′

j , ξn>0

dσ′ ≈ 2(n− 1) · π n−1
2

Γ
(

n+1
2

) n−1∏
k=1

[∫ arcsin bk

0

sinn−2 ψ dψ

] 1
n−1

,

(66)
where we can have the explicit form of the indefinite integral

∫
sinm ϕdϕ from

the recurrence formula in m. Note that the approximation (66) gives a true
value if c1 = c2 = · · · = cn−1.
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