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Abstract

In this paper we give some algorithms for testing of normality the ir-
reducible polynomials and computing complexity of the normal polyno-
mials over finite fields. Finally we give a table of all normal polynomials
of degree 𝑛 less than 11 over 𝐹2, with the complexity of them.
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1 Introduction

For a prime power 𝑞 = 𝑝𝑠 and a positive integer 𝑛, let 𝐹𝑞 and 𝐹𝑞𝑛 be the
finite fields. A normal basis 𝑁 for 𝐹𝑞𝑛 over 𝐹𝑞 is a basis of the form 𝑁 =
{𝛼, 𝛼𝑞, 𝛼𝑞2 , ..., 𝛼𝑞𝑛−1} for some element 𝛼 ∈ 𝐹𝑞𝑛 . the element 𝛼 ∈ 𝑁 is called a
normal element of 𝐹𝑞𝑛 over 𝐹𝑞. A monic, irreducible polynomial 𝑓(𝑥) ∈ 𝐹𝑞[𝑥]
of degree 𝑛 is called a normal polynomial (N-polynomial) if it is the minimal
polynomial of some normal element. As the elements in a normal basis are
exactly the roots of some N-polynomial, there is a canonical one-to-one corre-
spondence between N-polynomials and normal basis.
one problem in general is: given an integer 𝑛 and the ground field 𝐹𝑞, construct
a normal basis of 𝐹𝑞𝑛 over 𝐹𝑞, or, equivalently, construct an N-polynomial in
𝐹𝑞[𝑥] of degree 𝑛.
Some results regarding computationally simple costructions of N-polynomials
over 𝐹𝑞 can be found in [1, 2, 3, 5, 6]. With the development of coding theory
and the appearance of several cryptosystems using finite fields, the imple-
mentation of finite field arithmetic, in either hardware or software, designs or
implementations,including single-ship exponentiators for the fields 𝐹2127 , 𝐹2155 ,
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𝐹2332 , and an encryption processor for 𝐹2593 for public key cryptography. These
products are based on multiplication schemes due to Massey and Omura [8]
and Mullin, Onyszchuk and Vanstone [9] by using normal basis to represent
finite fields and choosing appropriate algorithms for the arithmetic of course,
the advantages of using a normal basis representation has been known for many
years. The complexity of the hardware design of such multiplication schemes
is heavily dependent on the choice of the normal bases used.
In this paper we give an algorithm for testing normality of a given irreducible
polynomial and also an algorithm for computing the complexity of a normal
basis or equivalently a normal polynomial.

2 Preliminaries

We state now some results that will be helpful to derive our results. In the
following theorem we discuss, when an irreducible polynomial is an normal
polynomial.

Theorem 2.1 ([5],Theorem 4.6 ) Let 𝑓(𝑥) be an irreducible polynomial of
degree 𝑛 over 𝐹𝑞.Let 𝛼𝑖 = 𝛼𝑞𝑖, and 𝑡𝑖 = 𝑇𝑟𝑞𝑛∣𝑞(𝛼0𝛼𝑖), 0 ≤ 𝑖 ≤ 𝑛 − 1, where
𝛼 ∈ 𝐹𝑞𝑛 is a root of 𝑓(𝑥). Then 𝑓(𝑥) is a normal polynomial over 𝐹𝑞 if and
only if the polynomial 𝑁(𝑥) =

∑𝑛−1
𝑖=0 𝑡𝑖𝑥

𝑖 ∈ 𝐹𝑞[𝑥] is relatively prime to 𝑥𝑛 − 1.

Let us now look at how the addition and multiplication in 𝐹𝑞𝑛 can be done
in general. We view 𝐹𝑞𝑛 as a vector space of dimension 𝑛 over 𝐹𝑞. Let
𝛼1, 𝛼2, ...𝛼𝑛−1 ∈ 𝐹𝑞𝑛 be linearly independent over 𝐹𝑞. Then every element
𝐴 ∈ 𝐹𝑞𝑛 can be represented as 𝐴 =

∑𝑛−1
𝑖=0 𝑎𝑖𝛼𝑖, 𝑎𝑖 ∈ 𝐹𝑞. Thus 𝐹𝑞𝑛 can be

identified as 𝐹𝑞
𝑛, the set of all n-tuple over 𝐹𝑞𝑛 , and 𝐴 ∈ 𝐹𝑞𝑛 can written

as 𝐴 = (𝑎0, 𝑎1, ..., 𝑎𝑛−1). Let 𝐵 = (𝑏0, 𝑏1, ..., 𝑏𝑛−1) be another element in 𝐹𝑞𝑛 .
Then addition is component-wise and is easy to implement. Multiplication is
more complicated. Let 𝐴 ⋅ 𝐵 = 𝐶 = (𝑐0, 𝑐1, ..., 𝑐𝑛−1). We wish to express the
𝑐𝑖‘𝑠 as simply as possible in terms of the 𝑎𝑖‘𝑠 and 𝑏𝑖‘𝑠. Suppose

𝛼𝑖 ⋅ 𝛼𝑗 =
𝑛−1∑
𝑘=0

𝑡
(𝑘)
𝑖𝑗 𝛼𝑘 𝑡

(𝑘)
𝑖𝑗 ∈ 𝐹𝑞. (1)

Then it is easy to see that

𝑐𝑘 =
∑
𝑖,𝑗

𝑎𝑖𝑏𝑗𝑡
(𝑘)
𝑖𝑗 = 𝐴𝑇𝑘𝐵

𝑡, 0 ≤ 𝑘 ≤ 𝑛− 1,

where 𝑇𝑘 = (𝑡
(𝑘)
𝑖𝑗 ) is 𝑛 × 𝑛 matrix over 𝐹𝑞 and 𝐵𝑡 is the transpose of 𝐵. The

collection of matrices {𝑇𝑘} is called a multiplication table for 𝐹𝑞𝑛 over 𝐹𝑞.
Observe that the matrices {𝑇𝑘} are independent of 𝐴 and 𝐵. In the following
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we examine the massey omura scheme which exploits the symmetry of normal
bases.
Let 𝑁 = {𝛼0, 𝛼1, ..., 𝛼𝑛−1} be a normal basis of 𝐹𝑞𝑛 over 𝐹𝑞 where 𝛼𝑖 = 𝛼𝑞𝑖 .

Then 𝛼𝑞𝑘

𝑖 for any integer 𝑘, where indices of 𝛼 are reduced module 𝑛. Let
us first consider the operation of exponentiation by 𝑞. The element 𝐴𝑞 has
coordinate vector (𝑎𝑛−1, 𝑎0, 𝑎1, ..., 𝑎𝑛−2). That is, the coordinates of 𝐴𝑞 are
just a cyclic shift of the coordinates of 𝐴, and so the cost of computing 𝐴𝑞 is
negligible.
Let 𝑡

(𝑘)
𝑖𝑗 terms be defined by (1). Raising both side of equation (1) to the

𝑞−𝑙 − 𝑡ℎ power, one finds that

𝑡
(𝑙)
𝑖𝑗 = 𝑡

(0)
𝑖−𝑙,𝑗−𝑙, 0 ≤ 𝑖, 𝑗, 𝑙 ≤ 𝑛− 1.

consequently, if a circuit is built to compute 𝑐0 with input 𝐴 and 𝐵, then
the same circuit with input 𝐴 and 𝐵, then the same circuit with input 𝐴𝑞−𝑙

and 𝐵𝑞−𝑙
yields the product terms 𝑐𝑖 (𝐴

𝑞−𝑙
and 𝐵𝑞−𝑙

are simply cyclic shifts of
the vector representations of 𝐴 and 𝐵). Thus each terms of 𝐶 is successively
generated by shifting the 𝐴 and 𝐵 vectors, and thus 𝐶 is calculated in 𝑛 clock
cycles. The number of gates required in this circuit equals the number of
nonzero entries in the matrix 𝑇0. Let

𝛼 ⋅ 𝛼𝑖 =
𝑛−1∑
𝑗=0

𝑡𝑖𝑗𝛼𝑖 0 ≤ 𝑖 ≤ 𝑛− 1, 𝑡𝑖𝑗 ∈ 𝐹𝑞. (2)

Let the 𝑛× 𝑛 matrix (𝑡𝑖𝑗) be denote 𝑇 . It is easy to prove that

𝑡
(𝑘)
𝑖𝑗 = 𝑡𝑖−𝑗,𝑘−𝑗, 𝑓𝑜𝑟 𝑎𝑙𝑙 𝑖, 𝑗, 𝑘.

Therefore the number of non-zero entries in 𝑇0 is equal to the number of non-
zero entries in 𝑇 . Following Mullin, onyszchuk, Vanstone and Wilson [7], we
call the number of non-zero entries in 𝑇 the complexity of the normal basis 𝑁
(or the complexity of the normal polynomial 𝑓(𝑥) corresponding to 𝑁), denote
by 𝐶𝑁 . The following theorem give us a lower bound for 𝐶𝑁 .

Theorem 2.2 ([5],Theorem 5.1 ) For any normal basis 𝑁 of 𝐹𝑞𝑛 over 𝐹𝑞,
𝐶𝑁 ≥ 2𝑛− 1

A normal basis 𝑁 is called optimal if 𝐶𝑁 = 2𝑛 − 1. Clearly, to aid in imple-
mentation, one should select a normal basis with low complexity.

3 Algorithms

Obviously according to theorem 2.1, for normality testing an irreducible poly-
nomial 𝑓(𝑥) of degree 𝑛 over 𝐹𝑞, we should calculate 𝛼𝑞𝑖+𝑘+𝑞𝑘 , for 0 ≤ 𝑖, 𝑘 ≤
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𝑛 − 1, where 𝛼 ∈ 𝐹𝑞𝑛 is a root of 𝑓(𝑥). Also let 𝑓(𝑥) be a N-polynomial of
degree 𝑛 over 𝐹𝑞 and 𝛼 be a root of it in 𝐹𝑞𝑛 . So 𝑁 = {𝛼, 𝛼𝑞, 𝛼𝑞2 , ..., 𝛼𝑞𝑛−1}
is a normal basis for 𝐹𝑞𝑛 over 𝐹𝑞. Obviously for calculating complexity of the

normal basis 𝑁 , we should calculate 𝛼𝑞𝑖+𝑘, for 0 ≤ 𝑖, 𝑘 ≤ 𝑛− 1. But 𝑥𝑞𝑖+𝑘 and
𝑥𝑞𝑖+𝑘+𝑞𝑘 can be very high degree polynomials. So we can avoid huge polynomi-
als as follows: for each 𝑖 and 𝑘 from 0 up to and including 𝑛− 1 find 𝑥𝑞𝑖+𝑘 and
𝑥𝑞𝑖+𝑘+𝑞𝑘 module 𝑓(𝑥). Reducing module 𝑓(𝑥) just keeps the degree reasonable.

At first we give an algorithm for testing normality of an irreducible poly-
nomial by Theorem 2.1.

Algorithm 2.1:
Input:Given an irreducible polynomial 𝑓(𝑥) of degree 𝑛 over 𝐹𝑞

.Set 𝑛 = 𝑑𝑒𝑔(𝑓(𝑥))

.Set 𝑟1(𝑥) = 𝑥

.For 𝑖 = 2 : 𝑛
-Set 𝑟𝑖(𝑥) = (𝑟𝑖−1(𝑥))

𝑞 (𝑚𝑜𝑑𝑓(𝑥))
.End for
.For 𝑗 = 1 : 𝑛
-Set 𝑘𝑗(𝑥) = 𝑥 ⋅ 𝑟𝑗(𝑥) (𝑚𝑜𝑑𝑓(𝑥))
-Set 𝑡𝑡(𝑥) = 𝑘𝑗(𝑥) (𝑚𝑜𝑑𝑓(𝑥))
-For 𝑢 = 1 : 𝑛− 1
-Set 𝑘𝑗(𝑥) = (𝑘𝑗(𝑥))

𝑞 (𝑚𝑜𝑑𝑓(𝑥))
-Set 𝑡𝑡(𝑥) = 𝑡𝑡(𝑥) + 𝑘𝑗(𝑥) (𝑚𝑜𝑑𝑓(𝑥))
-End for
-Set 𝑡𝑗 = 𝑡𝑡(𝑥)
.End for
.If 𝐺𝑐𝑑(

∑𝑛−1
𝑗=0 𝑡𝑗𝑥

𝑗, 𝑥𝑛 − 1) = 1
-return ’𝑓(𝑥) is a normal polynomial’
-Else if
-return ’𝑓(𝑥) is not a normal polynomial’
.End if.
In the following we give an algorithm for computing complexity 𝐶𝑁 of a nor-
mal polynomial 𝑓(𝑥).

Algorithm 2.2
Input:Given a N-polynomial 𝑓(𝑥) of degree 𝑛 over 𝐹𝑞

Out put: The Complexity 𝐶𝑁 of the normal polynomial 𝑓(𝑥)
.Set 𝐶𝑁 = 0
.Set 𝑅1(𝑥) = 𝑥
.Set 𝐾1(𝑥) = 𝑥 ⋅𝑅1(𝑥) (𝑚𝑜𝑑𝑓(𝑥))
.For 𝑖 = 2 : 𝑛
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-Set 𝑅𝑖(𝑥) = (𝑅𝑖−1(𝑥))
𝑞 (𝑚𝑜𝑑𝑓(𝑥))

-Set 𝐾𝑖(𝑥) = 𝑥 ⋅𝑅𝑖(𝑥) (𝑚𝑜𝑑𝑓(𝑥))
.End for
.For 𝑗 = 1 : 𝑛
-Find solution 𝑇𝑗 = (𝑡𝑗1, 𝑡𝑗2, ..., 𝑡𝑗𝑛) of the linear equation system 𝐾𝑗(𝑥) =∑𝑛

𝑖=1 𝑡𝑗𝑖𝑅𝑖(𝑥)
-For 𝑖 = 1 : 𝑛
-If 𝑡𝑗𝑖 ∕= 0
-Set 𝐶𝑁 = 𝐶𝑁 + 1
-End if
-End for
.End for
.Return 𝐶𝑁 .
In figure 1 we give a table of all normal polynomials of degree 𝑛 less than
11 over 𝐹2 with complexity of them, by using the computer searching with
algorithms 2.1 and 2.2.
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n=2 c N
1100000001 41 11011010011 37 110010011011 65 111001000111 59

111 3 1100010011 41 11011011111 45 110010011101 61 111001001011 55

n=3 c N
1100010101 41 11011110111 45 110010110011 57 111001010101 55

1101 5 1100011111 37 11011111101 41 110010111111 53 111001011111 67

n=4 c N
1100110001 41 11100010001 43 110011000111 49 111001110001 59

11001 9 1100111011 37 11100010111 43 110011001101 69 111001111011 63

11111 7 1101001001 29 11100100001 43 110011010011 61 111001111101 59

n=5 c N
1101001111 29 11100101011 27 110011010101 49 111010000001 59

110111 9 1101011011 29 11100110101 51 110011100011 53 111010010011 55

111011 11 1101101011 45 11100111001 51 110011101001 49 111010011111 71

111101 15 1101101101 29 11101000111 51 110011110111 61 111010100011 67

n=6 c N
1101110011 17 11101001101 39 110100000011 65 111010111011 63

1100001 17 1110000101 39 11101010101 43 110100001111 57 111011001001 43

1100111 17 1110001111 39 11101011001 39 110100011101 21 111011001111 59

1110011 11 1110111001 43 11101111011 43 110100100111 45 111011011101 55

1110101 15 1111000111 39 11101111101 51 110100101101 53 111011110011 55

n=7 c N
1111001011 31 11110000001 47 110101000001 65 111011111001 47

11000001 21 1111010101 39 11110000111 27 110101000111 53 111100001011 63

11001011 21 1111011001 31 11110001101 51 110101010101 57 111100011001 67

11010011 21 1111100011 35 11110010011 43 110101011001 49 111100110001 47

11010101 25 1111111011 35 11110101001 51 110101100011 61 111100110111 51

11100101 19 n=10 c N
11110110001 43 110101101111 65 111101011101 43

11101111 27 11000010011 37 11111000101 51 110101110001 61 111101101011 43

11110111 27 11000010101 41 11111011011 51 110110010011 53 111101101101 63

n=8 c N
11000100011 53 11111101011 51 110110011111 53 111101110101 63

110000111 29 11000100101 53 11111110011 51 110110101001 53 111101111001 55

110001011 29 11000110001 49 11111111001 47 110110111011 45 111110000011 55

110001101 29 11000110111 41 11111111111 19 110110111101 57 111110010001 47

110011111 29 11001000011 41 n=11 c N
110111001001 49 111110010111 59

110100011 33 11001001111 41 110000001011 49 110111010111 61 111110011011 55

110101001 21 11001010001 45 110000001101 61 110111011011 61 111110100111 59

110110001 33 11001011011 53 110000011001 65 110111100001 57 111110101101 59

110111101 25 11001111001 61 110000011111 49 110111100111 49 111110110101 51

111000011 27 11001111111 49 110000110001 49 110111110101 61 111111001101 55

111001111 27 11010000101 45 110001010111 53 110111111111 61 111111010011 59

111010111 27 11010001001 57 110001100001 65 111000000101 51 111111100101 59

111011101 31 11010100111 33 110001101011 49 111000011101 63 111111101001 71

111100111 35 11010101101 57 110001110011 53 111000100001 55 111111111011 51

111110011 31 11010110101 41 110001110101 41 111000100111 63

111110101 31 11010111111 41 110010000101 53 111000101011 51

111111001 27 11011000001 45 110010001001 57 111000110011 55

n=9 c N
11011001101 45 110010010111 49 111000111001 55

Normal polynomials for the modulus 2

Figure 1: Table of all Normal Polynomials of degree 𝑛 less than 11 over 𝐹2

with Complexity of them


