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Abstract 

             
The past years have seen many attempts to construct identity based signature schemes 
on a single hard problem, like factoring or discrete logarithms. But in the near future, 
those systems will no longer be secure if the solution of factoring or discrete 
logarithms problems is discovered. In this paper, we propose a new identification 
based signature scheme on factoring (FAC) problem and discrete logarithms (DL) 
problems. Having concatenated FAC and DL hard problems, the presented scheme 
has solid structure and will hopelessly leave the eavesdropper baffled. The 
performance analysis has been given to describe the proposed scheme in terms of 
security level. In addition, the scheme protects the signer from chosen-message attack 
and also identifies a forged signature. At the moment, no malicious attacks are 
capable of ‘‘breaking” this scheme in a reasonable amount of time obviously. We 
also show that the performance of the scheme requires only minimal operation both 
in signing and verifying logarithms and is resistant to attack. 
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1  Introduction  
 
A signature scheme is a method for signing a message stored in electronic form. As 
such, a signed message can be transmitted over a computer network. In 1984, Shamir 
[19] introduced the concept of ID-based cryptosystems, in which the private key of 
an entity was generated from his identity information and a master key of a trusted 
third party called a private key generator.  The first ID-based signature (IBS) scheme 
was proposed by Shamir [3]. Later, many ID-based signature schemes were 
presented in [4, 7, 10, 11].  Most identification schemes are based on zeroknowledge  
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interactive proofs [12], such as those in [1,2,5,6]. A secure digital signature scheme 
can be constructed using an interactive identification scheme and a hash function. 
When the identification scheme is converted to a signature scheme, the verifier's role 
is replaced by the hash function. A digital signature scheme resulting from the above 
paradigm has equal complexity as the starting identification scheme. Popescu 
proposed an identification scheme [5] based on the elliptic curve discrete logarithm 
problem. Given the superior security and efficiency, the work applies the 
identification scheme proposed by Popescu [5] to develop a digital signature scheme. 
Such a signature scheme, involving the hash function, achieves to resist the security 
from the chosen-message attack and to prevent the signature from forgery.  However, 
all developed identification based signature schemes in the literature are based on 
single hard problems, like factoring, discrete logarithm, or elliptic curve discrete 
logarithm problem such as [4, 7, 10, 11, 14].  In the future, if one finds a solution of 
one of these problems, the related identification based signature schemes will be no 
longer secure. Thus, in this study we proposed a secure identification based signature 
scheme on discrete logarithms and factoring problem.  
In the following, section 2 presented the proposed ID-based digital signature scheme. 
Section 3 analyzes the resultant security and efficiency from the new scheme and 
finally, Section 4 gives our conclusions. 
 
 
2    Proposed solution to digital signature scheme 
 
  Using a one-way hash function, the identification scheme developed by Popescu 
[5], based on zero-knowledge, can be transformed into a digital multi-signature 
scheme. A one-way hash function is designed herein with two characteristics: the 
output is of a fixed length, unlike the input, which is of variable length; also the 
length of the signed message can be reduced by applying the hash function, so that 
the chosen-message attack, as defined by E1Gamal [13] and Harn [8], can be 
resisted. The proposed scheme involves the one-to-one interactions to execute the 
system initialization phase, the key generation phase, the signature generation phase 
and the signature verification phase, as follows 
 
 2.1   System initialization phase 
 
The system initialization phase proceeds with the following commonly required 
parameters over the defined multiplicative groups.  
 

•  .  cryptographic hash function whose output is a t-bit length. If a security      
parameter  has   a large value, the speed becomes slow. For the identification 
scheme,   = 20 is enough for the most applications, 45  for national 
security applications. For the digital signature,  72   is enough [6]. 

•     is a large prime and    is a factor of    1 that is the product of two safe 
prime   and    i.e,    

•  1 1    is a phi-Euler function. 
• Generate integer  of the multiplicative group    with order    in the    group  

  
•   gcd ,    is the greatest common divisor of   and  . 
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2.2   Key generation phase 
 
    Signer    generates the individual public keys, as follows 
 

1)  Picks randomly    and calculates secret key    (mod  )    
. 

2)  Randomly select two integers    from the interval    1, 1   as the   secret   
keys. 

3)  Compute the corresponding public key     to  , as follows 
                                            mod     
 
     Thus the public and secret keys of the system are respectively given by ,  and  

,   
 
2.3    Signature generation phase 
 
     Signer     generates the signature for the message m, as follows. 

1) Randomly select number     and computes 
  (mod ) 

  mod  
  

2) Convert the message m and the value    into one integer    using has- 
function operation. 

                                                         , 0, … , 2 1} 
 

3) Generate the signature     as follows. 
                                                                 (mod ) 
         Send  ,   to the verifier. 
 
2.4   Signature verification phase 
 
    The verifier confirms the validity of the signature for m, as follows: 
 

1)  Determine   following     
                                                (mod  ) 

2)  Determine   following     
                                                     ,                                                            (1)                                        
                                                         
 If the resulting     meets with the received one, then validate the signature;        
otherwise, reject it. 
 
Theorem 1: Followings the applied protocol, the  and   is mutually convertible 
using the signature   , then the digital signature can be validated. 
 
Proof: The equation (1) in Signature verification phase is true for valid signatures 
since 
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                                                                (mod )   
                                                                
                                                                                                   
 
From the above derivation, it can be proven that   , , . 
 
 
3   Security and  Performance Analyses  

 
In this section, we discuss some security properties of our ID-based signature 
scheme; also we show the performances analysis of our scheme. 
 

3.1     Security considerations 
 

     Now we shall show some possible attacks by which an adversary (Adv) may try 
to take down the new developed identification scheme. The difficulties associated 
with the attacks are based on the solution of the DL and FAC problems. For every 
attack, we define the attack and give reason why this attack would be failed. 
  
3.1.1   Attack 1 
 
   Adv wishes to obtain secret keys  ,   using all information that available from 
the system. In this case, Adv needs to solve  mod   and   (mod 

) which are clearly infeasible because the difficulty of solving DL and FAC. 
 
3.1.2    Attack 2 
 
The case when an adversary (Adv) intends to forge an individual signature  ,  for 
message  . To forge a valid individual signature for a message  , an  attacker 
randomly selects a point   to determine   following  , . In addition to   

    and  , the Adv  derive signature   by the public data  ,  and    following   
    (mod  ). Such solutions of unknown numbers  here also depend on 

the DLP and  FAC , and it is infeasible in reasonable computational security. Assume 
now DL is breakable. Then the Adv knows    but still does not now  because he 
learns nothing about   . Now assume that FAC is breakable. The he knows    but 
does not know    (DL). 
  
3.1.3 Attack 3 

 
 It is assumed that Adv is able to solve DLP. In this case, Adv knows   and can 
generate or calculate the number   but in signing generating. Unfortunately, he does 
not know   hence cannot compute the number    because the difficulty of breaking 
FAC. Thus fails to produce the signature  ,   . 
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3.1.4 Attack 4 

 
It is assumed that Adv is able to solve FAC. Thus, he knows the prime factorization 
of  . In this case, Adv knows  . However, he  cannot  compute  since  no 
information is available for   . Thus fails to produce the signature  ,   . 
 
3.2 Performances 

 
The performance of our scheme is described in terms of number of keys, 
computational complexity and communication costs. We use the following notations 
to analyze the performance of our scheme. 
  

•    Time complexity for executing the modular multiplication 
•     Time complexity for executing the modular exponentiation 
•      Time complexity for executing the modular inverse computation 
•       Time complexity for performing hash function 

 
We ignore the negligible time performing for modular addition. The performance of 
our proposed signature scheme is summarized as follows: The number of secret keys 
(SK) and public keys (PK) of the scheme are respectively given by SK = 2 and PK = 
2. The  computational complexity for the key generation, signing generation and 
verification is given by the following Table 1 and the last column converts various 
operation units to      where   240    given by Koblitz, Menezes and 
Vanstone [ 9 ]    
 
 
Table 1 
Time complexity in unit of    for our scheme 
 
Items Time complexity Complexity in      
Key generation  240  
Signature generation 4  961  
Signature verification 4  961  
 
 
The communication costs or size of parameters of the scheme (both signature 
generation and verification)  is  | | 3| | where | |  denotes the bit-length of  . 
Nyang and song [6]  proposed an efficient digital signature scheme, which also result 
from the identification scheme. In the scheme, the authors proved that signature 
scheme proposed by the superior in performance to other RSA-like scheme and other 
well known signature sckeme Schnorr’s. In Nyang and song [6] scheme needs 
481   in both signature message and in its verifying signature. Note that the 
efficiency of ours scheme no less frequently on the efficiency of scheme by Nyang 
and song. The little increase in the time complexity in our scheme compared with 
scheme by Nyang and song is contributed by use of two hard problems but yet the 
scheme provides longer security than schemes based on a single problem.  
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4    Conclusion 
 
In this study, we have proposed a new ID-based signature scheme based on two hard 
problems; factoring and discrete logarithms. The scheme offers a longer/higher level 
of security than that scheme based on a single hard problem. Furthermore, the 
proposed scheme requires only   961    and   961  
respectively for both  signature generation and verification. We considered some 
possible attacks and demonstrated that the proposed scheme would be secure against  
those attacks. 
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