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Abstract 
 

In fact, most of the developed blind signatures are based on a single difficult prob-
lem. If one finds a solution to this problem then the blind schemes are breakable. 
The probability of such event is sufficiently small and the value of the probability 
P should be taken into account while estimating the protocol security, additionally 
to the difficulty W of the best known attack on the protocol. The ratio W/P can be 
defined as integrated security parameter. Therefore reducing the value P leads to 
increasing the integrated security parameter. In this paper, we propose the blind 
signature protocol breaking of which requires simultaneous solving two inde-
pendent difficult problems, factorization and discrete logarithm. Since these two 
problems are independent, the value P is significantly reduced, i.e. the proposed 
protocol has higher integrated security than the known blind signature protocols. 
 
Keywords: Cryptographic protocol; Digital signature; Blind signature; Factoriza-
tion problem; Discrete logarithm problem. 
 
 
1 Introduction  
 
One of the important objectives of the information security systems is providing 
authentication of the electronic documents and messages. Usually this problem is 
solved with digital signatures (DS) [1]. In some special cases, for example in the 
voting systems and in the electronic cash technologies, there is required to provide 
the anonymity of the users presenting electronic messages for signing. To solve  
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this problem the blind signature schemes are used [3, 5-11]. The properties of the 
blind signatures are [3]: i) the signer can not to read the document during process 
of signature generation; ii) the signer cannot correlate the signed document with 
the act of signing. 
The problem of providing the second property is known as anonymity (or un-
traceability) problem. To solve this problem there are used specially designed DS 
algorithms. There were many proposals for blind signature schemes published 
based on a single difficult problem such as factoring (FAC), discrete logarithm 
(DL) or elliptic curve discrete logarithm (ECDL) problems [3, 5-11]. Although 
these problems still proved to be secure today, but almost in the future will appear 
efficient algorithms to solve these problems. To increase the resistance of blind 
signature protocol is interest to the development of blind signature proto-
cols, which requires the simultaneous breaking of two independent difficult prob-
lems [9, 10].  
In this paper, we propose a new blind signature protocol based on mechanism 
that previously has been used to design ordinary digital signature schemes (DSSes) 
in [4]. The rest of this work is organized as follows. In section 2, we shall de-
scribe the signature scheme based on the difficulty of factorization and discrete 
logarithms. In section 3, we shall design a new signature scheme as a basic struc-
ture of our developing blind signature scheme, which requires the simultane-
ous breaking of the factorization and discrete logarithms. In section 4, our new 
blind signature protocol based on the factorization and discrete logarithms shall be 
presented. In the last section, the conclusion of our research work will be pre-
sented. 
 
2 Signature Schemes based on Factoring and Discrete Logarithms 
 
Previously, DSS was proposed based on the difficulty in solving the factorization 
and discrete logarithm problems. For example, the scheme in [4] uses a 
prime modulo p with a special structure p = 2n + 1, where n = q′q, q′ and q are 
large prime numbers with at least 512 bits. H is a hash value computed from 
the signed document M. F is a one-way function, for which can be 
used to calculate the value of H = FH(M). α is a primitive element in *

pZ  with 
order q satisfying αq ≡ 1 mod p. The value of λ is a bit length of q, where q is 
a prime divisor value of n.  
In the Schnorr signature in [2], we can use a prime module with the structure of p 
= 2n + 1. This leads to the DSS with public key in the form of four values (p, α, λ, 
y), where the first three parameters are defined as in the scheme [4] and y 
is calculated by the formula y = αx mod p, where x is one element of the secret 
key. 
 
Signature generation procedure: 

1) Compute R = αk mod p, where k is a secret random number, 1 1.k q< ≤ −   
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2) Compute E = FH(M||R).  
3) Compute S = k − xE mod q, such that R = αSy E mod p.  
The signature is the pair (R, S). 

Signature verification procedure: 
1) If |S| ≤ λ, then calculating the value of R* = αSy E mod p. Otherwise, the 

signature is rejected as invalid. 
2) Compute E* = FH(M||R*).  
3) Compare the values E* and E. If E* = E, then signature is valid. 

An important part of the verification procedure is to verify the authenticity of a 
digital signature with the condition |S| ≤ λ, because signature (r, S′) with second 
element of which has the size |S′| ≈ 1023 bits (if |p| ≈ 1024 bits) can be easi-
ly generated without knowing of the secret parameter q. Such signature (r, S′) will 
satisfy the verification equation. However the signatures (r, S′) do not satisfy the 
condition |S′| ≤ λ. Computing the forged signature (r, S′) satisfying both the veri-
fication equation and the condition |S′| ≤ λ without knowing the private key q is 
not easier than factoring the number n = (p − 1)/2 [4].  
Breaking of this signature scheme can be done by simultaneously solving 
the discrete logarithm problem, which allows to find the secret key x and 
the factorization problem, which allows to find the value of q, required to com-
pute the value of signature S, whose size will not exceed the value of λ = |q|. 
However, the simultaneously solving of these two independent difficult prob-
lems is not necessary to break this scheme. Indeed, the secret parameters of the 
scheme can be calculated by solving only the discrete logarithm problem. 
 
This can be done as follow:  
We choose an arbitrary number t, the bit length does not exceed the value λ − 1. 
Then calculate the value of Z = αt mod p. After that we find the logarithm of Z 
on the basis of α, using the index calculus algorithm [1]. This gives a value 
of T, calculated modulo n = (p − 1)/2. With a probability close to 1, the size of this 
value is equal to .T n t≈ >  Because α is number with order q over *

pZ then we 
have mod ,T t q=  so q evenly divides the difference between .T t− This means 
that by following the factorization of ,T t−  we can find the secret parameter q. 
The probability that a factorization of T t− will have a relatively low complexi-
ty is quite high. This means that following the above procedure several times, we 
will find the value of ,T t−  which can be easily factored. Thus, for breaking of the 
DSS in this section, we only need to solve discrete logarithm problem.  
In order to design the DSS breaking of which requires simultaneous solving both 
the factorization problem and the discrete logarithm problem the last signa-
ture scheme should be modified. For example, one can use the value α having 
order equal to n and introduce a new mechanism for calculating the value S, 
which will require knowledge of the factors of n while computing S. 
 
 



6906             N. H. Minh, D. V. Binh, N. T. Giang and N. A. Moldovyan 
 
 
 
3 Individual Signature Scheme based on Difficulty of Solving 
Simultaneously Two Difficult Problems 
 
To design the new blind signature scheme, we first propose a new signature 
scheme as a basic structure of our developing blind signature scheme. Breaking 
the modified signature scheme described below requires simultaneous solving two 
different difficult problems, computing discrete logarithm in the ground 
field GF(p) and factoring n. The following modifications have been introduced in 
the signature scheme: i) as parameter α it is used a value having order equal to n 
modulo p; ii) it is used one additional element e of the public key; iii) it is used 
one additional element d of the private key; iv) instead of the value S in 
the signature verification equation it is introduced the value Se. The values e and d 
are generated like in the RSA cryptosystem [12]. As the value e it is selected a 
small number (having size from 16 to 32 bits) that is relatively prime to ϕ(n) = (q 
− 1)(q′ − 1). The value d is computed as follows d = e−1 mod ϕ(n).  
Now we describe the process of the basic structure before it gets transformed to 
the new blind signature scheme. 
 
Key generation: 
 

1) Choose randomly an integer ne Z∈ such that gcd (e, n) = 1. 
2) Calculate a secret d such that ed  ≡ 1 mod φ(n). 
3) Choose randomly a secret key x with * .px Z∈  
4) Compute mod .xy p= α  

The public key is (e, α, y). The secret key is (x, d). 
 
Signature generation procedure: 
 

1) Compute R = αk mod p, where k is a secret random number, 1 1.k n< ≤ −  
2) Compute E = FH(M||R).  
3) Calculate the value S, such that Se = k − xE mod n, i.e. 

S = (k − xE)d mod n such that R = αSey E mod p.  
The signature is the pair (E, S). 
 
Signature verification procedure: 
 

1) Compute R* = αSey E mod p.  
2) Compute E* = FH(M||R*).  
3) Compare the values E* and E. If E* = E, then signature is valid. Other-

wise, the signature is rejected as invalid. 
Solving the discrete logarithm problem in GF(p) is not sufficient for breaking the 
modified scheme. Now to break the signature scheme it is required to know the  
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factorization of n. The solution of the discrete logarithm problem leads to the 
computation of the secret key x and to the possibility to calculate the value S* = (k 
− xE) mod n. However, to calculate the signature S is required to extract the eth 
root modulo n from the value S*. This requires factoring the modulus n. 
 
 
4 Blind Signature Protocol based on Difficulty of Simultaneous 
Solving Two Difficult Problems 
 
The proposed DSS using two difficult problems can be used as a basic algo-
rithm for constructing blind signature protocol: 
 
Generation of Blind signature protocol: 
 
There are six rounds in the blind signature protocol. The signer signs an unknown 
message M blindly.    

1) Signer B Round 1: Selects a random value 1 1k n< ≤ −  and computes 
R = αk mod p. Then he sends R to the user A. 

2) User A Round 2: Generates two random values ε and τ (the size of ε and τ 
are λ − 16 bits) and computes R′ = Rαεyτ mod p. Then user A computes 
E′ = FH(M||R′) (FH is hash function, this protocol is supposed to 
use 512-bit hash function, such as SHA-512 [9]) and E = E′ − τ. Then he 
sends E to the signer B.  

3) Signer B Round 3: Computes the value D = k − xE mod n, such 
that R = αDyE mod p. The value of D is sent to the user.  

4) User A Round 4: Generates a random value μ < n (masking factor), com-
putes the value D′ = μe(D + ε) mod n and sends D′  to the signer B. 

5) Signer B Round 5: Computes the value 
D″ = D′d = μed(D + ε)d = μ(D + ε)d mod n and sent to the user.    

6) User A Round 6: Computes the values (E′, S′), here E′ = E + τ and 
S′ = D″/μ mod n. 

The signature is the pair (E′, S′). 
 
Verification of Blind signature protocol: 
 
The verification procedure described in the blind signature protocol is the same as 
in the previous DSS, i.e., using the verification equation is * mod .

eS ER y p′ ′′ = α  
 

4.1 Correctness  
 
Theorem 1: The signature (E′, S′) is a valid blind signature protocol correspond-
ing to the message M. 
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Proof: In accordance with the rounds 4, 5 and 6 we have 

( ) mod .
ee de

e
e e e

DD DS D n
μ + ε′′ ′

′ ≡ ≡ ≡ ≡ + ε
μ μ μ

 

Using the condition S′e ≡ D + ε mod n, correctness of the protocol is proved as 
follows: 

*

*(mod ) .

eS E D E D ER y y y y

R y p E E

′ ′ +ε +τ ε τ

ε τ

′ ≡ α ≡ α ≡ α α

′ ′≡ α ⇒ =
 

 

4.2 Unlinkability 
 
Theorem 2: The protocol provides unlinkability property in the case when the 
message M and signature (E′, S′) will be presented to the signer.  
Proof: With equal probability of each of the users, who participated in the blind 
signature protocol, they could provide a signature on a document M.  
This can lead to the following statement: from the fact that any triple (R, D, 
E) from the set of such triples formed by the signer may be associated with the 
signature (E′, S′) of this document M. 
Indeed, since R = αDy E mod p (see round 3 of the protocol) 
and R′ = αS′ey E′ mod p, then the relation 

(mod ) ,
eS D E ER y y p

R
′ ′− − ε τ′

≡ α ≡ α  

so when choosing random equiprobable values τ and ε, the signature (E′, S′) with 
equal probability could be generated with any user in the process of blind signing.  
 

4.3 Randomization  
 
Theorem 3: The protocol provides randomization property.   
Proof: In the proposed protocol, attackers are infeasible to sign a valid signature 
(E′, S′) on behalf of the original signer. The signer selects a random value 
1 1k n< ≤ −  and computes R = αk mod p and sends R to the user A. To get a ran-
dom value k from R is computationally infeasible (it is difficult to determine k 
because that the derivation is solving the discrete logarithm problem). Therefore, 
in the proposed protocol, attackers cannot remove the random k from the corre-
sponding signature (E′, S′) of message M. 
 

4.4 Unforgeability  
 
It means that only the signer can generate the valid signature. 
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The intruder may attack the proposed protocol by following way. Intruder tries to 
derive the signature (E′, S′) for a given message M by letting one integer fixed and 
finding the other one. For example, intruder selects E′ and tries to figure out the 
value of S′ satisfying mod

eS ER y p′ ′′ = α  and vise-versa. To do this, intruder first 
chooses at random an integer R′. He then computes log mode ES R y p′−

α′ ′= and 
only if two difficult problems are breakable. 
 

4.5 Performance 
 
Next, we investigate the performance of our scheme in the number of modular 
multiplication, number of hashing operation, number of random number genera-
tion, number of inverse computations and number of modular exponentiation.  
Note that the time for computing modular addition and subtraction are ignored, 
since it is much smaller than time for computing modular exponentiation, modular 
multiplication and modular inverse. 
The comparisons of computation costs performed by the user, signer and verifier 
between the proposed blind signature protocol and the scheme of [10] are summa-
rized in Table I and Table II. 
 
 

TABLE I.  THE COMPUTATION COSTS OF THE PROPOSED BLIND SIGNATURE SCHEME AND THE 
SCHEME OF [10] 

Type of Operations  Performed by 
the user 

Performed by the 
signer 

 Our 
scheme 

 [10]  Our 
scheme 

    [10] 

Numbers of Exponentiations 
Numbers of Inverses 
Numbers of Hashings 
Numbers of Multiplications 
Random number generation 

 3
  1 
  1 
  4 
  3 

7
 4 
 3 
 11 
 2 

 2
  0 
  0 
  1 
  1 

2 
0 
1 
2 
1 

TABLE II.  THE COMPUTATION COSTS OF THE PROPOSED BLIND SIGNATURE SCHEME AND THE 
SCHEME OF [10] 

Type of Operations Performed by the verifier 
  Our scheme     [10] 

Numbers of Exponentiations 
Numbers of Hashings 
Numbers of Multiplications 

3
1 
2 

4
1 
2 

 
 
In the proposed scheme requires minimal operation performed by the user and 
signer in signing and thus makes it very efficient.  
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5 Conclusion 
 
The present work shows the possibility of efficient implementation of a 
blind signature protocol, which requires the simultaneous breaking of two inde-
pendent difficult problems: factorization and discrete logarithm.  
Based on the RSA signature scheme and Schnorr signature scheme, we presented 
a new blind signature protocol, that it requires minimal operation in signing and 
verification. Our scheme has been proved to be correct, blind, unforged, random 
and provides higher level security than schemes that based on a single difficult 
problem. 
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