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Abstract

In this paper, we show that some non-linear codes offer better per-
formance compared to simple linear codes currently used in steganog-
raphy. In fact we generalize the Peterson-Gorenstein-Zierler algorithm
decoding for linear binary codes to decode cyclic codes over Z4, and we
introduce a new embedding/extracting scheme with good performance
using Z4-linearity of some non-linear binary codes.

Application of cyclic codes over Z4 to data embedding improves em-
bedding efficiency and security of steganographic schemes.
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1 Introduction

Steganography is a scientific discipline concerned with hiding information into
a commonly used media (e.g, images, video or audio files), in such a way that
no one apart from the sender and the intended recipient can detect the presence
of embedded data. Each steganographic communication system consists of an
embedding and extraction algorithm. To accommodate a secret message, the
cover-object is slightly modified by the embedding algorithm. As a result, the
stego-object is obtained.

An interesting steganographic method is known as matrix encoding, intro-
duced firstly by Crandall [13] and analyzed by Bierbrauer et al. [9]. Matrix
encoding, was applied to reduce the number of required changes of the cover
by carefully selecting the positions used for embedding. The F5 algorithm
proposed by Westfeld [3] is the first implementation of the matrix encoding
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concept to reduce modification of the quantized DCT coefficients. The rela-
tion between linear covering codes and steganography was also discussed in
[7, 4, 17].

Steganographers use the concept of embedding efficiency to quantify how
effectively a given algorithm embeds data. The importance of high embedding
efficiency for steganography and the relevance of covering codes to this problem
were recognized for the first time by Crandall, who showed that linear codes
can markedly improve the embedding efficiency. In this paper, we point out
the importance of certain families of codes to steganography and show that
non-linear code have better performance than known linear constructions, e.g.,
matrix encoding.

Certain non-linear binary codes contain more codewords than any com-
parable linear code presently known. The main advantage of studying these
codes is from the decoding point of view. It is shown here that all these codes
can be very simply constructed as binary images under the Gray map of linear
codes over Z4. In this paper, we show that certain families of non-linear codes
can achieve better performance for application in steganography than simple
linear codes currently in use.

This paper is organized as follows. In Section 2, we review the basic set-
ting of coding theory used in steganography and we recall syndrome coding
paradigm. Section 3 presents the quaternary codes and gives details on the
necessary tools to use them with syndrome coding. In Section 4, we begin
by extending the idea in Peterson-Gorenstein-Zierler algorithm decoding for
linear binary codes to decode cyclic codes over Z4, and then we describe a
new embedding/extracting scheme including the connection between the non-
linear binary codes and cyclic codes over Z4 via the Gray map. in section 5 we
describe and analyse our proposed algorithm constructed using a structured
non-linear binary code.

2 Steganography and Binary Error Correction

Codes

2.1 Link to Coding Theory

Let us assume that the embedding proceeds by blocks. The cover image is
divided into disjoint segments of N pixels. Let F2 denote the Galois field with
two elements 0 and 1, and FN2 denote the set of all N -tuples of elements in the
field F2. Here we can view the bit-string x = x1, · · · , xN as an element of the
field FN2 .

To construct a steganographic scheme that can embed r bits into a se-
quences of N bits using at most D embedding changes, we construct a suitable
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function Ext (called extracting function),

Ext : FN2 → Fr2

which allows us to extract r bits of the secret message. This means that
for given x ∈ FN2 (segment of cover image) and M ∈ Fr2 (segment of secret
message) we want to replace x by y such that Ext(y) = M .

The number of coordinates where the entries of two strings x, y differ is a
basic notion of coding theory. It is the Hamming distance dH(x, y).

An example of a covering function constructed from a linear code, can be
described in terms of parity check matrix H (Syndrome Coding):

Ext(y) = yHT

where HT denotes the transpose of the matrix H.

2.2 Syndrome Coding Over F2

Let C be a linear binary code of length N , dimension k and parity check matrix
H. That is, C = {c ∈ FN2 / c.HT = 0} is a vector subspace of FN2 of dimension
k. The syndrome of a vector y, with respect to the code C, is the row vector
y.H t of length N − k.

Let ρ be the covering radius of C. It is quite easy to show that the scheme
enables to embed messages of length N − k in a cover-data of length N , while
modifying at most D (≤ ρ) bits of the cover-data. The scheme is defined after
[5] by:

Emb(x,M) = x+ e = y (1)

Ext(y) = y.HT = M (2)

where e is the element of smallest weight ≤ ρ such that e.HT = M − x.HT .
Remark that effective computation of e is the complete syndrome decoding
problem, which is an NP -complete problem [6].

3 Quaternary Codes

Ring theory, as predicted earlier offers a general setting to define and study
codes which have recently received a great deal of interest among coding the-
orists [11], [16, Chapter 12]. The most recent success was with the ring of
integers modulo four, Z4 = {0, 1, 2, 3}.
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3.1 Galois Extension Ring of Z4

For more details about Galois Extension Ring of Z4 see for example [16]. Let
Z4[x] be the ring of polynomials over Z4. For any a ∈ Z4[x], let â denote the
polynomial reduction modulo 2. Now, define a polynomial reduction mapping:

µ : Z4[x]→ F2[x]∑r
i=0 aix

i →
∑r

i=0 âix
i

A monic polynomial f over Z4[x] is said to be a basic irreducible polynomial if
its projection µ(f) is irreducible over F2[x]. The Galois ring of Z4 denoted as
GR(Z4,m) is defined as Z4[x]/(f(x)), where f(x) is a basic monic irreducible
polynomial of degree m over Z4.

3.2 Vector Space Structure of Z4

The ring Z4 can be viewed as a vector space of dimension 2 over F2. Moreover,
the sets {0, 1}, {0, 2} and {0, 3} form three subspaces in Z4 and the subspace
{0, 1} (= F2) is a subring. Thus any element of Z4 can be expressed in two
different ways as

a = a1 + 2a2, or
a = (a1 + a2) + 3a2 where a1, a2 ∈ F2

(3)

Lemma 3.1 The only ideals of GR(Z4,m) are (0), (1), and (2). Thus any
element A of GR(Z4,m) can be uniquely represented as

a = a1 + 2a2; a1, a2 ∈ F2

This is analogous to the 2-adic representation considered in [1].

3.3 Cyclic Codes over Z4

We first establish some terminology. The set Zn4 of n-tuples from Z4 is a
Z4-module. By a linear code C over Z4 (or a quaternary code), we mean an
additive sub-module of Zn4 . Duality for codes is understood with respect to
the form xy =

∑n
i=1 xiyi, where x = (x1, x2, · · · , xn) and y = (y1, y2, · · · , yn).

A code C is said to be self-dual if C = C⊥. Two codes are equivalent if one
can be obtained from the other by permuting the coordinates and if necessary
exchanging 1 and 3 in certain coordinates.

The Lee weight wL of x = (x1, · · · , xn) is defined as n1(x) + 2n2(x), where
n1(x) and n2(x) are, respectively, the number of 1 or 3 symbols and the number
of 2 in x.
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A non-zero linear code C over Z4 has a generator matrix which after a
suitable permutation of the coordinates can be written in the form

G =

[
Ik1 A B
0 2Ik2 2D

]
where A and B are matrices over Z4, D is an F2 matrix and Ik is the matrix
identity k × k. The code C then contains all codewords [v0, v1]G, where v0 is
a vector of length k1 over Z4 and v1 is a vector of length k2 over F2. Thus
C contains a total of 4k12k2 codewords. The parameters of C are given by
[n, 4k12k2 , dLee], where dLee represents the minimum Lee distance of C.

A cyclic code of length n over Z4 is a linear code with the property that if
(c0, c1, · · · , cn−1) ∈ C then (c1, c2, · · · , cn−1, c0) ∈ C.

The following theorem gives the structure of cyclic codes over Z4[15].

Theorem 3.2 Suppose C is a cyclic code of odd length n over Z4, then
there are unique monic polynomials f , g, h such that C = (fh, 2fg) where
fgh = xn − 1 and |C| = 4deg(g)2deg(h).
when h = 1, C = (f) and |C| = 4n−deg(f) and
when g = 1, C = (2f) and |C| = 2n−deg(f)

Spectral Domain Representation of Cyclic Codes over Z4 leads to its parity-
check matrix:
Let

Zf = {ξi1 , ξi2 , · · · , ξif}

Zh = {ξj1 , ξj2 , · · · , ξjf}

and
Zg = {ξk1 , ξk2 , · · · , ξkf}

be the sets of roots of polynomials f , h, and g, respectively, where fgh = xn−1.
Then a cyclic code C = (fh, 2fg) has the following parity-check matrix:

H =



1 ξi1 ξ2i1 · · · ξ(n−1)i1

1 ξi2 ξ2i2 · · · ξ(n−1)i2
...

...
...

...
...

1 ξif ξ2if · · · ξ(n−1)if

2 2ξj1 2ξ2j1 · · · 2ξ(n−1)j1

2 2ξj2 2ξ2j2 · · · 2ξ(n−1)j2
...

...
...

...
...

2 2ξjh 2ξ2jh · · · 2ξ(n−1)jh


Recall that if ξ is a primitive element of order n in GR(Z4,m), m is the least
integer such that n divides 2m − 1.
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3.4 Gray Map

The vehicle by which binary codes are obtained from Z4-linear codes is the
Gray map φ : Z4 → F2

2 defined by φ(0) = 00, φ(1) = 01, φ(2) = 11, and
φ(3) = 10.

Formally, we define three maps from Z4 to F2 by:

c α(c) β(c) γ(c)
0 0 0 0
1 1 0 1
2 0 1 1
3 1 1 0

This map is then extended component-wise to a map, also denoted φ, from Zn4
to F2n

2 .
The 2-adic expansion of c ∈ Z4 is

c = α(c) + 2β(c)

We construct binary codes from quaternary codes using the gray map φ :
Zn4 → F2n

2 given by
φ(c) = (β(c), γ(c)) , c ∈ Zn4 .

The crucial property of the Gray map is that it preserves distances.

Theorem 3.3 The map φ is a distance preserving i.e an isometric map
from Zn4 endowed with the Lee distance to F2n

2 endowed with the Hamming
distance.

Proof: It is easy to see from the definitions that

ωH(φ(a)) = ωL(a), a ∈ Zn4
dH(φ(a), φ(b)) = dL(a, b), a, b ∈ Zn4

where ωH and dH are the usual Hamming weight and distance functions
for binary vectors.

If v and w are in Z4, then φ(v) + φ(w) = φ(v + w + 2vw). Therefore if a
and b are in Zn4 , then

φ(a+ b) = φ(a) + φ(b) + φ(2α(a) ∗ α(b))

where a ∗ b is the component-wise product of the two vectors a and b in Zn4 .
Knowing that all the digital files are binary, we simply use the inverse Gray

map for working on the support quaternary.
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4 Our contributions

4.1 Syndrome Decoding Over Z4

Given a cyclic code C = (fh, 2fg) of odd length n over Z4 and the cover-
ing radius ρ. The parity-check matrix for the code C takes the form of the
expression:

H =



1 ξi1 ξ2i1 · · · ξ(n−1)i1

1 ξi1+1 ξ2(i1+1) · · · ξ(n−1)(i1+1)

...
...

...
...

...
1 ξi1+t1−1 ξ2(i1+t1−1) · · · ξ(n−1)(i1+t1−1)

2 2ξi2 2ξ2(i2) · · · 2ξ(n−1)i2

2 2ξi2+1 2ξ2(i2+1) · · · 2ξ(n−1)(i2+1)

...
...

...
...

...
2 2ξi2+t1+t2−1 2ξ2(i2+t1+t2−1) · · · 2ξ(n−1)(i2+t1+t2−1)


where, the sets

Z1 = {ξi1 , ξi1+1, · · · , ξi1+t1−1}

and
Z2 = {ξi2 , ξi2+1, · · · , ξi2+t1+t2−1}

are the sets of consecutive t1 roots of polynomials f and (t1 + t2) roots of fh,
respectively.

For a received vector over Z4, b = c + e, the problem is to estimate either
e or c given that the Lee weight of e is within the decoding capability of the
code C.

To do so, we will use the concept of error-location polynomials in algebraic
decoding schemes and bypass error evaluation.

Let e(x) be the error polynomial associated with an error vector e and
l1, l2, · · · , lt be the non-zero positions of e. Then e(x), by using the vector
representation of Z4 over GF (2), can be written as

e(x) = (el1,0 + 2el1,1)x
l1 + (el2,0 + 2el2,1)x

l2 +

· · ·+ (elt,0 + 2elt,1)x
lt

where eli,j , i = 1, · · · , t; j = 0, 1 belong to F2.

For any polynomial e(x) =
∑n−1

i=0 eix
i over Z4, let e1,3(x) be the binary

polynomial such that for all i = 0, 1, · · · , n− 1, the coefficient of xi in e1,3(x)
is equal to 1 if ei is either 1 or 3 and is equal to 0 otherwise. Similarly, the
polynomials e1,2(x) and e2,3(x) are defined. The vector space structure of Z4
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allows us to define three binary polynomials corresponding to e(x), they are
given by:

e1,3(x) =
t∑
i=1

eli,0x
li

e1,2(x) =
t∑
i=1

eli,0x
li +

t∑
i=1

eli,1x
li

e2,3(x) =
t∑
i=1

eli,1x
li

It is easy to see that:
e(x) = e1,3(x) + 2e2,3(x) (4)

The error locator polynomial σ(y) corresponding to errors in positions
l1, l2, · · · , lt is defined by :

σ(y) = 1 + σ1y + · · ·+ σt−1y
t−1 + σty

t

= (1− yξl1)(1− yξl2) · · · (1− yξlt).

For any codeword polynomial c(x) over Z4 we can associate three binary
words c1,3(x), c1,2(x) and c2,3(x). Again, by the vector space representation of
Z4, we have

c(x) = c1,3(x) + 2c2,3(x)

The parity-check matrix given above implies the following:

c1,3(ξ
i2+i−1) = 0, 1 ≤ i ≤ t1 + t2

c2,3(ξ
i1+i−1) = c1,2(ξ

i1+i−1) = 0, 1 ≤ i ≤ t1.

Thus we can compute the syndromes using the equation

S = bHT = (c+ e)HT = eHT

The syndromes alternatively can be obtained by evaluating the received word
at the roots given in the sets Z1 and Z2 as follows:

Si = b(ξi1+i−1) = e(ξi1+i−1), 1 ≤ i ≤ t1

2Si = b(ξi2+i−1) = e(ξi2+i−1), 1 ≤ i ≤ t1 + t2.

Using Equations 4 the above syndromes can be written as follows :

Si,0 = e1,3(ξ
i2+i−1), 1 ≤ i ≤ t1 + t2

Si,1 = e2,3(ξ
i1+i−1), 1 ≤ i ≤ t1

Ŝi = e1,3(ξ
i1+i−1) + e2,3(ξ

i1+i−1), 1 ≤ i ≤ t1

(5)
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Note that the error polynomials e1,3, e2,3, and e1,2 are binary polynomials
and, respectively, they are related to the three sets of syndromes defined above
through the respective error locator polynomials. Let σ1,3(y) be the error
locator polynomial for the errors of type 1 and 3 given by:

σ1,3(y) = 1 + σ1y + · · ·+ σty
t

= (1− yξl1)(1− yξl2) · · · (1− yξlt).

Similarly, we define σ2,3(y) and σ1,3(y). In the sequel we give procedures to
compute σ1,2(y), σ2,3(y), and σ1,3(y).

By following the procedure of Peterson−Gorenstein−Zierler [16, Chapter
5] to decode binary cyclic codes, the syndromes {Si,0/1 ≤ i ≤ t1 + t2} are
related by the equation

Sj+t = −
t∑
i=1

σiSj+t−i, j := 1, 2, · · · , t. (6)

Thus computing error locator polynomials resembles the decoding proce-
dure for binary cyclic codes. The error locator polynomial can be computed
by solving the following key equation over F2m :

(S1,0 + S2,0y + · · ·+ St1+t2,0y
t1+t2)σ1,3(y) = λ1,3 mod yt1+t2 (7)

thus deg(λ1,3(y)) < deg(σ1,3(y))
Similar relations hold for the other two sets of syndromes corresponding to

polynomials σ1,2(y) and σ2,3(y). Hence the polynomials σ1,2(y) and σ2,3(y) can
be obtained by solving the following two key equations:

(S1,1 + S2,1y + · · ·+ St1,1y
t1)σ2,3(y) = λ2,3 mod yt1 (8)

thus deg(λ2,3(y)) < deg(σ2,3(y))

(Ŝ1 + S2y + · · ·+ St1y
t1)σ1,2(y) = λ1,2 mod yt1 (9)

thus deg(λ1,2(y)) < deg(σ1,2(y))
Now we give the basis of decoding algorithm by giving a result similar to

[14, Theorem 7.2.2]. Let M(S1, S2, · · · , Sµ) be a Hankel matrix over F2m of
GR(Z4,m) as follows:

M(S1, S2, · · · , Sµ) =


S1 S2 · · · Sµ
S2 S3 · · · Sµ+1
...

...
Sµ Sµ+1 · · · S2µ−1
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Further let
M1,3 = M(S1,0, S2,0, · · · , Sµ,0)

M2,3 = M(S1,1, S2,1, · · · , Sµ,1)

and
M1,2 = M(Ŝ1,2, Ŝ2,2, · · · , Ŝµ,2)

Theorem 4.1 The matrix M1,3 over F2r of syndromes, is nonsingular, if µ
is equal to t, the number of 1 or 3 errors have actually occurred. The matrix is
singular if µ is greater than t. The theorem applies to matrices M2,3 and M1,2

also except that t refers to the number of actual errors which have occurred are
of type 2, 3 and 1, 2 respectively.

The syndrome equations can be solved using the Berlekamp-Masssey algo-
rithm [10], [16, Chapter 5] or Euclid’s algorithm.

Then the inverse of the roots of σ1,3(y) gives the position of 1, 3 errors as in
the case of decoding cyclic codes [14, 8]. That is, if ξ−i is a root of the σ1,3(y),
then at ith position there is an error 1 or 3.

Let E1,3 be the positions of 1 or 3 errors. Similarly, the roots of σ2,3(y)
(E2,3) and σ1,2(y) (E1,2) gives respectively, the positions of 2, 3 and 1, 2 errors.
Thus if we could determine any two sets E1,3, E2,3 and E1,2 we can complete
the decoding. For example, if E1,3 and E2,3 are determined, the positions of
3 errors are given by the intersection of the positions in E1,3 and E2,3. Then
E1,3 \ E3 and E2,3 \ E3 gives, respectively, the positions of 1 and 2 errors.

Theorem 4.2 It is possible to completely decode an error e(x) if the ωL(e(x))
is less than or equal to

⌊
t1+t2

2

⌋
.

We summarize the decoding algorithm below.

Algorithm 1 Syndrome decoding of C over Z4

1. Computation of t1 + t2 syndromes S0 = {Si,0/1 ≤ i ≤ t1 + t2} and t1
syndromes S1 = {Si,1/1 ≤ i ≤ t1} according to (5);

2. Computation of error locator polynomials: find σ1,3(y) using 7 and σ2,3(y)
using 8;

3. Check the validity of σ1,3(y) and σ2,3(y) according to 6.
If σ1,3(y) is not valid then declare that more number of errors have oc-
cured and stop.

4. If σ2,3(y) is not valid then
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• Compute t1 syndromes of Ŝ = {Si/1 ≤ i ≤ t1} by using 5.

• find σ1,2(y) from (9) using the syndromes Ŝ,

• check the validity of σ1,2(y);

• if σ1,2(y) is not valid then declare more number of errors have oc-
cured and stop.

5. At this point at least any two of σ1,3(y), σ2,3(y) and σ1,2(y) are valid.
Compute sets of error positions corresponding to any two valid error
locator polynomials. This means that any two sets among the sets E1,3,
E2,3 and E1,2 can be determined.

4.2 The proposed Scheme

4.2.1 Embedding Process

The proposed approach works by dividing the cover-data (image) into binary
blocks of length 2n.

We choose an cyclic code C = (fh, 2fg) of odd length n over Z4, with a
parity check matrix H (r × n), and covering radius ρ.

Algorithm 2 Embedding 2r bits in 2n bits of cover data using cyclic
codes over Z4

Inputs Let x = (x1, · · · , x2n) in F2n
2 be a block of cover data,

M ∈ F2r
2 the message to hide,

t1 roots of f and (t1 + t2) roots of fh.

Outputs y = (y1, · · · , y2n) in F2n
2 , stego-data such that: d(x, y) ≤ b t1+t2

2
c ≤

ρ.

1. We compute a = φ−1(x) and M = φ−1(M)

2. Compute the syndrome: S =M− aHT over Z4

3. If S = 0, then e = 0
else find e such that eHT = S and ωL(e) ≤ D using (Algorithm 1);

4. Set: b = (a+ e)mod4

5. Finally

y = Emb(M,x)

= φ(b)

= x+ φ(e) + φ(2α(a) ∗ α(e))
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In fact:

dH(x, y) = dL(a, b)

= ωL(a− b)
= ωL(e) ≤ D

4.2.2 Extracting Process

The message embedded is retrieved from the stego-data by applying the pro-
posed extracting function given as follows:

M = Ext(y) = φ(φ−1(y).HT )

In fact:

φ(φ−1(y).HT ) = φ(b.HT )

= φ(a.HT + e.HT )

= φ(a.HT +M− a.HT )

= φ(M)

= M

5 Experimental results

We know that Goethals code [2] is a very good nonlinear code that contain
more codewords than any known linear code of the same length. It is shown
here that this code can be constructed as binary image under the Gray map
of un extended cyclic code over Z4, which greatly simplifies decoding.

Our Goethals code is defined as the binary image C = φ(C), of length 2m+1,
22m+1−3m−2 codewords and minimum Hamming distance 8 for any odd m ≥ 3.

Where the code C is a quaternary code of length 2m, 22m+1−3m−2 words and
minimal Lee weigth 8, with parity-check matrix H given by:

H =

 1 1 1 1 · · · 1
0 1 ξ ξ2 · · · ξ(2

m−2)

0 2 2ξ3 2ξ6 · · · 2ξ3(2
m−2)


in which each ξj (j > 0) should be replaced by (b0j, b1j, · · · , bm−1,j)T , where
bij ∈ Z4. Then H is a matrix of r = 2m+ 1 rows and n columns over Z4. The
covering radius of the Z4-linear Goethals code is 6.

In the following we compare the Goethals codes Gm with the extended 3-
error correcting BCH codes BCH(3,m) of the same length 2m+1, where m is
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odd ≥ 3. Since BCH(3,m) is an extended binary [N = 2m, k = 2m− 3m− 1]-
code with covering radius at most 6 [12]. Then, by applying BCH(3,m) codes
we can hide s(= N − k = 3m+ 4) bits in sequences of 2m+1 bits.

We use the concepts of embedding efficiency and embedding rate to quantify
how effectively a given algorithm embeds data.

Let s be the embedded bit numbers of the secret messages and N the
bit number of the cover-data. The embedding efficiency is defined as the the
number of embedded bits per embedding changes ( s

ρ
). There is evidence that

schemes with low embedding efficiency offer worse security than schemes with
higher efficiency. The embedding rate is defined as the number of embedded
bits by the number of bits of the cover object, that is s

N
.

The Tables 1 and 2 give a comparaison of the above parameters for the
Goethals codesGm and the extended 3-errors-correcting BCH codesBCH(3,m)
for m = 3, 5, 7, 9, 11.

m N = 2m+1 s = 2r s
N

s
ρ

3 16 14 0.8750 2.3333
5 64 22 0.3438 3.6667
7 256 30 0.1172 5.0000
9 1024 38 0.0371 6.3333
11 4096 46 0.0112 7.6667

Table 1: Performances of the Goethals codes Gm for m = 3, 5, 7, 9, 11

m N = 2m+1 s = 3m+ 4 s
N

s
ρ

3 16 13 0.8125 2.1667
5 64 19 0.2969 3.1667
7 256 25 0.0977 4.1667
9 1024 31 0.0303 5.1667
11 4096 37 0.0090 6.1667

Table 2: Performances of the BCH(3,m) codes for m = 3, 5, 7, 9, 11

We see at Figure 1 that our proposed scheme is not only improved the
embedding efficiency but also increase the embedding rate.

6 Conclusion

In this paper, we have presented a new information hiding method, based on
cyclic codes over Z4. We also shown that some non-linear codes can be defined
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Figure 1: The embedding efficiency comparison of steganographic methods
based on non-linear Goethals codes and on BCH(3,m) linear codes.

as the binary image of a cyclic codes over Z4 which makes them efficient to
work with. Theoretical analysis and experimental results show that using our
proposed method we can get higher embedding efficiency than some previous
linear binary codes as shown by some Goethals codes.
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